[lOKYMEHT NOANMUCaH NpOCTO# 3NeKTPOHHOM NOANMUCHIO
MHbopmauus o Bragenbue:

®WNO: NMawHaHos IpaHe Numxmesny

[omxHocTb: U.0. aupekTopa dunmnana

[Jlata nognucanus: 31.07.2024 09:37:20

YHMKaNbHbIA NPOrPaMMHbIi KNHOY:
29e48b9891aa9797b1ae9fac0693fa267ac161d













COJEPKXAHHUE

1. OBIIAS  XAPAKTEPMCTHUKA  PABOYEWM  IIPOTPAMMEI 4
[TPO®ECCHUOHAJIbBHOI'O MOAVYJIA

2. CTPYKTYPA W COJEPXAHUE IIPO®ECCHUOHAJIBHOI'O 8
MOJTYJIS

3. VCJIOBUS PEAJIN3ALIAU TTPOTPAMMBI TIPO®ECCUOHAJIBHOTO 35
MOJIYJISI

4. KOHTPOJIb MW  OHEHKA  PE3VJIbTATOB OCBOEHUA 34
[TPOOECCHUOHAJIbBHOT'O MO Y JIA



1. OBIIASI XAPAKTEPUCTUKA PABOYEH ITPOI'PAMMBbBI
HHPOPECCHUOHAJIBHOI'O MOAYJIA
IIM.01 OKCIIVIYATAIIUA ABTOMATU3NPOBAHHDBIX

(MH®OPMAIIMOHHBIX) CUCTEM B 3AIIIMINEHHOM NCIIOJITHEHUU

1.1. IIe.m; ! IVIAHUPYEMBIEC PE3YJIbTAaThl 0CBOCHUA HpO(l)eCCI/IOHaJILHOFO MOIYJIA

1.1.1. B pe3ynpTaTe u3yueHUs MNPO(PECCHOHAIBHOTO MOJIYJA CTYAEHT JOJDKEH

OCBOUTh OCHOBHOM BuUa ACATCIBHOCTH SKCHJIyaTaHI/IH ABTOMATHU3HUPOBAHHBIX
(I/IH(bopMa]_II/IOHHI)IX) CUCTCM B 3allIMIICHHOM HMCIIOJIHCHHMHU M COOTBCTCTBYIOIIHNC CMY
HpO(l)CCCI/IOHaJIBHBIG )51 O6H_[H€ KOMIICTCHIINH

Kon

HauMeHoBaHMe BHIOB [J€AATEJIBHOCTH M  NPOoPeccHOHATBHBIX
KOMIIeTeHIIMI

B 1

IKCIIIyaTAUsl ABTOMATU3MPOBAHHBIX (MH(OPMAIMOHHBIX) CHCTEM B
3al[MIIEHHOM HMCIIOJHCHUM

IIK 1.1.

IIpou3BoauTh YCTaHOBKY " HACTPOMKY KOMITIOHEHTOB
aBTOMATU3UPOBAHHBIX (MH(DOPMALMOHHBIX) CHUCTEM B  3alUIIEHHOM
UCIIOJIHEHUM B COOTBETCTBUM C TPEOOBAHUSIMHU SKCILUTyaTallMOHHOU
JOKyMEHTAIUH.

IIK 1.2.

AJIMUHUCTPUPOBATH IIPOrPaAMMHBIE u IIPOrPaMMHO-aNIIapaTHBIE
KOMITOHEHThl ~aBTOMATHU3UPOBAHHOW (MH(POPMAIIMOHHON) CHUCTEMBI B
3al[MIIEHHOM UCIIOJHCHUHU.

[IK 1.3.

ObecneunBaTh Oecnepe0oitHy10 paboty aBTOMAaTU3HPOBAHHBIX
(MH(OPMALIMOHHBIX) CUCTEM B 3aIUIIEHHOM HUCIIOJHEHUH B COOTBETCTBUU
¢ TpeOOBaHUSAMHM DKCILTyaTallMOHHON JOKYMEHTAIINH.

[IK 1.4.

OcCymecTBIATh MPOBEPKY TEXHUYECKOTO  COCTOSIHUS, TEXHHUYECKOE
oOcy’>KUBaHUE U TEKYIIUA PEMOHT, YCTPaHATh OTKa3bl 1 BOCCTAHABIMBATH
paboTOCIIOCOOHOCTh ABTOMATU3UPOBAHHBIX (MH(POPMAITMOHHBIX) CHCTEM B
3al[MIIEHHOM UCIIOJHECHUH.

1.1.2. O0mme KOMNETEHIINN:

Kona HaumeHoBaHHe BUIOB AeITEJIbHOCTH U MPO(PecCHOHAIBbHBIX
KOMIIEeTEeH NI

OK 1. | BeiOupath crocoObl pemieHus 3afad npodecCHOHANIbHOU NEATeTbHOCTH,
MPUMEHUTENBHO K PA3IMYHBIM KOHTEKCTaM.

OK 2. | OcymiecTBiarh TMOWCK, aHajdW3 M HHTEPIpeTanuio  HHpopMaimu,
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HEO0OXOIMMOM JIJIs1 BBITIOTHEHUS 3a7a4 Mpo(eCCHOHATBHOM 1S TEIbHOCTH.

OK 3.

HHaHI/IpOBaTB H PCalIn30BbIBATH COOCTBEHHOEC HpO(beCCI/IOHaJ'IBHOC )41
JIMYHOCTHOC PAa3BUTHC.

OK 4.

PaboraTe B KoIekTHBE M KOMaHze, 3((GEeKTUBHO B3aUMOJICHCTBOBAThH C
KOJUJIETaMH, PYKOBOJICTBOM, KJIMEHTAMM.

OKS.

OCYHIGCTBJIHTB YCTHYIO 151 IMNCbMCHHYIO KOMMYHHKAIIUIO Ha
rocygrapCTBEHHOM  A3BIKE C  YUYCTOM 0COOCHHOCTEH COIIMAJIBHOTO H
KYJIbTYPHOI'O KOHTCKCTA.

OK 6.

[IposiBNIATH TpakAAHCKO-MATPUOTUYECKYIO TO3UIINIO, JAEMOHCTPUPOBATH
OCO3HAHHOE TMOBEJACHUE HA OCHOBE TPATUIIMOHHBIX OOIIEUETIOBEUESCKUX
HEHHOCTEM.

OK 7.

ConelicTBOBaTh COXPAHEHUIO OKPYKAIOIMIEH Cpedbl, pecypcocOepeKeHHIO,
3¢ (HEKTUBHO ACWCTBOBAThH B YPE3BBIYAMHBIX CUTYAIIHSIX.

OK 8.

Hcnonb3oBaTh cpeiacTBa (PU3NUECKOW KYJIbTYpPbl JJII COXpaHEHHUS U
YKpEIUIEHUs] 3[I0pOBbS B Mpolecce MpoPEeCCHOHAIBHON AEATENbHOCTH WU
nojjiep>kaHre HeoOXOAMMOTO YPOBHS (PU3NYECKON MOTOTOBICHHOCTH.

OK 9.

Hcnonb3oBaTh HMHPOPMALMOHHBIE TEXHOJOTUH B MPOPEecCHOHATBHOU
NEATEIIBHOCTH.

OK 10.

[Tonb3oBaThCs MpodecCuOHANTBHON JOKYMEHTAIIMEH HA TOCYIapCTBEHHOM U
VHOCTPAHHOM SI3bIKaX.

1.1.3. B pe3ynbTaTe 0ocBO€HUS NMPOPECCUOHATBHOTO MOYJISL CTYACHT JTOJIKEH:

NmeTn

— YCTAHOBKH H HaCTpOﬁKH KOMIIOHCHTOB CHCTCM 3alllMTHI

npaKkTHYecKHii | ”HGOPMAaMU aBTOMATU3UPOBAHHBIX (MH(POPMAIMOHHBIX) CHCTEM,;

OIIBIT — aIMUHUCTPUPOBAHMSI  aBTOMATHU3WPOBAHHBIX  CHUCTEM B
3aIIUAIIEHHOM UCTIOJHEHUU;
— OSKCIUTyaTallud KOMIIOHEHTOB CHCTEM 3alllUThl WH(GOpMAIUU
aBTOMATHU3UPOBAHHBIX CHCTEM;
— JMarHOCTUKA KOMIIOHEHTOB CHCTEM 3alluThl HH(pOpMalUU
aBTOMATHU3UPOBAaHHBIX  CHCTEM,  YCTpPaHEHHUsS  OTKa30B U
BOCCTaHOBJICHUsI ~ pabOTOCIIOCOOHOCTH  ABTOMAaTU3MPOBAHHBIX
(MHGOPMALIMOHHBIX) CUCTEM B 3aIUIIEHHOM UCIOJHEHUN

yMeTh — OCYILECTBIISATh KOMILJIEKTOBAHHUE, KOH(UTYpUPOBAHHE,

HAaCTPOMKY aBTOMATHU3UPOBAHHBIX CHUCTEM B  3AIHIICHHOM
WCIIOJTHEHUM  KOMIIOHEHT  CHCT€M  3alluThl  HUH(popmanmu
ABTOMATU3UPOBAHHBIX CHUCTEM,

— OpPraHHU30BbBIBATH, KOHPUTYPUPOBATH, TPOU3BOIUTH MOHTAX,
OCYILECTBIISATh JUArHOCTUKY U YCTPAHATh HEUCIIPABHOCTHU




KOMITBIOTEPHBIX CETEH, paboTaTh C CETEBBIMU MPOTOKOJIAMH PA3HBIX
YPOBHEW;

— OCYILIECTBISATh KOH(DUTypUpOBaHUE, HACTPOWKY KOMIIOHEHT
CUCTEM 3alUThl H()OPMALIUK aBTOMATU3UPOBAHHBIX CUCTEM;

— NMPOU3BOJINTh YCTAHOBKY, aJanTaldil0 H  COIPOBOXKJICHUE
TUTIOBOTO TIPOTPAMMHOTO OOECTICUCHHSI, BXOJSINECTO B COCTaB
CUCTEM 3alUThl HH()OPMALIUK aBTOMATU3UPOBAHHON CUCTEMBI

— HAacTpaWBaTh W YCTPaHATb HEUCIPABHOCTH MIPOTrPAMMHO-
anmnapaTHbIX CpEACTB 3allUThl MHGOPMAIMM B KOMIIBIOTEPHBIX
CEeTAX IO 3aJJaHHBIM [IPABUIIAM;

— obecrneunBaTh pabOTOCIIOCOOHOCTh, OOHAPYKUBATH U YCTPAHSITh
HEUCITPABHOCTHU

3HATh — COCTaB M TPUHIUIIBI PabOThl aBTOMATHU3UPOBAHHBIX CHUCTEM,
OIIEPALlMOHHBIX CUCTEM U CPEL;

— OPUHIUIBL  pa3pabOTKH  aTOPUTMOB MPOrPaMM, OCHOBHBIX
IPUEMOB MMPOTPAMMUPOBAHNS;

— MoJienu 0a3 TaHHBIX;

— NPUHLMIBL  TIOCTPOCHUS,  (PU3MUECKHE  OCHOBBI  PabOTHI
nepudepuitHbIX yCTPOICTB;

— TEOPETUYECKHE OCHOBBI KOMIIBIOTEPHBIX CETEH M UX alapaTHBIX
KOMIIOHEHT, CETEBBIX MOJIeNIel, MPOTOKOJOB ¢ IPUHLHUIIOB
azpecanuu;

— MOPSIOK YCTAHOBKM M BBOJA B AKCIUTyaTallMIO CPEICTB 3aLUTHI
nH(pOpMAaIUU B KOMIIBIOTEPHBIX CETAX;

— MPUHLMIB OCHOBHBIX METOJIOB OpraHU3allid W MPOBEJICHUS
TEXHUYECKOTO OOCTY>KUBAHUS BEIYUCIUTEILHON TEXHUKH U IPYTUX
TEXHUYECKUX CPEJICTB MH(DOPMATH3AIINH.

1.2. Kostu4yecTBO 4ac0B, 0OTBOAUMOE HA OCBOCHHE NMPO(PecCHOHATBLHOT0 MOIYJIS
Bcero 710 gacoB, u3 HuX
Ha ocBoeHue MJIK —422 gyacoB, B TOM 4uCIIe
Ha IpoMeXyTouHyto arTectanuio no MJIK — 18 vacos,
Ha TpaKTUKH — 288 dacoB

1.3. Tlnanupyemble JIMYHOCTHBIE Ppe3yJabTaTbl B  XO0Ae  peaju3auuu
o0pa3oBaTeIbHOM MPOrPAMMBI:

B pesynbrate ocBoeHusT yuyeOHOW JUCHMIUIMHBI B COOTBETCTBUM C paboueit
porpamMmoit BOCIIUTAHUS oOpa3oBaTenbHOI IPOrpamMMBbl CpEeIIHEro
npoecCuOHaNbHOTO 00pa30BaHUsl MOJTOTOBKH CIELUAIMCTOB CPEAHEr0 3BEHA IO
cnenpanbHocT  10.02.05  OOGecneuenne  wHOOPMALMOHHOM  0€30MaCHOCTH
aBTOMATU3UPOBAHHBIX CUCTEM pEaM3yeTcs BOCIUTATEIbHAS IENIb - JIMYHOCTHOE




pa3BUTHE OOYUYAIOMMUXCA W WX COLUATU3ANMS, MPOSBISIONMIAECS B Pa3BUTUU UX
MO3UTHBHBIX OTHOIIEHWUH K OOIIECTBEHHBIM IICHHOCTSM, MPUOOPETCHHH OIBITa
MIOBE/ICHUS W TPUMEHEHHUsI C(HOPMHUPOBAHHBIX OOIIMX KOMITETCHIMH CIICIUATHCTOB
CpeIHETOo 3BeHa Ha MPaKTHKE.

JIMYHOCTHOE pa3BUTHE OOYJAIOIIMXCS U WX COIUATH3AIINS, TIPOSBIISIONINECS B
Pa3BUTUU WX TIO3UTHBHBIX OTHOIIEHUH K OOIIECTBEHHBIM IICHHOCTSIM, IPUOOPETCHUH
ONbITAa TIOBEACHWS W TPUMEHEHHUS CPOPMHUPOBAHHBIX OOMMX KOMICTCHIIUN
MIPEICTABIICHO CIIEIYIONUMHU JTUMIHOCTHBIMH PE3yJIbTaTaMu:

JIP 3. CobOnrojaromuii  HOPMBI  MPaBOMOpPSIKa, CIEAYIOUUMNA Haeanam

TpaXIaHCKOTO OOIecTBa, obecredeHus Oe30MacHOCTH, MpaB M CBOOOM TpaxmaaH
Poccun. JlosiabHBIA K YCTaHOBKAM M MPOSIBJICHUSAM IPEACTABUTENEH CYOKYIBTYD,
OTJIMYAIOIIMM HUX OT TPYyINI C JECTPYKTUBHBIM M JICBUAHTHBIM TOBEACHUEM.
JIEMOHCTpHUPYIOIIMIT HENPUATHE U NPEAYNPEKAANMNA  COLMAIbHO ONAacHOE
NOBEJCHUE OKPYKAIOLIUX.

JIP 7. Oco3Haromuii NPUOPUTETHYIO LEHHOCTh JIMYHOCTH YEJIOBEKA;
YBAXAIOLUN COOCTBEHHYIO M YYXKYH) YHUKAJIBHOCTH B Pa3IUYHBIX CUTYyalUsX, BO
Bcex (hopMax M BUJAX JIEATEIbHOCTH.

JIP 12. [IpuHuMaromumii ceMEeNHbIE [IEHHOCTH, TOTOBBIA K CO3/IaHUI0 CEMbU U
BOCIIMTAHUIO JETEH; JEMOHCTPUPYIOIINIA HENPUATHE HACWIMS B CEMbE, yXOJa OT
POJIUTENBCKON OTBETCTBEHHOCTH, OTKa3a OT OTHOLIEHUH CO CBOMMH JI€TBMHM M HUX
(bUHAHCOBOTO COJIEP KAHUSI.

JIP 13. JleMOHCTpUPYIOIIHMIA TOTOBHOCTh U CIIOCOOHOCTH BECTU C IPYTUMHU
JIOJbMHU, JIOCTUTaTh B HEM B3aMMONOHUMAHUS, HAaXOAUTh OOLIME LEIu U
COTPYIHHMYATH ISl X JOCTUKEHUS B MPOPECCUOHAIBHON AESTENBHOCTH.

JIP 20. Oco3HaHHbI BbIOOp Oyaymied mnpodeccun Kak IMyTh U CHOCOO
peanu3anuu cOOCTBEHHBIX )KM3HEHHBIX IJIaHOB.



2. CTPYKTYPA U COAEP KAHUE TPOP®PECCHUOHAJIBHOI'O MOAYJIA

2.1. CtpykTypa npoecCHOHAJIBLHOI0 MOLYJIsI

O0beM npodeccHoHATBHOI0 MOAYJIS, Yac.
Ko OGneM O06yuenne no M/IK, B uac. IIpakTuku
pas obpasoBate B TOM 4HCJIC
npodeccronan HanmenoBaHnus pasnenos N CamocrosT
JIBHOM KypcoBas yaebHas [IPOU3BOJICTBEHHAS
BHBIX 00X PO ECCHOHATHHOTO MOIYIIS BCETO, Ta00PaTOPHBIX U eJIbHas
S——— nporpamMMel, . AR THACCKIX pabora MIPAKTHKA, NIPaKTUKa, pa60Ta1
gac. p (poekr), 4acoB 4acoB
3aHATUN
qacoB

IIK 1.1. Pazgean 1 moxyas.

OK 1= OK 10| YcranoBka u HACTpOMKa
ABTOMATHU3HUPOBAHHBIX 188 152 76 — 72 _ _
(uH(OpMAIIMOHHBIX) CHCTEM B
3alMI[EHHOM UCHOJIHECHUN

K 1.2., Pa3nen 2 MOYJIsl.

1K 1.3, AJIMUHUCTPUPOBAHUE

MK 1.4 ABTOMATHU3MPOBAHHBIX 312 240 110 - 36 — —
UH(QOPMALIMOHHBIX) CHUCTEM B

OK 1- OK 10| (1Hdopua )
3alUIIEHHOM UCIIOJHEHUU
[IpousBoacTBeHHass TpakTHKa (110
npoWiIF0  CHEeNHUaaIbHOCTH), YacoB 180 180 _
(ecmn  TpemycMOTpeHa HMTOTOBas
(KOHIIEHTpHPOBAHHAs ) MPAKTHKA)
IIpomeskyTouHasi aTTecTaums 18 18 — — — — —
DK3aMeH 1o
Ipo(ECCHOHATBHOMY — MOJIYIIO 12 12 - - - - -
(1eMOHCTpaIMOHHBIN YK3aMEH )
Bcero: 710 422 186 - 108 180 -

2.2. TemaTnyeckuii IJIaH U cofiep:kaHue nNpopeccuoHaaIbHOro moay.as (IIM)

1 . . .

[TpumepHas TemMaTHKa CaMOCTOSTENBHBIX pabOT B paMKax 0Opa3oBaTeNIbHOHM NMporpaMMbl IUIAaHUPYETCsl 00pa3oBaTeIbHON OpraHu3anueil ¢ coorBeTcTBuM ¢ TpebosanmsMu GI'OC
CIIO B npenenax o0bemMa MpopecCHOHATEHOTO MOYJISI B KOJIMUECTBE 4acOB, HEOOXOIMMOM /IS BBIIOJIHEHU 3a/JaHUH CaMOCTOSITEIbHON PabOThl 00yJaroNIMXCs, MPETyCMOTPEHHBIX
TEeMaTHYECKUM IIJIAHOM M COZI€p’KaHUEeM y4eOHOH AMCIMIUINHEIL.
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HaunmeHoBaHMe pa3ie/ioB U TeM

npodeccuonatsroro moxys (IIM), Coaepsxanue yueOHOro MaTepuaJa, JJabopaTopHble padoThl M NPAKTHYECKHE 3AHATHSA, O0bem
caMocCTosiTeIbHAs padoTa 00y4arommMxcs 4acos

MeXKIMCHUILIMHAPHBIX KypcoB (M/IK)

1 2 3

Pazgea 1 moayssi. YcTaHOBKA M HACTPOMKA AaBTOMATU3UPOBAHHBIX (MH(POPMALMOHHBIX) CUCTEM B 3allIMILIEHHOM MCIIOJTHEHUH 177

M/IK.01.01 OnepanuoHHbIe CHCTEMBI 76

Cemectp 4

Pa3nes 1. DiieMeHTHI TeOpHUH onepalioOHHBIX cucTeM. CBONCTBa ONlEPAIlMOHHBIX CHCTEM

Tema 1.1. OcHOBBI TEOpUU Conep:xkanue 6

OTIEpPAIIMOHHBIX CUCTEM Omnpenenenue omnepanuoHHON cuctembl. OCHOBHBIE TOHATHA. McTopus pa3BUTHS OMNEpPAIlMOHHBIX
cucteM. Bunel omepamuonsHbix cucteMm. Kiaccudukanus onepanyoHHBIX CHCTEM IO pPa3HbIM
npusHakaM. OnepanydoHHass CHCTeMa Kak uHTepdeiic MeXAy MporpaMMHBIM U anlapaTHBIM
obOecnieueHneM. CrucreMHble BbI30BBL. MccnenoBaHus B 001aCTH ONEPAIMOHHBIX CUCTEM.

Tema 1.2. MammHH0-3aBUCUMBIE U Conep:xanue 8

MalIMHHO-HE3aBUCUMbIE CBOMCTBA 3arpy3unk OC. Maunumanu3zanus annapatHeix cpeacts. [Ipouece 3arpysku OC.

ONEpalOHHbIX CUCTEM [Tepenocumocts OC. MammnHo-3aBucumble Moayin OC. 3agaun OC 1o ynpaBlIeHHIO OonepanusiMu
BBOJIa-BbIBOIa. MHOroCloifHas MoJienb TMOJCHCTeMbl BBOAa-BbiBoAa. [IpaiiBepwl. Ilommepikka
omnepanuii BBOJa-BbIBOJIA.

Pabora c ¢aiinamu. daiinoBast cuctema. Buabl ¢aitioBeix cucreM. ®usznueckas oOpraHu3aius
¢aitnoBoii cucreMsl. Tunsl ¢aiinos. PailioBele onepanuu, KOHTPOJIb A0CTyMA K (aiiaam.
TemaTuka NpakTHYECKUX 3aHATHH H JIa0OPATOPHBIX padoT 8
Buptyansasie mammnbl. Co3ganue, Mmoaudukanus, padbora
VYcranoBka OC
Coznianue 1 U3y4eHue CTPYKTYphI pa3/ieioB )KECTKOTO AUCKa
Onepanuu ¢ daitnamMu
Tema 1.3. MoaynbHas CTpyKTypa Conep:xanue 2

ONCpalOHHBIX CUCTEM, IPOCTPAHCTBO
ITOJIB30BATECIIA

31(3051,[[})0. Mogenb KIIMCHT-CCPBECP. Pabora B PEIKUME ITOJIB30BATCIIA. Pabora B KOHCOJIBHOM PEIKUMCE.
0001049k OINCPallUOHHBIX CUCTCM.




TemaTuka NpaKTHYECKUX 3aHATHI H J1a0OPATOPHBIX padoT

PaboTa B KOHCOIBHOM M TpapuecKOM peKuMax

Tema 1.4. YrpasiieHre namsTbio

Conep:xanue

OcHoBHOe ympaBieHue mnamsTbio. l[logkauka. BupTyanbHas namstb. AJTOPUTMBI  3aMEHICHUS
cTpanull. Bompocel pa3paboTku cucTeM €O CTpaHMYHOM opraHuzanueil mnamsatu. Borpocsr
peanuzanuu. CerMeHTanus naMsaTu

TemaTuka MNPaAKTUIECCKUX 3aHATHI 1 J1360paT0pHLIX pa60T

MOHI/ITOpI/IHI‘ 3a UCIIOJIB30BAaHUECM IIaMATH

Tema 1.5. Ynpasnenue nporeccamu,

Conep:xanue

MHOT'OIIPOICCCOPHBIC CUCTCMbI

ITonsTue Imponecca. ITonsarue moroka. IlonsTue IpUOPUTECTA U OUCPCAU IIPOLECCCOB, 0COOEHHOCTH
MHOT'OITPOICCCOPHBIX CUCTCM. Me)Kl'IpOI_[CCCOpHOC B3aUMOJICUCTBUEC

[Tonsatne  B3aMMOOJIOKMpPOBKU.  Pecypcwl, oOHapykeHHe  B3aMMOOJOKHpPOBOK.  30eranme
B3anMOOJIOKHPOBOK. [IpenoTBpaienme B3anMoOI0KHPOBOK

TemaTnka NpakTHYeCKUX 3aHATHI U J1a00PATOPHBIX padoT

praBJ’ICHI/Ie ImpoueccaMu»

Ha6n}0neHHe 3a UCIIOJIb30BAHUCM PECYPCOB CUCTCMBbIL

Tema 1.6. Buptyanuzamus u o0jgavyHbIe

Conep:xanue

TCXHOJIOTHMH

TpeboBanusi, mnpumeHsiemMble K BUpTyanu3auuu. [unepBuzopbl. TexHomoruu >PQeKTuBHOM
BUpTyaJn3auuu. Bupryanuzanus mnamsatd. Bupryanusanus BBOJa-BbIBOJA. BupryansHbie
yCcTpoiicTBa. Bonmpochkl muiieH3npoBaHus

OO0nayHbIe TEXHOJIOTHH. HccnegoBanus B oOmactu BUPTYyaAJIU3alluUn U 00J1aK0B

TemaTuka NpaKTHYECKUX 3aHATHH H J1a0OPATOPHBIX padoT

N3y4enue npumepoB BUpTyanbHbIx MainmuH (VMware, VBOX)

Pa3nes 2. Be3onacHoCTh onepanuoHHbIX

CHUCTEM

Tema 2.1. [IpuHuunbel nocTpoeHMst

Conep:xanue

3alllUThI I/IH(I)OpMaL[I/II/I B OIICPALIMOHHBIX
CHUCTEMAX

[Tonstue 6e3onmacuoctu OC. Knaccudukauus yrpoz OC. Hctounuku yrpo3 HH(OpMarmoHHON
Oe3onmacHOCTH M 00BEKTHl Bo3aeicTBusA. llopsimok obecriedeHus: 6e30macHOCTH MHGPOPMALUU TPU
AKCIUTyaTalu onepaunoHHbix cucreM. lItarasie cpeacrsa OC s 3aMThl HHPOPMAITUH.
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AyTeHTH(UKAIMA, aBTOPU3ALIUS, AYAUT.

TemaTuka MNPaAKTUIECCKUX 3aHATHI 1 J1360paT0pHLIX paGOT

VYnpapieHue y4eTHBIMU 3aMIUCSIMU TI0JIb30BATENEN U JOCTYIIOM K pecypcam

AyauT COOBITHI CUCTEMBI

I/I3yquI/Ie IITaTHBIX CPEACTB 3allUThL I/IH(i)OpMaHI/II/I B OIICPALIMOHHBIX CHUCTEMAaX

Pa3nen 3. OcoGennocTu padoThl B COBpe

MEHHBIX OIIEPAIMUOHHBIX CUCTEMaX

Tema 3.1. OnepaliiOHHbIE CUCTEMBI
UNIX, Linux, MacOS u Android

Conep:xanue

0630p cuctemsl Linux. [Tpoueccol B cucreme Linux. Ynpasienue mamsaTeio B Linux. BBoa-BeiBO B
cucreme Linux. ®daiinosas cucrema UNIX.

OHepaI_II/IOHHBIe cucreMbl ceMerictBa Mac OS: 0C06€HHOCTI/I, npeumMynieCTBa 1 HEJOCTATKH.

Apxutektypa Android. [Ipunoxenust Android

TemaTnka NPaKTHYECKUX 3aHATHI U J1a00PATOPHBIX padoT

Cosnanue auctpuObotuBalinux. YcraHoBka.

Pa6ora B OC Linux.

Tema 3.2. OnepalnioHHas cucTeMa
Windows

Conep:xkanue

Crpykrypa cuctemsl. [Ipomecce u moroku B Windows. YnpaBieHue mamstbio. BBOI-BBIBO B
Windows.

TemaTnka NPakKTHYeCKUX 3aHATHI U J1a00PaATOPHBIX padoT

VcraHoBKa u niepBuYHas HacTpoiika Windows.

Tema 3.3. CepBepHble onepaliioOHHbIE
CHUCTEMBI

Conep:xanue

OcHoBHoe Ha3zHavyeHue cepBepHbIXx OC. Ocobennoctu cepepHbix OC. Pacnipenenennsle Qaiinossie
CHCTEMBI.

TemaTnka NPakTHYeCKUX 3aHATHI U J1a00PaATOPHBIX padoT

Pabota c cereBoii (haitnoBoii cUCTEMOH.

Pabora c cepepHoit OC, Hanpumep, AltLinux.

IIpumepHas TeMaTHKa caMocTosiTe1bHON padoTsl npu n3ydyennu MJIK.01.01

1. Co3nanue BUpTyaJIbHOM MAalllUHBI.
2. YcTaHOBKa ONEPaAIlMOHHON CHCTEMBI.
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3. Amnanus xypHaia aynuta OC Ha paboueMm mecre.

4. H3yueHue aHAIUTUYECKUX 0030pOB B 00JIACTH IIOCTPOSHUS CUCTEM O€30IIaCHOCTH ONEPAIIMOHHBIX CUCTEM.

IIpomexyrounas arrecranusa no MJIK.01.01 2
MJ/IK.01.02 Ba3bl JaHHBIX 76
Pa3zgea 1. OcHOBBI TeOpuM 023 JAHHBIX
Tema 1.1. OCHOBHBIE MOHATUS TEOPUHU Conep:xanue 2
0a3 naHHbIX. MoJenu JaHHbIX [Tonstue 6a3pl naHHBIX. KOMIIOHEHTHI cucTeMbl 0a3 JaHHBIX: JAaHHBIC, anmapaTHOe obOecreueHwue,
nporpaMMHOe obecreueHue, Moiap3oBarean. OIHONOJIB30BATENBCKHE W MHOTOIOJIB30BATEIbCKHUE
cucteMbl 0a3 naHHbIX. VHTerpumpoBaHHble W o0mmue naHHble. OOBEKTHI, CBONCTBA, OTHOILICHHS.
[lenTpanu3oBaHHOE yIpaBJIeHUE TaHHBIMU, OCHOBHBIE TPEOOBaHMUS.
Monenu nanHbix. Mepapxuueckue, CETEBbIE M PEIILUOHHBIE MOJEINM OpraHM3allMM JaHHbIX.
[TocTpensauroHHbIE MOIETH IaHHBIX.
TepMuHoIOTHS peNSIIHOHHBIX Mojenel. Kinaccudukarus cymuocrei. [[Benaamnars npasui Kogna s
ornpezesieHus: KOHIENIUU PENIALIMOHHON MOJIEIH.
Tema 1.2. OCHOBBI peISIIUOHHON Copepxanue 2
asreOpbl OCHOBBI pensMOHHON anreOpbl. TpaauLMOHHbIE onlepaluy HaJl OTHOLEeHUsAMHU. CriennanbHble
orepauuy HaJl OTHOLIEHUAMU. Onepanuy HaJl OTHOLIEHUSIMH JOTIOJHEHHbIE [IeiToM.
TemaTuka NpaKTHYECKUX 3aHATHH H J1a0OPATOPHBIX padoT 2
Orneparuy HaJl OTHOIICHUSIMU
Tema 1.3. ba3zoBble HoHATHS U Conep:xanue 2
KJIaccu(UKaIus CUCTEM yIpaBJIEHUS bazoBeie mousTuss CYB/l. OcHoBHble ¢yHkuuu, peanuszyembie B CYBJl. OCHOBHBIE KOMIIOHEHTHI
6a3aMu JaHHBIX CYBJl u ux B3aumopeiicteue. Unrepdeiic CYB/. S3bikoBbie cpeactBa CYB/l. Knaccuduxauus
CYBU. CpasuutensHas xapaktepuctuka CYB/I. 3nakomctBo ¢ CYB/] (1o BeIOOpY)
Tema 1.4. Conep:xanue 2
LenocTHOCTD JaHHBIX KaK KIOYEBOE [ToHsiTHE LIETOCTHOCTH U HEMPOTUBOPEUUBOCTH JIaHHBIX. [IprMepsl HapylIeHHs LET0CTHOCTU U
NoHsTHE 0a3 JAHHBIX HENPOTUBOPEUMBOCTHU JaHHBIX. [IpaBuiia u orpaHnyeHus.
Pa3nea 2. [IpoekTnpoBanne 6a3 JaHHBIX
Tema 2.1. UndopMaimoHHbie MOJEIN Conep:xanue 2

PCIIIHUOHHBIX 0a3 JaHHBIX

Tunel I/IH(I)OpMaI_II/IOHHBIX mozeneil. Jlornyeckrue MoaeIn JaHHBIX. OU3NYSCKUE MOACIN JaHHBIX.
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TemaTuka NpaKTHYECKUX 3aHATHI H J1a0OPATOPHBIX padoT

[TpoexkTupoBanue MHMOIOTHUECKON MOJEIN JAHHBIX

Tema 2.2. Hopmanuzanusi Ta0IuIg
PEISIITMOHHOM 0a3bl JaHHBIX.
[IpoexkTupoBaHue CBSA3EH MEKIY
TaOJIMIIAMU.

Conep:xkanue

HeoOxoaumMocTs HOpManu3auu. AHOMaJIUY BCTaBKH, yaneHus u ooHosienus. [IpuBenenue
TaOJMITBI K TIEPBOM, BTOPOU U TPEThell HOpMaIbHbIM opMam. [lanpHelas HopMaau3amus Tabuil.
YerBepTas u naras HopMaibHbie GopMbl. [Ipumenenue npoiecca HOpMaIU3aIUH.

TemaTuka MNPaAKTUIECCKUX 3aHATHI 1 J1360paT0pHLIX pa60T

[TpoexTHpoBaHUE CTPYKTYPHI Oa3bl JAHHBIX

Tema 2.3. Cpencra aBTOMaTH3AIMHT
MIPOCKTUPOBAHUS

Conep:xkanue

CASE-cpenctBa, CASE-cucrema u CASE-texnonorus. Knaccudukanus CASE-cpencts.
['paduueckoe npeacrasieHue Mojeneit npoekrupoBanus. UML. Jlnarpamma cyniHoOCTh-CBSI3b,
JUarpamMma ImoTOKOB JIAHHBIX, IMarpaMMa MpeleIeHTOB UCIOIb30BaHU.

TemaTnka NPaKTHYECKUX 3aHATHI U J1a00PATOPHBIX padoT

[TpoexTrpoBanue 6a3bl NaHHBIX ¢ Hcnons3oBanneM CASE-cpencTs

Pa3nen 3. Opranusanus 0a3 JaHHBIX

Tema 3.1. Co3nanne 0a3pl JaHHBIX.
MaHI/IHy.]'II/IpOBaHI/Ie JTAHHBIMHU.

Conep:xanue

Coznanue 0a3bl JaHHbBIX. PaboTa ¢ TabinnaMu: co3ganue Tabauibl, U3MEHEHUE CTPYKTYPHI,
HaroJIHEHUE TaOJIUIlbl JaHHBIMU. YTIpaBJeHUE 3aHCIMU: J100aBICHUE, peAAKTUPOBAaHUE, YIAIEHUE U
HaBuraius. Pabora ¢ 6a30i 1aHHBIX: BOCCTaHOBJICHHE U cxkaTHe. OTKpBITHE U MOIU(DUKAIMS JaHHBIX.
Komanap! xpaHeHus1, 100aBiIeHus, pelakTUPOBAHMSL, yJaJIeHUs] U BOCCTAaHOBJICHUS JaHHBIX.
Haswuranus no Habopy 1aHHBIX.

TemaTnka NPpakTHYeCKUX 3aHATHI U J1a00PaATOPHBIX padoT

Coznanue 0a3bl ganHbIx cpeactsamu CYB/]. PaboTta ¢ Tabnunamu: nobasieHue, pejakTHpOBaHue,
yJlaJieHue, HaBUTalUs 110 3alHCSM.

Tema 3.2. Unpaexcel. CBA3U MEXAY
tabauamu. O0beguHEHNE TAOINII

Conep:xanue

[TocnenoBarenbHbIi Mouck AaHHBIX. COPTUPOBKA U GUIIBTpALUS TaHHBIX. IHIEeKCupoBaHue Ta0uIuI.
Paznuynble THNBI MHAEKCHBIX (aiinoB. Paboune obnactu u nceBAOHUMBL. CBs3b TaOIUIL.
O0bennuenne TaOJInII.
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TemaTuka NpaKTHYECKUX 3aHATHI H J1a0OPATOPHBIX padoT

Co3aanue B3aUMOCBSI3€E

CoptupoBka, NOUCK U GUIBTPAIUS TaHHBIX

Cnoco0bl 00beTMHEHNS Ta0INIT

Pasznen 4. Ynpasienue 6a30ii JaHHbIX ¢ HoMobi0 SQL

Tema 4.1. CTpyKTypHUpOBaHHBIH S3bIK
3anpocoB SQL

Conep:xanue

OO0mast XxapaKTepUCTHKA SI3bIKAa CTPYKTYpUPOBaHHBIX 3anpocoB SQL. CTpyKTypsl U TUIIBI JAHHBIX.
Cranpaptsl s3pika SQL. Komanab! onpeneneHus 1aHHbIX U MaHUITYJIMPOBAHMSI JTaHHBIMH.

TeMaTuKa NPAKTUYECKHUX 3AHATHH U JIA00PATOPHBIX padoT

Coznanue 6a3bl JaHHBIX ¢ TOMOIIbI0 koMana SQL. PenaktupoBanue, BCTaBKa U yJaleHUE JTaHHBIX
cpeactBamu s3bika SQL

Tema 4.2. Onepatops! U GYHKIIUU S3bIKA
SQL

Conep:xkanue

Crpykrypa komansl Select. Yemosue Where. Onieparopsl u QyHKIIUN TIPOBEPKHU YCIIOBHIA.
Jlornueckue oneparopsl. [ pynmoBeie GpyHKImn. OyHKINU 1aTHl B BpeMeHH. CUMBOJIBHBIE (DYHKITHH.

TemaTnka NpakTHYeCKUX 3aHATHI U J1a00PATOPHBIX padoT

COSI[aHI/Ie H UCII0JIb30BAHHUC 3aIlIPpOCOB. prnanOBKa " arp€rupoOBaHuC TaHHBIX

KOppeHI/IpOBaHHHe BJIOKCHHBIC 3aITPOCHI

COS,Z[aHI/Ie B 3alIpOCax BbIYHUCIACMBIX nonei. Mcnons3oBaHue yCHOBI/Iﬁ

Pazgea S. Opranusanus pacnpeneiéHHb

IX 023 JaHHBIX

Tema 5.1.
ApPXUTEKTYpBI pactpe/ieIeHHbIX 0a3
TAHHBIX

Conep:xanue

ApPXUTEKTYpBI KIIHeHT/cepBep. JJoCTOMHCTBA M HETOCTATKU MOJICIICH apXUTEKTYpPhI KIIMEHT/CepBEp U
ux BiusiHue Ha yHKIoHupoBaHue ceteBbix CYB/I. [IpoekTupoBanue 6a3bl JaHHBIX MO/
KOHKPETHYIO apXUTEKTYpY: KIIMEHT-CEPBEP, pacipeieiecHHbIe 0a3bl TaHHBIX, TapaylyiebHas
00paboTKa JaHHBIX.

OTanyus ¥ MPEeUMYIIECTBA yIaJIeHHBIX 0a3 TaHHBIX OT JOKAIBHBIX 0a3 JaHHBIX. [IpenmytiecTBa,
HEJIOCTAaTKU U MECTO MPUMEHEHUS IByX3BEHHON M TPEX3BEHHOUN apXUTEKTYPHI.

TemaTnka NPaKTHYECKUX 3aHATHI U J1a00paTOPHBIX padoT

praBJ’ICHI/IC AOCTYIIOM K o0BbexTaMm 0a3bl JaHHBIX
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Tema 5.2. CepBepHas yacTb
pacnpeeieHHO 0a3bl JaHHBIX

Conep:xanue

[TnarupoBanue u pazsépreiBanue CYB/] nns paGoThl ¢ KIMEHTCKUMU MPUIIOKESHUSIMU

TeMaTuKa NPAKTHYECKHUX 3AHATHH U JIA00PATOPHBIX padoT

VYceranoBka CYB/I. Hactpoiika komnonenToB CYB/I.

Tema 5.3. Knuenrckas yacte
pacnpeeieHHO# 6a3bl JaHHBIX

Conep:xkanue

[InanupoBanue npunoxenuil. Opranusanus HHTepdeiica ¢ MoNb30BaTeneM. 3HAKOMCTBO C MAaCTEpPaMu
¥ KOHCTPYKTOPaMH IpU MPOEKTUPOBaHUM (popMm 1 oTueToB. Tumbl MeHto. PaboTta ¢ MeHI0: co3anue,
MO (UK.

Hcnons3oBanne O6’bCKTHO'OpI/IeHTI/IpOBaHHBIX SI3BIKOB IIPOIrpaMMHUPOBAHUSA IJIs1 CO3AaHUA KIIMEHTCKOM
4yacTH 0a3bl JaHHBIX. TexHoIoruu AOCTYIIA.

Onrumu3anys npou3BoauTebHocTH padotel CYB/I.

TemaTnka NPpakKTHYeCKUX 3aHATHI U J1a00PATOPHBIX padoT

Co3znanue GopM U OTYETOB

Coznanue menro. ['eneparus, 3amyck.

[TpodunupoBanue 3apOCOB KIMEHTCKUX MPUIOKECHHH.

Pazngen 6. AnMuHUCTpUpPOBaHUE U 0€30MIACHOCTD

Tema 6.1.

Ob6ecnieueHue 11eJIOCTHOCTH,
JIOCTOBEPHOCTH M HEITPOTUBOPECUMBOCTH
JAaHHBIX.

Conep:xanue

VYrpossl nenoctiocty CYBJI. OcHOBHBIE BUABI M IPUYMHBI BOSHUKHOBEHHS YTPO3 LIEJIOCTHOCTH.
CnocoOsl npotuBozeiicTus. [IpaBuna, orpanuueHusl.

ITonsATHE XpaHUMOU ITpoLeaypsl. JJOCTOMHCTBA U HEJOCTATKU UCIIOJIB30BAaHUSA XPAHUMBIX IPOLEYD.
ITonsiTue Tpurrepa. S3bIk XpaHUMBIX TIpoLeayp U TpurrepoB. KackaaHubsle Bo3aelcTBUs. Y IpaBiieHUE
TpaH3aKLUUsAMHU U KIIIUPOBAHHUE MTAMSTH.

TemaTnka NPakKTHYECKUX 3aHATHI U J1a00PaTOPHBIX padoT

Pa3paboTka XpaHUMBIX IPOLEAYP U TPUTTEPOB

Tema 6.2. [lepexBat UCKITIOUUTEIBHBIX
cUTyanui 1 06padboTKa ommdoK

Conep:xanue

[ToHsATHE UCKITIOYUTENBHON CUTYalluu. MSATKUI U )KECTKUI BBIXOJ U3 UCKIOUYUTEIIBHOW CUTYALUH.
MecTo BO3HUKHOBEHUSI UCKITIOUUTENbHON cuTyanuu. Onpenenenre Xxapakrepa omu0Ky, BbI3BaBIIEH
HCKJIIOUYUTENIBHYIO CUTYALIHIO.

Tema 6.3. Mexann3MbI 3aITATEI

Conep:xanue
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UH(POPMALIUU B CUCTEMAX YIPaBJICHUS
0a3aMu TaHHBIX

CpenctBa uneHTudukanuu u ayrearuduranmu. O6mue cBeaerus. OpraHnu3amnus B3auMoIeHCTBUS
CYB/l u 6a3oBoit OC. Cpencrsa ynpasieHus 1ocTynoM. OCHOBHBIC TIOHATHS: CYOBEKTHI B OOBEKTHI,
TPYIIIBI I0JIb30BATENICH, TPUBUIICTHH, POJIM U MPEACTABICHUS. SI3bIKOBBIE CPEACTBA pa3rpaHUUCHUS
JnocTyna. Buabl npuBUiIeruii: npuBuiieruy 6€30nacHOCTH U 1ocTymna. KoHuenuus u peaau3amus
Mexanusma posei. CooTHoleHue npas goctymna, onpenensiemsix OC u CYB/I.

Cpenctsa 3amuThl HHGOpPMAIUU B 0a3ax JaHHBIX

TemaTuka MNPaAKTUIECCKUX 3aHATHIL 1 J1360paT0pHLIX paGOT

VYmpasieHre npaBaMu JOCTya K 0a3aM JaHHBIX

Tema 6.4. KonupoBaHue 1 nepeHoc
JaHHBIX. BoccTaHoBIEHUE TaHHBIX

Conep:xanue

Coznanue pe3epBHBIX KONl Bcell 0a3bl TaHHBIX, )KypHaia TPaH3aKIU, a TAK)Ke OJTHOTO WU
HEeCKOJIbKUX (haiinoB unm Qaitnossix rpymi. [lapannennsm onepanuii MOAUPHUKAIUN JaHHBIX U
KOMUpPOBaHUs. THIIBI pe3epBHOTO KOMMPOBAHUS. YIPaBI€HNE PE3EPBHBIMHU KOMUSIMH. ABTOMATH3AIIH
MIPOLIECCOB KOMUpoBaHusl. BoccTaHOBIEHUE TaHHBIX

TemaTnka NPpakKTHYeCKUX 3aHATHI U J1a00PATOPHBIX padoT

Aynut gansbix ¢ nomouibto cpeacts CYB/l u tpurrepon

Pe3epBHoe KOIIMPOBAHHUEC U BOCCTAHOBJICHUC 0a3 JaHHBIX

IIpumepHas TeMaTHKa CaMOCTOATEIbHOI padoThl npu n3yyenun MJIK.01.02

©No Ok wWDDE

Brinonnenue HHAMBUYaTbHOTO 3aaHus 10 TeMe «[IpoekTupoBanue HHPOIOTHIECKON MOIETH 0a3bl TaHHBIX).

BrinonHenue nHAMBUYaTBHOTO 3a/1aHus 10 TeMe «HopManuzaius OTHOIIIEHU .

[Toaroroska pedeparos Ha Temy «PazButue CYB/» (konkperHoit CYB/I).

Brinonnenue naauBUyanbHoro 3aaanus no teMe «Coznanue 6a3pl qanHbiX. Cozmanne Tadaui. Opranu3amnus MEKTaOJUIHBIX CBI3EH»
BrinonHenne nHAMBUIYaTbHOTO 3aaHus 10 TeMe «Opranu3aius 3ampocoBy.

BrinonHenne MHAMBUYATBHOTO 3a1aHus 10 TeMe «Co3/1aHne MOJIb30BaTENbCKOTO MpuioxkeHus cpeactsamu CYBJI».

Pazbop cuHTakcuca XpaHUMBIX MPOIIEAYP U TPUTTEPOB.

[TonroroBka pedepatos mo Teme «OpraHuzaivs U UCIOJIb30BaHNE MEXaHU3MOB 3aIUTHI 0a3bl JAHHBIX.

IIpomexyrounas arrectanus no MJ/IK.01.02
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IIpumepHBIe BUABI CAMOCTOATEILHBIX Pa0OT NpH M3yYeHHH pasaena 1 moayas
Cucremarudeckast IpopabOTKa KOHCIIEKTOB 3aHATHH, y4eOHOM U CHelnanbHOM TEXHUYECKOH TUuTepaTypsl (110 BompocaMm K mnaparpadam, riaBam

y4eOHBIX TTOCOOUI, COCTABJICHHBIM IIPEIIO1aBATEIIEM )
[ToaroroBka K MpakTUYECKUM padOTaM C HCIIOTH30BAHHEM METOINYECKUX PEKOMEHIANMI TIperoaaBarens, ohopMIIeHUE MPAKTUICCKUX padoT,

OTYCTOB K UX 3alIHuTE.

Y4yeOHas npakTuka pasaena 1 moxyJs

Buasbi pador

1. VYcraHoBKa NporpaMMHOTO 00€CIIEYeHHUSI B COOTBETCTBHU C TEXHUYECKON IOKyMEHTAIUEH.

2. Hacrpoiika napameTpoB pabOThI IPOrPaMMHOI0 00ECIICUeHNs, BKIIIOYAsi CUCTEMBI YIIPaBJIeHUs 0a3aMU JaHHBIX.

3. Hactpoiika KOMIOHEHTOB TOJICHCTEM 3aIIUTH HH(POPMAITUH OTIEPAIIMOHHBIX CHCTEM.

4. VYnpapineHue YYETHbIMH 3aIIUCSIMU OJIb30BaTENIEH. 25

5. Pabora B onepanioHHbIX CUCTEMAX € COOJIOJCHUEM JISHCTBYIOLIMX TPEOOBaHU MO 3alUTe HH(POPMALIH.

6. VYcraHoBka OOHOBJIEHUS MPOrPAMMHOIO OOECTIEUEHHUS.

7. KOHTpOJb IETOCTHOCTH MOJICUCTEM 3AIIUTHI HHPOPMALIUU ONEPALUOHHBIX CUCTEM.

8. BrInosiHeHne pe3epBHOI0 KONUPOBAHUS U aBApUHHOIO BOCCTAHOBJICHUSI PA0OTOCIIOCOOHOCTH ONEPALlMOHHOM CUCTEMBI U 0a3bl TaHHBIX

9. MHcnonp3oBaHue NporpaMMHBIX CPEACTB Ul ApXUBUPOBaHUS HHPOPMALIUH.

Pa3nes 2 moaysisi. ATMUHUCTPHPOBAaHUE ABTOMATH3HPOBAHHBIX (MH(OPMAIIMOHHBIX) CHCTEM B 3aIIMIIEHHOM HCIIOJIHEHUH 289

M/IK.01.03 Ceru 1 cucreMsbl nepeaayu uH(popmanuu 38

Paznes 1. Teopusi TeJIeKOMMYHHMKAIMOHHBIX CeTEH

Tema 1.1. OcHOBHEBIE TOHATHS U Conep:xanue 4

OIpeeICHUS Knaccupukanusa cucrem cBsizu. CooOmieHuss UM CUTHabl. BHIBI  3JI€KTPOHHBIX CUTHAJIOB.
CrnexTpanbHoe npeacTaBieHrne curuanos. [lapamerpsl curnanos. O0beM U HH(POpPMaLIMOHHAS €eMKOCTh
CUTHAJA.

Tema 1.2. [IpunIuns! nepegauu Conep:xanue 2

MH(OPMAIMH B CETAX M CHCTEMax CBsA3M | HasHadyeHune u mpuHIMIBI opranu3anuu cereil. Kiaccudukarms cereil. MHOrOYpOBHEBBIH MOIXOI.
[Tpotokoin. Uutepdeiic. CTek npoTokonoB. TerekoMMyHUKAIIMOHHAS cpefia.

Tema 1.3. Tunossle kanaib! nepenaun 1 | Cogep:xkanue 4

UX XapaKTEPUCTUKHU

Kanan mnepemaun. CereBoil TpakT, TIpynmoBoH KaHal mepedayd. Amnmapatypa LU(POBBIX
IUIE3UOXPOHHBIX cucTeM Tnepenadd. OCHOBHBIE MapaMEeTpbl U XapaKTEPUCTUKH CUTHAJIOB.
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VYpowménnas cxema opranusanuu kanaina TH

TemaTuka MNPaAKTUIECCKUX 3aHATHI 1 J1360paT0pHLIX paGOT

Pacuer HpOHYCKHOﬁ CIIOCOOHOCTH KaHaJia CBI3U

Pasznen 2. CeTn nmepeaaum JaHHbIX

Tema 2.1. ApXuTeKTypa U NPUHLIMIIBI
paboThl COBPEMEHHBIX CETEl nepeaaun
JTAHHBIX

Conep:xkanue

CrpykTypa u XxapakTepucTuku ceteil. CriocoObl KOMMYTAIMK U TIepelaun JaHHbIX. PactpenencHue
(GyHKLIUH O cHCTEMaM CeTH U aJipecalys MakeToB. MappyTu3anus 1 yrpaBjieHHue TOTOKaMH B
CeTAX CBS3HU.

[Tporokoinbl u nHTEpPEHCH yIpaBlieHUs KaHaJlaMH U CEThIO NIepeaun JaHHbBIX.

TeMaTuKa NPAKTUYECKUX 3AHATHH U JIA00PATOPHBIX padoT

14

KondurypupoBanue cereBoro unrepdeiica padboueit cTanuu

Kondurypuposanue cereBoro natepgeiica Mapupyrusaropa mo nporokoiy IP

Koppexmust mpobiiem naTepdeiica MapmpyTuzaropa Ha (GU3MIECKOM U KaHAJIHbHOM YPOBHE

I[I/IaFHOCTI/IKa " Pa3pClICcHuc Hp06.]'IeM CCTCBOI'0 YPOBHA

JlnarnocTuka u paspelnieHue npoodieM NpoTOKOIOB TPAHCIIOPTHOTO YPOBHS

I[I/IaFHOCTI/IKa " Pa3pClICcHuc Hp06.]'IeM IIPOTOKOJIOB IIPUKJIATHOT'O YPOBHA

Tema 2.2. becripoBOIHbIE CUCTEMBI
nepeavun JaHHBIX

Conep:xanue

becripoBoanbie kaHanb! cBs3u. becripoBoausie cetn Wi-Fi. [IpeumyiectBa 1 0651acTh IPUMEHEHUS.
OcHOBHBIE 3JIeMeHTHI OecripoBOAHbIX ceTell. CTanaapTsl OectipoBoHbIX ceTel. Texnonorus WIMAX

TemaTuka NpakTHYECKUX 3aHATHH H JIa0OPATOPHBIX padoT

Hacrpoiika Wi-Fi mapmpyrtuzaropa

Tema 2.3. CoTOBbIE U CITyTHUKOBbBIE
CHCTEMBI

Conep:xanue

[TpuHIMIIBI GYyHKIIMOHUpPOBaHUs cucTeM coToBoM cBsizu. Ctangaptel GSM u CDMA. CriyTHUKOBBIE
CUCTEMBI IIepejaul JaHHBIX.

IIpumepHas TeMaTHKa caMoOCTOSATeIbHOM padoTsl npu n3ydyennu M/IK.01.03

1. Hacrpoiika Wi-Fi mapmpyruzaTtopa
N3yuenue ceTeBbIX YTUIUT

2.
3. Kougwurypuposanue cereBoro narepdeiica
4.

MapuipyTtuzanus 1 ynpaBJIeHHE TOTOKaMH B CETAX CBSI3U
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IIpomexyrounas arrectanus no MJ/IK.01.03

Y4yeOHas npakTuka pasgena 1 moayus 16
Buasbi pador:
1. Usydenmue untepdeiica BUpTyaIbHBIX MAIIUH
2. YcraHOBKa HAacCTpoiika paboTa B BUPTyaJbHOW MaIllnHE
3. Hacrpoiika Wi-Fi mapmpyTtuzatopa
4. H3yuyeHue CEeTEBbIX YTHUIHUT
5. Koudurypuposanue cereBoro unrepdeiica
6. MapmpyTu3anus 1 yrpaBlieHHe TIOTOKaMH B CETSIX CBSI3U
7. BblunciieHne YHEProeMKOCTH CUTHAJIOB
M/IK.01.04 DkcnuiyaTanusi aBTOMATH3MPOBAHHBIX (MH(POPMALMOHHBIX) CHCTEM B 3AIIUIIECHHOM MCIIOJIHCHUH 96
Pa3nes 1. Pazpa6oTka 3alMIeHHbIX ABTOMATU3HPOBAHHBIX (MHGOPMAIMOHHBIX) CHCTEM
Tema 1.1. OcHOBBI HHPOPMALIMOHHBIX Copaepxanue 6
CUCTEM KaK OOBEKTa 3aIUTHI. [TonsiTne aBTOMaTH3UPOBaHHOHN (MH(OPMAIIOHHOK) cucteMbl OTimunrtensHbie 4epThl AVIC Hanboee
94acTO MCIOIb3YEeMbIX KiIacCU(UKAIIHIA: 110 MaciTady, B 3aBUCUMOCTHU OT XapakTepa
MH(OPMALIMOHHBIX PECYPCOB, MO TEXHOJIOTUU 00pabOTKH TaHHBIX, 110 CIIOCO0Y J0CTYyNa, B
3aBHCHUMOCTH OT OPTaHU3AlMH CUCTEMBI, TI0 XapaKTepy UCIOIb30BaHUs HH(OpMaInu, o cdepe
npumenenusd. [Ipumepst obnacreii nmpumenenust AUC. [Ipoueccet B AUC: BBoa, 00paboTKa, BHIBOJ,
obpatHas cBs3b. TpeboBanus kK AUC: THOKOCTh, HaIEKHOCTH, 3PHEKTUBHOCTH, 0€30MACHOCTb.
OcHoBHBIE 0COOEHHOCTH COBpeMEHHBIX TPOeKTOB AVC. DneKTpOoHHBII T0KyMEHTOO0O0pOT.
TemaTuka NpaKTHYECKUX 3aHATHH H J1a0OPATOPHBIX padoT 2
PaccmoTpenue npumepoB PyHKITMOHUPOBAHUS aBTOMATHU3UPOBAHHBIX WH()OPMAITMOHHBIX CUCTEM
(ETAUC, Poccuiickas Topropas cucteMa, aBTOMaTU3upoBaHHasi HH(QOpPMAIMOHHAS CUCTEMA
KOMITaHUH )
Tema 1.2. J)Ku3sHeHHBIH UK Conep:xanue 6

ABTOMATU3UPOBAHHBIX CUCTCM

[Tonstre xuznennoro nukia AVC. Ipoueccs xu3znenHoro nukia AVC: ocHOBHEIE,
BCIIOMOTaTeNbHbIe, opranu3anuonnbie. Craauu xxu3HeHHoro 1ukia AVUC: moagenupoBanue,
yIpaBJicHUe TPeOOBAHUSIMH, aHAIN3 W TPOSKTUPOBAHNE, YCTAHOBKA M COMTPOBOXKIeHNE. Moaenn
>xusHenHoro nukia AUC.

33}13‘11/1 H OTallbl IIPOCKTUPOBAHNA ABTOMATU3UPOBAHHBIX CUCTEM B 3alllUIIICHHOM HCIIOJTHCHHU.
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Mertononoruu npoektupoBanust. Opranuzanus padoT, PyHKIHMHN 3aKa34UKOB U pa3padOTUUKOB.

TpeOGoBaHMs K aBTOMAaTU3UPOBAHHON CHCTEME B 3alUIIICHHOM HCIIOTHEHUU. PaOOThI HA CTaIUAX U
JTanax CO3/aHus aBTOMATU3MPOBAHHBIX CHCTEM B 3alUIIIEHHOM HCIONHEHUU. TpeboBaHus MO 3aIuTe
CBEJICHU O CO3aBa€MOIl aBTOMaTU3UPOBAHHON CUCTEME.

TeMaTuKa NPAKTUYECKHUX 3AHATHH U J1a00PaTOPHBIX padoT

Pa3paboTka TEXHMUECKOT0 3aaHKs Ha IPOEKTUPOBAHUE ABTOMATU3UPOBAHHON CUCTEMBI

Tema 1.3. Yrpo3sl 6e30macHOCTH
UH(OPMALIUU B aBTOMAaTU3UPOBAHHBIX
cucTeMax

Conep:xanue

[ToreHnmManbHBIC YTPO3bI O€30MMACHOCTH B aBTOMATH3UPOBAHHBIX CHCTeMaX. MICTOYHUKHN 1 0ObEKTHI
BO3/ICICTBUS yrpo3 6e3omacHocT uHopmanuu. Kpurepuu kinaccuuxanuu yrpo3. MeToabl OLeHKH
OMacHOCTH yrpo3. bank gaHHbIX yrpo3 6e3omnacHocTy HHGOpMaIUU

[TonsTue ys3BumMoctH yrpo3sl. Kiaccudukanus ysa3BUMOCTEH.

TemaTnka NPaKTHYECKUX 3aHATHI U J1a00PATOPHBIX padoT

KareropupoBanue nH(pOPMAMOHHBIX PECYpPCOB

AHanu3 yrpo3 6e30macHoCTH HHpOpMauu

HOCTpOCHI/Ie MOJCIIN YIpO3

Tema 1.4. OcHOBHBIE MEPbI 3aITUTHI
uH(OpMaIK B aBTOMAaTU3UPOBAHHBIX
cucreMax

Conep:xkanue

OpranuzanvoHHble, IPaBOBbIE, IPOrPaMMHO-AINapaTHbIe, KpUNITOTpaduUecKre, TEXHUUECKHUE MEPbI
3a1UThl UHQOPMAaIlU B aBTOMAaTU3UPOBAHHBIX CUCTEMAX.

HopmaTtuBHo-nipaBoBas 0a3a it onpeieneHns Mep 3alluThl MH(pOpMaluyi B aBTOMaTU3UPOBAHHBIX
MH(POPMALIMOHHBIX CHCTEMax M TpeOOBaHUN K HUM

Tema 1.5. Conepxanue u nopsaok
skcruryaTauuu AC B 3alIMIIIEHHOM
HCIIOTHEHUHU

Conep:xanue

12

Nnentuduxanus u ayrTeHTU(PUKAIUSA CYObEKTOB JOCTYNAa U 00BEKTOB I0CTYIA.
VYnpaBieHue 10CTyIOM CyOBbEKTOB JIOCTyIa K 00bEKTaM JOCTYIA.

OrpaHudeHne NporpaMMHOM CPEJIbI.
3ammuTa MalMHHBIX HOCUTENEH HHGOpMAIIN

Peructparus cobpiTuii 6e30nacHOCTH

AHTI/IBI/Ip}/CHaﬂ 3alguTa. O6Hapy>KeHI/IC IMPU3HAKOB HAJIMYNA BPCAOHOCHOI'O IMMPOrpaMMHOTO
obecrieueHus. Peanuzanms aHTHBHPYCHOﬁ 3alllUThI. OOHoBIIeHHE 0a3 JAaHHBIX ITPU3HAKOB
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BPCAOHOCHBIX KOMITBIOTCPHBIX ITPOTpaMM.

ObHnapy:xeHue (IpeaoTBpalleHIe) BTOPKEHHH

KoHTposb (aHanm3) 3amuIeHHOCTH HHPOPMAIHH
ObecniedeHue NEIOCTHOCTH HH(POPMAIIMOHHON CUCTEMBI U HHPOPMAITUU
ObecnieueHue JOCTYIMTHOCTH HH(pOpMaIuu

Texnonoruu Buptyanuzanuu. Llens co3nanus. 3agauun, apXuTeKTypa U OCHOBHBIE (DYHKIIHH.
IIpeumyiecTBa OT BHEAPEHUS.

3a1111/1Ta TCXHUYCCKHUX CPCACTB.
3aHII/ITa HH(i)OpMaHHOHHOfI CHUCTEMBI, €€ CPEACTB, CUCTEM CBA3HU U IIEPEAAYN JaHHBIX

Pe3epBHoe KOIIMPOBAHHUEC U BOCCTAHOBJICHHUC NAHHBIX.

ConpoBok/IeHNE aBTOMATU3HPOBAHHBIX CUCTEM. Y IPABICHUE PUCKAMU M MHIUJCHTAMH YIIPABICHUS
0€301aCHOCTBIO.

Tema 1.6. 3amura napop™Mau B
pacnpeielleHHbIX aBTOMAaTU3UPOBAHHBIX
cucTeMax

Conep:xanue

MexaHu3MBbl 1 METO/IbI 3AIUTHI HH(OPMALUK B PAaCHpPEACICHHBIX aBTOMAaTU3UPOBAHHBIX CUCTEMAX.
ApXHUTEKTypa MEXaHU3MOB 3aILUThI PACIPEACICHHBIX aBTOMATU3UPOBAaHHBIX CUCTEM. AHAIIN3 U
CHUHTE3 CTPYKTYPHBIX ¥ (DYHKIIMOHAJIBHBIX CXEM 3allUIEHHbIX aBTOMAaTU3UPOBAHHBIX
MH(OPMALIMOHHBIX CUCTEM.

Tema 1.7. OcobenHocTH pa3paboTKH
UH(POPMALIMOHHBIX CUCTEM
TIEPCOHATBHBIX JAHHBIX

Conep:xanue

O61ue TpeboBaHMsI 10 3aIUTE EPCOHANBHBIX JaHHBIX. COCTaB U COJEpKaHUE OPTaHU3AlMOHHBIX U
TEXHUYCCKHUX MCP IO 3alIUTEC I/IH(l)OpMaIII/IOHHBIX CUCTEM NICPCOHAJIBHBIX JaHHBIX. HOpS[I[OK BI)I60pa
Mep TI0 00ecTIeYeHNI0 Oe30MacHOCTH MEPCOHAIBHBIX JaHHBIX. TpeOoBaHMs IO 3aIIUTe TIEPCOHATBHBIX
JaHHBIX, B COOTBCTCTBHUU C YPOBHCM 3allIUIICHHOCTH.

TemaTnka NPakTHYEeCKUX 3aHATHI U J1a00PaTOPHBIX padoT

Onpenenennst yposHs 3amuiieHHocTH UCIT/IH 1 Be160p Mep mo obecnieuenuro 6e3omacHoctH [1/]H.

Paznes 2. DxkcmuryaTanus 3aluIIeHHbIX

ABTOMATU3MPOBAHHBIX CUCTEM.

Tema 2.1. OcOOEHHOCTH IKCIUTyaTalluK
ABTOMATH3UPOBAHHBIX CHCTEM B

Conep:xanue

AHanu3 nHPOpMaMOHHON HHPPACTPYKTYpbl aBTOMAaTU3UPOBAHHON CHCTEMBI U €€ 0€3011aCHOCTH.
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3allMUIIICHHOM HCITIOJIHCHHU.

MeTo/1b1 MOHUTOPUHTA U ayIUTa, BBISBICHUS YTPO3 HH(OPMAIIMOHHON 6€3011acCHOCTH
aBTOMAaTU3UPOBAHHBIX CUCTEM.

Copneprkanue U IOPSIIOK BBIIOJIHEHUS padOT 110 3amuTe HHPOPMALUU PU MOACPHHU3AINN
ABTOMATU3UPOBAHHOW CUCTEMBI B 3aLUILIEHHOM HCIIOJTHEHUN

Tema 2.2. AAIMUHUCTPUPOBaHHUE
ABTOMATHU3UPOBAHHBIX CHCTEM

Conep:xkanue

3anaun ¥ QyHKIMM aAMUHUCTPUPOBAHMS aBTOMAaTU3UPOBAHHBIX CUCTEM. ABTOMATU3ALUs YIPABICHUS
ceTbro. Opranu3zanus aIMUHUCTPUPOBAHUS AaBTOMAaTU3UPOBAHHBIX CUCTEM. A IMUHUCTPATUBHBIN
HEepCOHaN U paboTa ¢ NOJIb30BATEISIMU. Y IPABJICHUE, TECTUPOBAHUE U DKCILTyaTallHs]
ABTOMATU3UPOBAHHBIX CUCTEM. MeTo/bl, CIOCOOBI U CpeicTBa 00ECIEYEHNs OTKA30yCTONUYNBOCTH
ABTOMATU3UPOBAHHBIX CHCTEM.

Tema 2.3. JlesTenbHOCTD NEPCOHAJIA 110
JKCILTyaTalliy aBTOMAaTU3UPOBAHHBIX
(MH(GOPMAIIMOHHBIX ) CHCTEM B
3aIHUIIEHHOM HCIIOJTHCHUH

Conep:xkanue

CogepxaHue U MOPSAIOK JIEATEIbHOCTH MEPCOHANA M0 KCIUTyaTalluK 3allUIIICHHBIX
ABTOMATH3UPOBAHHBIX CHCTEM U TIOJICUCTEM O€30MaCHOCTH aBTOMATU3HPOBAHHBIX cucTeM. OO0rue
00513aHHOCTH aIMUHUCTPATOPa HH(POPMAITMOHHON 0€301MaCHOCTH aBTOMATH3UPOBAHHBIX CHCTEM.

Tema 2.4. 3ammra ot
HECAHKIMOHUPOBAHHOT'O JOCTYIIA K
uH(popMauu

Conep:xkanue

Ocuosnbie npuHIUIE 3amuTel 0T HCJI. OcHoBHbIe ciocoOb HCJI. OcHOBHBIC HampaBIeHUS
obecneuenus 3amutel oT HCJI. OCHOBHBIE XapaKTEpUCTUKH TEXHUUECKUX cpeAcTB 3amuThl oT HC/I.
Opranuzanus padot no 3amure ot HCJI.

Knaccugukanus aBroMmaTu3upoBaHHbIX cucTeM. TpeboBanus no 3amure nHpopmanuu ot HC/I nns
AC

Tpeb6oBanus 3amuienHoct CBT or HC/I x nundopmaryu

TpeboBaHMs K cpeJICTBaM 3allUThI, 0OecreunBarouM O6e3onacHoe B3aumoaencTue ceteidt 9BM, AC
MOCPEACTBOM YIIPABJICHUSI MEKCETEBBIMU TOTOKAMU MH(OPMALIMHU, U pEIN30BAHHBIX B BUJe MO

IIpomexyTounas arrectauusa no MJIK.01.04

Tema 2.5. C3U ot HC/]

Conep:xanue

HazHaueHue 1 OCHOBHBIE BO3MOXHOCTH CUCTEMBI 3aIUTHI OT HECAHKIIMOHUPOBAHHOI'O AOCTYIIA.
ApXUTEKTypa U cpelcTBa ynpaieHus. OOmme npuHIUNb! yrnpasieHus. OCHOBHbIE MEXaHU3MBbI
3alUThl. YTpaBieHue ycrpoiictBamu. KoHTposb anmapaTHON KOH(DUTYpalluu KOMITBIOTEPA.
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N36upaTenpHOE pa3rpaHUdeHue JOCTYIa K YCTPOcTBaM.

YmpasieHre JOCTYIIOM B KOHTPOJIb TIeUaTH KOHPHUACHIIMATbHON nHpopMmaruu. [IpaBuna paboTsl ¢
KOH(UICHIMATLHBIME pecypcamu. HacTpoiika MexaHu3Ma MOJTHOMOYHOTO YIIPABICHUS JOCTYIIOM.
Hacrpoiika perucrpaiuu coObITUH. YTIPaBICHHE PEKUMOM TIOTOKOB. YTIPaBJIeHUE PEKUMOM

KOHTPOJIS ITeYaTH KOH(DUIEHIIMAIBHBIX JOKYMEHTOB. YIpaBieHue rpudaMu KOHUICHIINATbHOCTH.

ObecnieueHue 11eT0CTHOCTH UH(POPMALIMOHHONM CUCTEMBI U HHPOpMAIUU

I{eHTpanu3oBaHHOE YIIPABIECHNUE CUCTEMOM 3aIUThI, ONIEPATUBHBII MOHUTOPUHT U ayJAUT
0e301macHOCTH

TemaTuka MNPaAKTUIECCKUX 3aHATHI 1 J1360paT0pHLIX pa60T

14

VYcranoBka u Hactpoitka C3U ot HC/|

3amuTa BXoAa B cucteMy (MAeHTU(DUKAIMS U ayTeHTU(UKAIHS T0JIb30BaTENeH )

Pasrpannuenue nocryna K ycTpoucTBam

VYpasneHue 10CTynioMm

Hcmons3oBanne IMPUHTCPOB AJIA IICHATU KOH(i)I/IZ[GHLII/IaJH)HI)IX JOKYMCHTOB. KOHTpOJH) reuyatu

HacTtpoiika cuctemsl ajs 3a7a4 ayuTa

HacTtpoiika KOHTpOJIS IET0CTHOCTU U 3aMKHYTON ITPOrPaMMHOM cpeibl

I{eHTpanu3oBaHHOE YIIPABIECHNUE CUCTEMOM 3aIUThI, ONIEPATUBHBII MOHUTOPUHT U ayJAUT
0€301acHOCTH

Tema 2.6. Dxcrmyaranus CpeacTB
3alUThl UHQOPMALIUK B KOMIIBIOTEPHBIX
CeTsx

Conep:xanue

HOpHI[OK YCTAHOBKH U BBOJa B OKCILTYaTaluIO CPEACTB 3alIUThI HH(bOpMaHHH B KOMIIBOTCPHBIX
CCTAX.

[TpUHIMIIBI OCHOBHBIX METOJIOB OpPraHU3alluu ¥ MIPOBEACHUS TEXHUUECKOTO 00CITyKUBAaHUS
BBIUMCIUTENbHON TEXHUKHU U IPYTUX TEXHUYECKUX CPEICTB MH(OpPMATH3ALNU

JlnarHocTrka KOMIIOHEHTOB CUCTEM 3aIUTHI HHPOPMAIIMH aBTOMATU3UPOBAHHBIX CUCTEM,
yCTpaHEHHE OTKa30B U BOCCTAHOBJIEHHE pabOTOCIIOCOOHOCTH aBTOMATU3UPOBAHHBIX
(nHGOPMAIIMOHHBIX ) CUCTEM B 3aIUIIEHHOM HUCIIOTHECHUH

HaCTpOﬁKa N YCTPAaHCHUC HCUCHIPABHOCTHU IMMPOTrpaMMHO-AMIapaTHBIX CPCACTB 3alIUThI I/IH(I)OpMaI_II/II/I B

KOMIIBIOTCPHBIX CCTAX I10 3aIaHHBIM IIpaBUJIaM

TemaTuka NpaKTHYECKUX 3aHATHH H J1a0OPATOPHBIX padoT
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YcTpaHeHHe 0TKa30B U BOCCTaHOBIIEHHE Pa00TOCTIOCOOHOCTH KOMIIOHEHTOB CHCTEM 3aIllUThI
uH(POpPMALIU aBTOMATU3UPOBAHHBIX CUCTEM

Tema 2.7. JlokyMeHTanus Ha Conep:xanue

3alUIIAEMYI0 aBTOMAaTU3HUPOBAHHYIO
CUCTEMY

OcCHOBHBIE OKCINTYaTallMOHHBIC JOKYMCHTBI 3allIMIIICHHBIX aBTOMATHU3UPOBAHHBLIX CUCTCM. P aspa60T1<a
n BECACHHUEC BKCHHyaTaHPIOHHOfI JOKYMCHTAIIMU 3alllUIIICHHBIX aBTOMATU3HUPOBAHHBIX CUCTEM. AxT
BBO/Ia B 3KCILTyaTallulO HaA aBTOMATU3UPOBAHHYIO CUCTEMY. Texuudeckuit MacropT Ha 3alllUIIIaCMYyrO
ABTOMATHU3UPOBAHHYIO CUCTEMY.

TemaTuka MNPaAKTUIECCKUX 3aHATHIL 1 J1360paT0pHLIX paGOT

OCI)OpMJICHI/Ie OCHOBHBIX 3KCINTYaTAllMOHHBIX TOKYMCHTOB Ha aBTOMATU3UPOBAHHYIO CUCTCMY.

IIpumepHas TeMaTHKa cCaMOCTOATEIbHOI padoTel npu n3yyenun MJIK.01.04

1. Pa3zpaboTka KOHLENIUH 3alUThl aBTOMATU3UPOBaHHON (MH(OPMAIIMIOHHOMN) CUCTEMBI

2. Ananu3 6aHKa JaHHBIX yrpo3 6€3011aCHOCTH HH(pOpMaLUn

3. Ananus xxypHana ayauta OC Ha pabouyeM mecte

4. IlocTpoeHue CBOAHON MaTPULIbl YTPO3 aBTOMAaTU3UPOBAHHON (MHPOPMAIIMOHHOM) CUCTEMBI

5. Anaim3 monuTrK 6e301macHOCTH HHPOPMAITMOHHOTO 00BEKTa

6. VI3yyeHne aHaTUTUYECKIX 0030pOB B 00JIaCTH IIOCTPOCHUS CHCTEM 0€301TacCHOCTH

7. AHanu3 nporpaMMHOro oOecriedeHus B 00J1aCTH ONpeIeIeHHs] pUCKOB HHPOPMAIIMOHHOM 0€30aCHOCTH U MMPOEKTHUPOBAHUS 0€30M1acCHOCTH
UHpOpMaLIUU

IIpomexyTrounas arrectanusa no MJ/IK.01.04

Y4yeOnas npakTuka pasaena 1 moayJs

Buabl pador:

1. DxkcruyaTanus HHPOPMAIIMOHHBIX CUCTEM

2. Metonsl u cpenctBa npoektupoBanus MC

3. Kommutekcnas pabota

4. PacnpenieneHHble cCTeMbl 00pabOTKK HHPOPMALIUU

16

M/K.01.05. DxcnuyaTanust KOMIIBIOTEPHBIX ceTeH

106

Pa3nes 1. OcHOBBI Iepeavyu JAHHBIX B KOMIIBIOTEPHBIX CETAX
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Tema 1.1.
Monenu ceTeBOoro B3auMOAEHCTBUA

Conep:xanue

Monens OSI. YpoBuu monenu OSI. B3aumopeiictBue Mexny ypoBHsIMH. HKancynauus JaHHBIX.
Onucanue ypoBHei mojenu OSL

Mopguenb u crek npotokosioB TCP/IP. Onucanue yposuei mogemu TCP/IP.

TemaTuka MNPaAKTUIECCKUX 3aHATHI 1 J1360paT0pHLIX pa60T

N3yuenue rneMeHTOB KaOeIbHON CUCTEMBI.

Tema 1.2.
®dusnyeckuit ypoBeHb Mojiean OSI

Conep:xanue

IlousTrne nuanu u xaHana cBsa3u. CurHanasl. OCHOBHBIE XapaKTEPUCTHUKU KaHaJIa CBA3U.

MeTobl COBMECTHOT'O MCIIOJIL30BaHUS CpCabl IICPCAaun KaHalla CBA3U. My.TIbTI/IHJ'IeKCI/IpOBaHI/Ie n
MCTOAbl MHOKECCTBCHHOT'O JOCTYIIA.

OnToBOJIOKOHHBIC IMHUU CBS3U

Cranpmaptsl kabeneid. DekTpuyeckas IpOBOJIKA.

becnipoBoaHas cpena nepegayun.

TeMaTuKa NPAKTUYECKHUX 3AHATHH U JIA00PATOPHBIX padoT

Co3nanue cereBoro kabels Ha OCHOBE HedKpaHUpoBaHHO# BuToM mapbl (UTP)

CBapka onTHYECKOT0 BOJIOKHA

Tema 1.3.
Tononorust KOMIBIOTEPHBIX CETEN

Conep:xanue

[Tonstre Tonmonoruu cetu. CeTeBoe 060py,I[OBaHI/IC B TOITOJIOTHH. O630p CETEBBIX TOIOJIOTHIA.

TemaTuka NpaKTHYECKUX 3aHATHH H J1a0OPATOPHBIX padoT

Pa3paboTka TOMoOJI0rH ceT HEOOIBIIOTO NPEANPUATHUS

ITocTpoeHne 0AHOPAHTOBOU CETH

Tema 1.4.
Texnonoruu Ethernet

Conep:xanue

O030p TEXHOJIOTUH MOCTPOEHUS JIOKAIBHBIX CETEH.

Texnomnorust Ethernet. du3nueckuii ypoBeHs.

Texnonorust Ethernet. KananbHblil ypoBeHb

TemaTuka NpaKTHYECKUX 3aHATHH H J1a0OPATOPHBIX padoT

N3yuenue aapecanuu kaHaibHoOro yposss. MAC-anpeca.
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http://learn.dlink.ru/mod/lesson/view.php?id=582&pageid=1693
http://learn.dlink.ru/mod/lesson/view.php?id=582&pageid=1694
http://learn.dlink.ru/mod/lesson/view.php?id=582&pageid=1696
http://learn.dlink.ru/mod/lesson/view.php?id=582&pageid=1702
http://learn.dlink.ru/mod/lesson/view.php?id=582&pageid=1723
http://learn.dlink.ru/mod/lesson/view.php?id=583&pageid=1725
http://learn.dlink.ru/mod/lesson/view.php?id=583&pageid=1730

Tema 1.5. TexHonoruu KOMMyTauu

Conep:xanue

Anroputm npo3padHoro Mocta. Metoasl koMMyTanuu. TexHonIoruu KoMMmyTanuu u moaens OSIL

KoHncTpykTuBHOE HCTIONHEHHE KOMMYTaTOpoB. Du3ndeckoe CTEKUPOBAHNE KOMMYTAaTOPOB.
[IporpamMmmMHoe obecrieueHuE KOMMYTaTOPOB.

OO61re TpUHILIKITBI CETEBOTO Au3aiiHa. TpexypoBHeBas uepapxudeckas MOJENb CETH

Texnonorus PoweroverEthernet

TemaTuka MNPaAKTUIECCKUX 3aHATHI 1 J1360paT0pHLIX paGOT

Coztanue KOMMYTUPYEMOU CeTH

Tema 1.6. Cereoii mporokon IPv4

Conep:xkanue

CereBoii yposenb. [Iporokon IP Bepcuu 4. O6mue GyHKIIUU KIacCOBOM U OECKIaCCOBOM aapecaluu.
Boinenenue aipecos.

Mapupyruzanus makeros [Pv4

IIpoTOKOIIBI TMHAMUYECKOW MapLIPYyTU3aLIUU

TeMaTuKa NPAKTHYECKHUX 3AHATHH U JIA00PATOPHBIX padoT

N3yuenne IP-agpecannu.

Tema 1.7. CkopocTHBIC U OCCIIPOBOIHBIC
ceTu

Conep:xkanue

Cetps FDDI. Cets 100VG-AnyLAN
CBepXBBICOKOCKOPOCTHBIE CETH
becnipoBoanbIe ceTn

TemaTuka NpaKTHYECKUX 3aHATHH H JIa0OPATOPHBIX padoT

HaCTPOﬁKa 6CCHpOBOI[HOFO CCTCBOI'O O60pyI[OBaHI/I$I

Pa3nes 2. TexHO/10ruM KOMMYTAllMU U MapLIPyTH3alluM coBpeMeHHBbIX ceTeil Ethernet

Tema 2.1.
OcCHOBBI KOMMYTalLlUU

Conep:xanue

@OYHKIIMOHUPOBAHNE KOMMYTAaTOPOB JIOKATbHON CETH. APXUTEKTypa KOMMYTAaTOPOB. THIIBI
uHTEp(EicOB KOMMYTaTOPOB.
VYIpaBieHue IOTOKOM B IOJYIYIUIEKCHOM U AYIIJIEKCHOM pEXUMax.

XapaKTepUCTUKH, BIUAIONINE Ha TPOU3BOAUTEIBHOCTE KOMMYTAaTOpOB. O030p (PYHKIIMOHATBHBIX
BO3MOYKHOCTEN KOMMYTaTOpPOB

TemaTrka MpakTUYECKUX 3aHATUN U JaOOpaTOPHBIX padboT
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PaboTa ¢ OCHOBHBIMH KOMaH/IaMH KOMMYTaTOpa.

Tema 2.2.
Hauanbnas HacTpolika KOMMyTaTOpa

Conep:xanue

Cpencta ynpasneHus kommyratopamu. [logkimoueHne k KoHCoIH nHTepdeiica KOMaHAHON CTPOKU
kommyTtaropa. [lonkmouenue k Web-unrepdeiicy ynpaieHus KOMMYTaTopa.

HauanpHas koHGUrypanus KoMMyTaTopa. 3arpy3ka HOBOro mporpaMMHOr0 o0ecreueHus: Ha
KOMMYTaTop. 3arpy3ka 1 pe3epBHOE KONMUPOBaHUE KOHPUTYpaLlUd KOMMYTATOpA.

TemaTuka MNPaAKTUIECCKUX 3aHATHI 1 J1360paT0pHLIX pa60T

Komanpl 00HOBICHHS IPOTPAMMHOTO 00eCTiedyeH sl KOMMYTaTopa U
COXPaHEHHsI/BOCCTAHOBIICHUS KOH(UTYPAIIHOHHBIX (paiiioB

Komanas! ynipasnenus tabnunamu kommyrtaiuu MAC- u IP-
anpecoB, ARP-TaGiuip1

Tema 2.3.
Bupryanbshusie nokanshbie cetd (VLAN)

Conep:xanue

Tunst VLAN. VLAN na ocHoBe noptoB. VLAN Ha ocHoBe crannapta IEEE 802.1Q. Cratuueckue u
nunamuueckrue VLAN. IIporokon GVRP.

Q-in-Q VLAN. VLAN Ha ocHoBe mopToB U npoTokoiioB — ctanaapt IEEE 802.1v. ®dyHkuus
TrafficSegmentation

TeMaTuKa NPAKTUYECKHUX 3AHATHH U JIA00PATOPHBIX padoT

Hactpoiika VLAN na ocHose cranaapta IEEE 802.1Q

Hacrpoiika mporokoia GVRP.

Hacrpoiika cermenTaruu tpadguka 6e3 ucnons3oBanus VLAN

Hacrtpoiika ¢pynkimu Q-in-Q (Double VLAN).

CamocTtosarenbHas pabora no co3ganuto JIBC na ocHose ctannapta IEEE 802.1Q.

Tema 2.4.
OYHKIMH MTOBBIIIEHUS HAJICKHOCTH U
MPOU3BOTUTENEHOCTH

Conep:xanue

[Tpotokon Spanning Tree Protocol (STP). Vs3sumocTu npotokosa STP.

Rapid Spanning Tree Protocol. Multiple Spanning Tree Protocol.

I[OHOJIHI/ITCJ'ILHLIC (I)yHKI_II/II/I 3alllUTHhI OT IICTCIIb. AFpCTHpOBaHI/IC KaHaJIOB CBA3MU.

TemaTuKka NpaKTHYECKUX 3aHATHI H J1a0OPATOPHBIX padoT
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HacTtpoiika npotokosnos cBs3yromero aepesa STP, RSTP, MSTP.

Hacrpoiika ¢pyHakmmu 3ammTsl OT oOpa3zoBanus nereias LoopBackDetection

ArperupoBaHue KaHaJOB.

Tema 2.5.
AJlpecaiusi CETeBOro YpOBHS U
MapIIpyTU3aUs

Conep:xanue

00630p aapecaruu cereBoro yposus. opmupoBanue nojacereil. beckmaccoas aapecanus [Pv4.
Crioco6s1 koH(puryparun [Pv4-anpeca.

[Tpotokon IPv6. ®opmupoBanue naeHTuuKaTopa nHTEpdeEiica.
Cnoco6s1 koHpuryparuu IPv6-aapeca.

[InanupoBanue noacerei IPv6. ITpotokon NDP.

ITonsiTre MapimpyTH3anuy. /J[ucTaHIMOHHO-BEKTOPHBIE TPOTOKOJIBI Mapmpyrusanuu. IIporokon RIP.

TemaTnka NpakTHYeCKUX 3aHATHI U J1a00PATOPHBIX padoT

OcHoBHbBIE KOHOUTYPALIUHA MaPIIPYTU3ATOPA.

Pacmpennsie KoH(GUTYpaliu MapIIpyTU3aTopa.

Pa6ora ¢ mpotokonom CDP.

Pa6ora ¢ nporokoinom TELNET. Pabora ¢ npotokonom TFTP.

Pa6ota ¢ nmpotokosiom RIP.

Pa6ora ¢ mpotokonom OSPF.

Kondurypuposanue ¢pynkunun mapimpyruzatopa NAT/PAT.

Kondurypuposanue PPP u CHAP.

IIpomexyrounas arrectanusa nmo MJIK.01.05

Tema 2.6.
KauectBo o6cnyxuBanus (QoS)

Conep:xanue

Monenu QoS. Ilpuopureszanus nakeroB. Kinaccuduxanus naketo. MapkupoBKka MakeToB.

VYrpasnenue neperpy3kamMu U MeXaHu3Mbl 00CITyKUBaHUs ouepeneil. MexaHu3M NpeJoTBpaIleHUs
neperpy3ok. Kontpoib nonocs! nponyckanus. IIpumep nactpoiiku QoS.

TemaTnka NPaKTHYECKUX 3aHATHI U J1a00PaTOPHBIX padoT

Hacrpoiika QoS. Ilpuoputnszanus tpaduka. YpapieHHe NOI0COH MPOMYCKaHUSI

Tema 2.7.
OyHKIHH obecreyeHus: 0€30MacHOCTH U

Conep:xanue

Crucku ynpasienns foctynoM (ACL). @yHKIUA KOHTPOJIS Ha/I MOAKIIOUYEHHUEM y3JI0B K TTOpTaM
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OrpaHU4YCHUA NJOCTYyIIa K CCTU

KOMMYTaTopa.

Ayrentuduxanus nois3opareneit 802.1x. 802.1x Guest VLAN. @yuxnuu 3ammtsl HITY
KOMMYTaTopa.

TemaTuka MNPaAKTUIECCKUX 3aHATHI 1 J1360paT0pHLIX paGOT

Crucku ynpasienus goctynom (AccessControlList)

KonTponb Haj moaxiiroYeHneM y3ioB K mopraM kommyraropa. Oynkuus PortSecurity.

KoHTposb Haj MOAKIIOYEHHEM Y3JI0B K mopTaM KommyTaropa. @yukuus IP-MAC-Port Binding

Tema 2.8.
MHuoroaapecHas pacchbliIka

Conep:xanue

Anpecanusi MHOroaapecHoi IP-pacceuikn. MAC-aapeca rpyrmnoBoi pacChUIKH.

[Tonnucka u oOcay:kKUBaHUE TPYNI. YIIpaBJIeHWE MHOTOAIPECHOMN PacChUIKON Ha 2-M YPOBHE MOJETHU
OSI (IGMP Snooping). ®yukuus IGMP FastLeave.

TeMaTuKa NPAKTHYECKHUX 3AHATHH U JIA00PATOPHBIX padoT

OtcnexuBanue Tpadrka MHOTOAIPECHON PACCHUIKH.

OrtcrnexuBanue Tpadpuka Multicast

Tema 2.9.
OyHKIUY YIPaBICHUS KOMMYTaTOPaMH

Conep:xanue

VYnpaBieHue MHO)KECTBOM KOMMYTaTopoB. [IpoTokosn SNMP.

RMON (Remote Monitoring). ®yukiust Port Mirroring.

TemaTuka NpaKTHYECKUX 3aHATHH H J1a0OPATOPHBIX padoT

OyHKIMM aHAJIN3a CETEBOrO Tpaduka.

Hacrpolika npoTtokona ynpasieHus tonoiorueit cetu LLDP.

Paznen 3. Me:xkceTeBble IKPaHbI

Tema 3.1.
OCHOBHBIE TPUHIIUIIBI CO3/JaHUS
HaJleKHOU U Oe3oracHom UT-

UHPPACTPYKTYPbI

Conep:xanue

Knaccudukanus ceteBpix atak. Tpuana 6e3omnacHoit UT-unbpacTpyKTyphl.

praBJ’IeHI/Ie KOH(I)I/II‘ypaI_II/IHMI/I. praBHCHI/Ie nHIuAeHTaMu. Mcrnons3oBaHue TpeTBeﬁ Z[OBepCHHOﬁ
CTOPOHBI. KpI/IHTOFpa(I)I/I‘{CCKI/IC MEXaHHM3MbI 0€30MaCHOCTH.

Tema 3.2.
MexkceTreBble YKpaHbl

Conep:xanue

TexHomornun MexXCceTeBbIX IKpaHOB. [lonuTrka MexkceTeBOro 3Kkpana. MexceTeBble SKPaHbI C
BO3MOXHOCTIMHA NAT.
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Tomnonorus cetu IMpU UCITOJIB30BAHUU MCIKCCTCBBIX 9KPAHOB. HJIaHI/IpOBaHI/IC U BHCAPCHUC
MCKCCTCBOT'O OKpaHa.

TemaTuka MNPaAKTUIECCKUX 3aHATHI 1 J1360paT0pHLIX paGOT

OCHOBEHI AIMHUHUCTPHUPOBAHUA MEKCETEBOI'O DOKpaHa

COCI[I/IHGHI/IG JABYX JIOKAJIbHBIX ceTeH MEKCETEBBIMHU OKpaHaMH

Co3nanue NONMUTHKY 6€3 IPOBEPKU COCTOSHUSL.

Coznianue NoJaUTHK 718 TpaaAuMoHHOro (miu ucxosmero) NAT.

Co3znanue nonutuk s nByHarpasieHHoro (Two-Way) NAT, ucnonb3ys meron pinholing

Tema 3.3.
CucreMbl 0OHApYKEHUS U
MIPEIOTBPAICHUS TPOHUKHOBEHUI

Conep:xkanue

Ocnosnoe HazHadyenue IDPS. CniocoOs1 knaccudukanuu IDPS. Bribop IDPS. JlononnurensHbie
WHCTPYMEHTAIIbHBIE CPEJICTBA.

TpeboBanwus opranuzanuu kK Gpyakiuorupoanuio IDPS. Bosmoxnoctu IDPS. Pa3septriBanue IDPS.
CunpHble CTOPOHBI M OrpaHu4YeHHOCTH IDPS.

TeMaTuKa NPAKTHYECKHUX 3AHATHH U JIA00PATOPHBIX padoT

OO6HapysxeHue U MpeoTBpaIleHne BTOPKECHHH.

Tema 3.4.
[Ipuopuresarus Tpaduka u Co3aaHUE
aNbTePHATHUBHBIX MAPIIPYTOB

Conep:xanue

Coznanue anbTepHATUBHBIX MapIIPyTOB JIOCTyMNa B HHTepHET. [Ipuopuresanus Tpaduxa.

TemaTuka NpaKTHYECKUX 3aHATHH H J1a0OPATOPHBIX padoT

COS,Z[aHI/Ie AIBTCPHATUBHBIX MAapUIPYTOB C UCITIOJIb30BAHUCM CTaTUYECKOU MapaipyTu3anuunu

IIpumepHas TeMaTHKa caMocTOsAITe1bHON padoTsl npu n3ydyennn MJ/IK.01.05

©No gD E

Puznyeckoe KOJUPOBAHUE C UCIIOJIB30BAHNEM MaHYECTEPCKOrO KOJa
Jlormdeckoe KOAMPOBAHHUE C UCIIOJIB30BaHUEM CKPEMOIMPOBAHUS
[TonkitoueHue KIMEHTa K OECIPOBOIHOM ceTH B MHPPACTPYKTYPHOM PEKUME
Ornenka 6ecrpoOBOAHOM TUHUU CBS3U

[TpoexTupoBanust G€CIpOBOIHOIM ceTn

C6op uHopMaIM 0 KIMEHTCKUX YCTPOUCTBAX

[TnanupoBaHue NPOU3BOIUTEIHLHOCTH U 30HBI JIeHCTBUS OECIIPOBOIHON CETH
[TpeanpoexkTHOE 00CIEI0BaHNE MECTa YCTAHOBKU OECIIPOBOTHOMN CeTH
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10.
11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24.
25.
26.
27.
28.
29.
30.
31.
32.
33.
34.
35.
36.
37.

ObecneueHne 0TKa30yCTOHYNBOCTH B OECIIPOBOTHBIX CETSIX

PexumMbl paboThI M OpraHu3anus MUTAHUS TOYEK TOCTYIIA
CermenTanus 6ecripoBOIHOM CETH

Hactpoiika QoS

[ToctnpoexkTHOE 06CIEI0BaHUE M TECTUPOBAHUE CETU

Co3nanue ACL-coucka

Hab6mronenue 3a tpadukom B cetn VLAN

OnpezneneHue ysa3BUMbBIX MECT CETH

Peanu3zanus ¢pyHkmit odecrieueHnss 6€30MacHOCTH MOPTa KOMMYTaTopa
Hccnenoanue Tpadpuka

Co3nanue CTpYKTYphI CETH OpTaHU3aluu

Onpenenenne TEXHUIECKUX TPEOOBAHUI

MOHUTOPUHT TPOU3BOAUTEIIEHOCTH CETU

Co3naHue nuarpamMMbl JIOTHYECKOM ceTH

[ToaroroBka k 00cne10BaHUIO OOBEKTA

OO6cnenoBaHue 30HbI OECIIPOBOAHOM CBSI3U

dopmyaupoBKa 00IIKX LeJel MpoeKTa

Pazpabotka TpeboBaHuii Kk ceTn

AHanu3 CylecTByole ceTn

Omnpenenenne XapakKTEePUCTUK CETEBBIX MPHUIIOKECHAN

Ananu3 ceTeBoro Tpaduka

OmnpeneneHye NpUOPUTETHOCTU TpapuKa

N3yueHne kayecTBa 00CITy>)KUBAaHUS CETH

HccnenoBanue BAMSHUA BUAeoTpaduKa Ha CETh

Onpeznenenue NOTOKOB TpauKa, IOCTPOSHUE TUarpaMM MOTOKOB Tpaduka
IIpuMeHeHne MPOEKTHBIX OIPaHUYEHUN

OmnpeneneHne NPOSKTHBIX CTPATETHH IS JOCTHKEHHS MacIITaOupyeMOCTH
Omnpexnenenne CTpaTerdii MOBBIIICHHUS JTOCTYITHOCTH

Ornpenenenne TpeOOBaHUM K 00ECTICUCHHIO O€30MTaCHOCTH
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38. Pa3paboTtka ACL-ciicKOB AJ1sl peain3alii HaOOpOB MPaBUII MEXKCETEBOI0 IKPaHa
39. Ucnons3oBanue CIDR st obecnieuenust o0beAMHEHUS MapIIPYTOB

40. Omnpenenenue cxems! |P-aapecanuu

41. Onpenenenue konuuectna [P-cereit

42. Co3ganue TaOIUIIBI 17151 BBIACIICHHS aIpECOB

43. CocTaBiieHHE CXEMBI CETU

44. Ananu3 11aHa TECTUPOBAHMUS U BHIITOJHEHUE TECTa

45. Co3ganue riaHa TeCTUPOBAHUS ISl CETH KOMILJIEKCa 31aHui

46. IIpoekTHpoBaHUE BUPTYaAJIbHBIX YACTHBIX CETEH

47. bezonacHas niepeada JaHHBIX B O€CITPOBOJIHBIX CETAX

IIpomexyrounas arrectauusa no MJIK.01.05

IIpumepHBbIe BHABI CAMOCTOATEIBHBIX Pa0OT NpH M3yYeHHH pa3jaena 1 moxyJs

Cucremaruyeckasi IpopabOTKa KOHCIIEKTOB 3aHATHH, yueOHOM U crielualbHONM TEXHUUECKOM auTepatypsl (110 BollpocaM K naparpadam, riaBam
y4eOHBIX TOCOOU, COCTABIECHHBIM IIPENOIABATEIIEM )

[ToaroToBka Kk MpakTUYECKUM pabOTaM € UCIOJIb30BaHUEM METOMUECKUX PEKOMEHIAIMI MpernogaBaTess, 0hopMIIeHUE TPAKTHYECKUX PadoT,
OTYETOB K MX 3alIUTE.

Y4yeOHas npakTuka pasgenaa 1 moayus

Buasbl pador:

ITpoBesnenue ayuTa 3alUIIEHHOCTH aBTOMATU3UPOBAHHON CHCTEMBI.

VYcraHoBKka, HACTPOMKA U AKCILTyaTalys CETEBBIX ONMEPALMOHHBIX CUCTEM.

JIMarHoCTHKa COCTOSIHUS MOJICKCTEM 0€30MacHOCTH, KOHTPOJIb HArpy3KU U PEKUMOB pabOThI CETEBON ONEpallMOHHON CUCTEMBI.

Opranu3zanus padoT ¢ ylaJeHHbIMU XPaHWINIIAMH JJAHHBIX U 0a3aMU JaHHbIX.

Opranu3anus 3alUIIeHHON Nepeaayy JaHHBIX B KOMITBIOTEPHBIX CETSX.

BrinonHeHne MOHTa)ka KOMIBIOTEPHBIX CETE€W, OpraHu3anus U KOH(DUIypupOBaHUE KOMIBIOTEPHBIX CETEW, YCTaHOBJIEHUE U HacTpoika
apaMeTPOB COBPEMEHHBIX CETEBBIX IPOTOKOJIOB.

7. OcyllecTBiIeHHE TUArHOCTUKU KOMIBIOTEPHBIX CETEH, onpesesieHue HeuclpaBHOCTEH U cOOEB MOACHCTEMbI 0€30MaCHOCTU U YCTpaHEHHUE
HEUCIPaBHOCTEM.

8. 3amosHEeHWE OTYETHOW JOKYMEHTAIMH M0 TEXHUIECKOMY OOCITY)KUBAHHIO U PEMOHTY KOMIIBIOTEPHBIX CETEH.

9. Hacrpoiika npaB nocrymna.

10. OopmieHne TEXHIUECKOW JOKYMEHTAIINH, TIpaBuia opopMIIeHHsT JOKYMEHTOB.

11. Hactpoiika anmapaTHOTO ¥ IPOrPaMMHOI0 00ECIIeUeHUs CETH.

12. Hactpoiika ceTeBOi KapThl, UMsI KOMITBIOTEpa, pabouas rpynma, BBeJCHHE KOMITbIoTepa B domain.

ok wdpE
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13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24.
25.
26.
217.
28.
29.
30.
31.
32.
33.
34.

[IporpammHasi IMarHOCTUKA HEUCIIPABHOCTEM.

AnmnapaTHasi JMarHOCTUKA HEUCIIPABHOCTEH.

[Touck HencnpaBHOCTEW TEXHUYECKUX CPEJICTB.
BelnonHenue 1elcTBUM 10 YCTPAHEHUIO HEUCIIPAaBHOCTEM.
Hcnonb30BaHre akTUBHOTO, TACCUBHOTO 00OPYIOBaHUS CETH.
VYcerpanenue napazuTUpyOIIe Harpy3Kku B CETH.
[TocTpoenue pu3nyeckoi KapThl JTOKATLHON CETH.
VYcranoBka WEBcepBepa

JHuarnoctuka u obcmyxuBanue Web cepBepa

JlnarHocTuka u o0ciy>kuBanue (haiioBoro cepepa
Jlnarnoctuka u 006CIyKUBaHUE TIOYTOBOT'O CEPBEpa.
Huarnocrtuka u oocnyxuBanre SQL — cepBepa
Kondurypuposanue web-cepsepa.

3amyck, nepe3anyck U OCTaHOB CepBepa.

BzaumoneiictBue ¢ 0azamMu JaHHBIX.

YcranoBka OpanaMayapa.

CoxpaHeHue U BOCCTaHOBJICHHE OOJBIINX HAOOPOB MPaBHIL
Obecneuenne 6€30MACHOCTH.

AJMUHUCTPUPOBAHUE CEPBEPOB U PAOOUMX CTAHIIHM.
Opranuzanus 10cTyna K JJOKaJbHBIM ceTsM U HTepHeTY.
VYcTaHoOBKa U COMTPOBOK/IEHNUE CETEBBIX CEPBHUCOB.

Pacuér croumocTH cereBoro o00opy10BaHuUsl U MPOTPaMMHOI0 0OecTIeyeHUsl.

IIpousBoacCTBeHHAs] MPAKTHKA
Buasbi pador:

1.

No gk oo

VYyacTe B ycTaHOBKE U HACTPOHKE KOMIIOHEHTOB aBTOMAaTHU3MPOBAHHBIX (MH(POPMALIMOHHBIX) CUCTEM B 3aIIUIIIEHHOM UCIOJIHEHUH B
COOTBETCTBUM C TPEOOBAHUSAMHM KCIUTYaTallMOHHON JJOKYMEHTAIUH

OO0cmy)XuBaHHe CPEJCTB 3aMUTH HHGOPMAITUN TPUKIATHOTO U CHCTEMHOTO IMTPOTPAMMHOTO 00€CTICUeHUSI

Hactpoiika mporpaMMHoOro obecrneueHus ¢ cootoieHneM TpeOoBaHU 10 3a1uTe HHOpMaLun

Hactpoiika cpeacTB aHTUBHPYCHOM 3alUTHI I KOPPEKTHOM paboTHl MPOrpaMMHOr0 o0ecredeHus o 3aJJaHHbIM [1a0IoHaM
WucTpykTax nonp3oBateneil o codmoaeHnn TpeboBaHmii 1o 3ammre HHGopMaIuu npu padboTe ¢ MporpaMMHBIM oOecrieueHueM
Hactpoiika BCTpOoe€HHBIX CPECTB 3alIUThl HHPOPMAIIUHU POTPaMMHOI0 00ecreYeHUs

[TpoBepka ¢ yHKIIMOHUPOBAHMS BCTPOCHHBIX CPE/ICTB 3aIUTHI MHGOPMAIIMU POrPaMMHOTO 00eCTIeYeHH S
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8. CBoeBpeMeHHOE OOHApPYKEHHE TPU3HAKOB HAIUYHS BPEJOHOCHOTO MPOTPAMMHOTO 00ECTICUeHUsI

9. OO6cnyxHBaHHE CPEACTB 3aLIUTHI HH(POPMAIMH B KOMIIBIOTEPHBIX CHCTEMaX U CETAX

10. OGcnmyxuBaHNE CHCTEM 3alIUTHl HHHOPMALIUK B aBTOMATU3UPOBAHHBIX CHCTEMaX

11. YyacTre B poBeICHUH PErJIaAMEHTHBIX paboT MO SKCIUTyaTalluy CUCTEM 3aIUThl HHPOPMAIIMHA aBTOMAaTH3UPOBAHHBIX CHCTEM

12. IIpoBepka pabOTOCIIOCOOHOCTH CUCTEMBI 3aIUTHI HH(OPMAIIHM aBTOMAaTH3UPOBAHHOMN CHCTEMBbI

13. KoHTpOJIb COOTBETCTBUS KOH(PUTYpALIUU CHCTEMBI 3aIIUTHI MHPOPMALIUU aBTOMATU3UPOBAHHON CHCTEMBI €€ HKCILUTYaTalluOHHOM
JOKYMEHTAIUH

14. KoHTposb CTaOMIBHOCTH XapaKTEPUCTUK CHCTEMBI 3aIIUTH HH(POPMAIH aBTOMATH3UPOBAHHON CUCTEMBI

15. Benenue TeXHHUECKON JOKYMEHTAIIMH, CBSI3aHHOM C HKCIUTyaTallie CUCTEM 3aIllUThl HH(POPMAIIMK aBTOMATU3HPOBAHHBIX CUCTEM

16. Yuactue B paboTax 1o 00eCIIeYeHHIO 3alIUThl HH(OPMAIIMH MTPY BBIBOAE U3 IKCIUTyaTaIlMi aBTOMAaTH3UPOBAHHBIX CHCTEM

IK3amen no npogeccuonanbHomy mooyio (0eMOHCMPAYUOHHBLIL IKIAMEH)

12

Bcezo

680
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3. YCJIOBUSA PEAJIMZALIMU ITPOTI'PAMMBI
IMPOPECCHUOHAJIBHOI'O MOAYJIA

3.1. lns peanu3zanuu nporpamMmbl Npo¢ecCHOHAIBLHOTO MOIYJIs

AOJIKHBI OBITH MPEIyCMOTPEHBI CJIeYIHe CIeHUATbHbIE IIOMeIeHHS:
Peanuzanust mnporpaMmbl  TpeAroNiaraeT Hadu4he y4eOHOro KaOuHeETa,

nabopaTopuii HHGOPMAIMOHHBIX TEXHOJIOTHH, TPOTPAMMHUPOBaHKS 1 0a3 JaHHBIX,

ceTeil W cHUCTeM Tmepenadyd uHPOpMalHuu, TPOTPAMMHBIX M MPOTPAMMHO-

allIIapaTHbIX CPCACTB 3alIUThI I/IH(I)OpMaHI/II/I.

O6opynoBaHue yueOHOTO KabrHETa U pabounx MeCcT KabuHeTa:

pabouee MecTo MpernoaaBaTes;

NOCaJ0YHbIE MeCTa JUIsl 00yUYarOIIUXCS;

ayJIMOBU3YyaJIbHBIN KOMILUICKC;

KOMILJIEKT 00ydYaromero Marepuana (KOMIUIEKT MPE3CHTALINN ).

O6GopynoBanue  jaboparopuu U pabouux  MecT  jaboparopuu
UH()OPMAITMOHHBIX TEXHOJIOTHH, IPOTPAMMHUPOBAHUS U 0a3 JTaHHBIX

paboune Mecta Ha 0Oa3e BBIUMCIUTENBHOW TEXHUKH, MOJKIIOYEHHBIE K
JIOKaJIbHOU BBIYHCIIUTEIbHOU CETH U UH(POPMAIIMOHHO-
TEJICKOMMYHUKAMOHHOW cetu MHTepHeT;

JTUCTPUOYTUB YCTAHABJIMBAEMOW ONEPAIMOHHON CUCTEMBI,

BUpPTyaJlbHAasl MalluHa 7 paboThl C  ONEpPalMOHHOM  CHUCTEMOM
(rurnepBuU30p);

CYBUI;

CASE-cpencTBa amst IpoeKTUPOBaHUs 0a3bl JaHHBIX;

WHCTPYMEHTAJIbHAS Cpea MPOrpaMMHUPOBAHUS;

NAKET NMPUKIIAJHBIX TPOTrPaMM.

O6opynoBanue na0OpaTopud U paboyux MecT J1abopaTopuM CeTed U CUCTEM
nepeaadn uHGopMaIuu:

paboune Mecta Ha 0a3ze BBIYUCIUTEIBHOM TEXHHUKH, MOAKIIOYEHHBIE K
JIOKQJIbHOU BBIYMCIIUTEIbHON ceTu 51 nH(OPMAITMOHHO-
TEJIEKOMMYHUKAILIMOHHOW ceTH VHTepHeT;

CTEH/Ibl CEeTEH Nepeiayu JaHHbIX;

CTPYKTYpPUpPOBAaHHAsI KaOeJIbHAsI CUCTEMA;

IMYJISATOP (AMYJIATOPHI) aKTUBHOTO CETEBOTO 000PY10BaHMS;

MIpOTrpaMMHOE 00ECIIEUeHHE CETEBOTO 000PYA0BAHUSI.

O6opynoBanue nabopatopuu U paboOYMX MeECT J1abOopaTOpUM MPOTPAMMHBIX U
IPOrpaMMHO-aMIAPaTHBIX CPEICTB 3aIUThI HH(OPMALIUU:
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— paboune MecTa Ha 0as3e BBIYUCIWUTEIHLHOW TEXHHWKH, MOIKIIOYEHHBIE K
JIOKaIbHOU BBIYHUCIIUTEIHLHOU CeTH u UH(OPMAIMOHHO-
TEJIEKOMMYHUKAIIMOHHOM ceTn MHTepHeT;

— AQHTUBHUPYCHBIN MPOTPAMMHBIN KOMILIEKC;

— TMpOorpaMMHO-ammapaTHble  CpPEACTBa  3allUThl  WHGOpMAlMU  OT
HECAaHKIIMOHUPOBAHHOTO JIOCTYMa, OJIOKHMPOBKH JOCTylla W HAPYIICHUS
[[EJIOCTHOCTH.

3.2. UudopmanmorHoe odecneyenne 00yueHust

3.2.1. OcHOBHBIE NIEYATHbIC UCTOYHUKH

1. XKnanor C.A., Banoa H.IO., Mansxuna B.I'. OnepanoHHbIe CHCTEMBI,
CETHU U MHTEPHET-TeXHOJNOoTUuM — M.: M3aaTenbckuil eHTp «Akagemus», 2014.

2. KoctpoB b. B., Pyukun B. H. Cetu u cuctemsl nepenaun uHGOpMaIUU —
M.: U3naTensckuii neHTp «Akanemus», 2016.

3. Kypuno A.Il., Munocnasckas H.I'., CenatopoB M.IO., Toncroit A.W.
YmpasieHue puckamMu WHOOPMAITMOHHONW 0€301MacHOCTH. - 2-¢ u3d.- M.: ['opsuas
muHusg-Tenexkom, 2014,

4. MenbaukoB J[. Madopmarmionnast 6€30macHOCTh OTKPBITBHIX CUCTEM. - M.:
®opym, 2013.

5. Omudep B., Omudep H. Kommnwroteprsie cetu. IIpHHIUIIBI, TEXHOJIOTHH,
MPOTOKOJIBL. YUeOHUK, 5-¢ uznanue — [lutep, 2015.

6. Cunnnpia C.B., baraes A.B., Hamrotun H.IO. OmnepanmoHHbie CUCTEMBI —
M.: U3narensckuid neHTp «Akagemus», 2013.

7. Ckpunauk JI. A. OOmue BONPOCH TEXHUYECKOW 3alUThl WH(YOpMALUU:
yueOHoe mocobue / Ckpunauk J. A. —-M.: HHTepHeT-YHUBEPCUTET
Nudopmarmonnsix Texunonoruit (MHTYUT), 2016.

8. Tanenbaym 3., Yazepoin Jl. Kommbrotepusie cetu. 5-¢ uza. — [lutep, 2013.

3.2.2. JIONOJTHUTE/IbHbIE eYATHbIE HCTOYHUKH:

1. be3boroB A.A., fxoneB A.B., MaprembsinoB HO.®D. be3onacHoCTh
onepaMoHHbIX cucteMm. M.: I'emmoc APB, 2008.

2. bopucoB M.A. OcobGeHHOCTH 3alIUThl MEPCOHAIBHBIX JAHHBIX B TPYIOBBIX
otHomeHusx. M.: JIubpokom, 2012. — 224 c.

3. bpoiino B.JI. BeraucnuTenbHbIE CUCTEMBI, CETH M TEICKOMMYHHKAIIUU:
VY4eOnuk st By30B. 2-¢ u3f. - CII6.: [Turep, 2006 - 703 c.

4, I'yoenkoBA.A.MupopmarinonHass 0€30MaCHOCTh BBIYUCIUTEIBHBIX CETEH:
yue6. mocodue / A. A. I'ydenkos. - Caparos: CI'TY, 2009. - 88 c.
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5. ewiten X. M., Heiren I1. JIx., Yoduec [[. P. Oneparnmonnpie CUCTEMBI.
Yacts 1. OcHoBbI 1 nipuHIUNBI — M.: bunom, 2011. — 1024 c.

6. Hetiten X. M., Hewiten II. [Ix., Yoduec JI. P. OnepanrioHHbIE CUCTEMBI.
Yacte 2. PacnpeneneHHple CUCTeMBl, ceTH, Oe3omacHOoCTh — M.: bunom, 2011. —
704 c.

7. UBanos B.U., I'opauenko B.H., IlomoB I'.H. [{udpoBsic u aHamorossie
cucteMbl nepefaun: YueOHuk.-M.: ['opsuas nunus-Tenexom., 2008

8. Koduep M., Linux. ITomaoe pykoBoactso — [Tutep, 2011. — 800 c.

9. Kynmako B.I'., l'arapuas M.B., u nap. Hudopmamnronnas 06e30macHOCTb
TEJIEKOMMYHHUKAITMOHHBIX CUCTEM. Y4eOHoe nmocooue.-M.: Paano u cBs3p, 2008

10. Jlanonuna O.P. OcHOBBI ceTeBOM 0€30MacHOCTH: KpunTorpaduieckue
aJITOPUTMBI M TIPOTOKOJIBI B3aUMOJICHCTBUS: YueOHoe nmocobue. - 2-e u3., Uctp. -
M.: Untepner-Yuusepcurer UT; BUHOM. Jlaboparopus 3nanuii, 2007.- 531 c.

11. Mak-Knap C., Cxkem0peit JIxk., Kypti JI. CexpeTsl xakepoB. be3zonacHoCTh
ceTeu — roToBbIe pemieHus, 4-¢ u3g. — M.: Bunssimc, 2004. — 656 c.

12. Mamok A.A., Tlasm3un C.B., Iloroxxun H.C. BBenenwe B 3amury
uH(pOpMaIUU B aBTOMaTU3UPOBAaHHBIX cucTemax: Yueb. [locobue st By30B. - 3-¢
u3., crep. M.: I'opsiuas nunus, 2005.- 147 c.

13. [Mapteika T. JI., TlomoB WM. WM. OmnepanmoHHBIE CHUCTEMBI, CpEIbl H
o06omouku: yueob. noc. st ctynerntoB CIIO — M.: ®opywm, 2013. — 544 c.

14. TlnaronoB, B. B. IlporpamMmmMmHo-anmnapaTHble cpeAcTBa oOecrneyeHus
MH(OPMAIMOHHOW 0€30MaCHOCTH BBIYMCIUTENBHBIX ceTei: Yuebd. mocodue s
CTya. BeICII. yueO. 3aBenenuii / B. B. Ilnaronos. — M.: Akagemus, 2006. — 240 c.

15. PyccuHoBu4 M., CosioMOH ., BuyTtpennee YCTPONCTBO
MicrosoftWindows. OcHOBHBIE MOJCHCTEMBI OTEPAITMOHHON cuctembl — [luTep,
2014. - 672 c.

16. CeBepun B. KowmrmuekcHas 3ammrta wuHpOpManuu Ha TPEANPHUATHU.
M.: T'opoaen, 2008. — 368 c.

3.2.3. [lepuoanyeckue M3IaHMsl:

1. Xypuanet Chip/Yun: XypHanm 0 KOMIBIOTEPHOW TEXHUKE JIS
npo(hecCHOHANIOB U ONBITHBIX MOJIB30BaTENECH;

2. Kypnanet  3amura  wuHbopmarmmu.  Wucaiin:  MudbopmarmonHo-
METOAUYECKUH KYpPHAIT

3. Unpopmanonnas 0e30macHOCTh  peruoHoB: HayuHo-mpakTuueckuit
KypHaI
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4. Bonpocsl K1OepOe30nacHOCTH. Hayunsli, NEPUOJNYECKUM,
MH(OPMAIMOHHO-METOAMYECKHUI KypHall ¢ 0a30BOM crenuain3anydeid B 00JacTH
undopMarmonHoi o6e3omacuoctu. URL: http://cyberrus.com/

5. bezomacHocTh HH(pOPMAITMOHHBIX TEXHOJIOTHM. [Tepuonnueckuit
penieH3upyembiid HayuHbli xxypHan HUAY MU®U. URL: http://bit.mephi.ru/

3.2.4. D1eKTPOHHbIE HCTOYHUKHU:

1. MapopmanoHHO-CTIpaBOYHAasi CHCTeMa IO JOKyMEHTaM B o0jacTu
TEXHUYECKOH 3aiuThl HHGOopMarmu Www.fstec.ru
HudopmannoHHbIi mopTai mo 6e3omacHocT: WWW.SecurityLab.ru.
OO0pazoBarenbHble TOPTANbI IO PAa3IUYHBIM HalpaBlIeHUSAM 00pa3oBaHUs U
tematuke http://depobr.gov35.ru/
Poccuiickuit Onomerpuyeckuii moprair WWw.biometrics.ru

W n

Caiir xypnana Mupopmanmonnas 6e3onacHocTh http://www.itsec.ru —
Caiit HayuHoli a5iekTpoHHOM OMOImoTexkn WwWw.elibrary.ru
CrpaBouHo-nipaBoBas cucteMa «I'apant»» Www.garant.ru
CnpaBouHo-nipaBoBas cuctema «KoncynbranT [Imroc» www.consultant.ru

© o N R

@enepasibHas cioyk0a MO TEXHUYECKOMY U OSKCIIOPTHOMY KOHTPOJIO

(®CTIK Poccun) www.fstec.ru

10.Denepanpubiii mopran «MHbOpMaImOHHO-KOMMYHHUKAIIMOHHBIE TEXHOIOTHH
B oOpazoBanumn» htpp\\:www.ict.edu.ru

11.®enepanpubiii nopran «Poccuiickoe oOpazoBanue Www.edu.ru

3.3. Oco0eHHOCTH OOy4YeHHUS] HHBAJWAOB H JIMI C OrPAHNYEHHBIMU
BO3MOKHOCTSIMH 3/10POBbSI

VY4eOHble 3aHATHS UHBAIMIOB U JIMI C OFPaHUYEHHBIMU BO3MOXKHOCTSIMHU
3I0pPOBbSl OPTraHU3YIOTCS COBMECTHO C JPYIMMHM OOYyYarOUIUMHUCS B Y4eOHBIX
rpynmnax, a Takke UHIMBUIyaJIbHO, B COOTBETCTBUU C rpa)KOM UHIMBUIYyaTbHBIX
3aHSATUU.

[Ipu 3TOM HEOOXOAMMO YUUTHIBATH HECKOJBKO ACTEKTOB:

- OCOOCHHOCTHM HO30JIOTUM OOYYalIIMXCS HWHBAIMUJIOB W JIMI[ C
OTrpaHU4YEHHBIMUA BO3MOKHOCTSIMU 3/10POBbS;

- ICUX03MOLIMOHATILHOE COCTOSIHUSL 00yYaroIInXcs;

- [ICUXOJIOTUYECKHUM KIIMMAT, KOTOPBIN CIIOXKUJICS B CTYACHUYECKOU IPYyIIIIE;

- HACTpOM OTHENbHBIX OOY4YaloIIMXCsl M TPYyNIbl B LEJIOM Ha MpoIlecc
oOy4eHwUs.

[Ipu opranuzanuu y4eOHBIX 3aHSATUN B YyUEOHBIX TPYIINAX HCTOIB3YIOTCS
COLIMAJIbHO-aKTUBHbIE U  pe(pJICKCUBHbIE METOJAbl OOyuY€HHUs, TEXHOJOTHH
COLIMOKYJITYPHOM peadMIuTaluu ¢ LENbI0 OKa3aHUs MOMOIIM B YCTaHOBIECHUH
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MOJIHOLIGHHBIX ~ MEXJIMYHOCTHBIX  OTHOILICHHWM,  CO3MaHUS  KOM(OPTHOTO
IICUXOJIOTUYECKOI0 KJIINMAaTa B IPYIIIIE.

B oOpasoBarenpHOW  NEATEIBHOCTH  NPUMEHSIOTCS  MaTepHAIbHO-
TEXHUYECKOE OCHAILEHUE, CIECHNAIN3UPOBAHHbIE TEXHUUECKHE CPEICTBA IpUeMa-
nepefaun y4eOHOM MHQpopManuu B JOCTYNHBIX (opMax s O0OydaroIUXcs C
Pa3IMYHBIMU OCOOEHHOCTSIMU 3/J0POBbS, JJIEKTPOHHBIE 00pa30BaTeNbHbIE PECYPCHI
B aJIalITUPOBAaHHBIX (popmax.

Crenuguka oO0yyeHHS WHBAJIMIOB U OOYYAIOMIMXCS C OTPaHUYCHHBIMH
BO3MOYKHOCTSIMU 3JIOPOBbsI MPEANOJAraeT HCIOJIb30BAHUE WIPOBOIO, MPAKTUKO-
OPUEHTHPOBAHHOTO, 3aHMMATEJIBHOIO MaTepHayia, KOTOPBIA HEOOXOIUM IS
MOJTyYeHUs] 3HAHUM U (OpMUPOBaHUS HEOOXOAMMBIX KommeTeHmi. [lonroroska
OOy4JaromMMHUCS 3aJaHUil JUIsl y4eOHbIX 3aHATHA JOJDKHA COYETAaTh YCTHBIE H
NUCbMEHHBIE ()OPMBI B COOTBETCTBUU C UX OCOOEHHOCTSIMU 3/I0POBbSI.

JUis  Toro 4YToOBl NpPENOTBpallaTh HACTYIUICHHE Yy OOYyYaromMXcsi C
UHBAJIMIHOCTbIO U OOYYarOIIMXCS, HMEIOIIUX OrPAHUYEHHBIE BO3MOXHOCTU
3I0pPOBBS, OBICTPOTO YTOMJIEHHSI MOKHO HCIIOJIb30BaTh CJEAYIOUIME METOMAbI
paboTHhI:

- YepEeIOBAHUE YMCTBEHHOM U NPAKTUYECKOM IEATEIIBHOCTH;

- IPENOIHECEHNE MaTepurasa C UCIOJIb30BAHUEM CPEJCTB HAIJISIHOCTH;

- HUCHOJb30BAaHUE TEXHUUYECKUX CPEACTB OOyuYeHHUs, uepelOBaHHUE
NpeabsaBIsieMod Ha cioyX MHGOpMalMK C  HarjasgHO-IEMOHCTPAIlMOHHBIM
MaTEpPHUAJIOM.

[Ipy oOCBOEHMM AMCUMIUIMH HMHBAJIMJAMU M JIMIAMH C OTPAHUYECHHBIMU
BO3MOYKHOCTSIMHU 3JI0POBbsSI OOJIBIIIOE 3HAYEHHUE JOHKHO OTBOAMTHCS MPOBEICHUIO
C HHUMHM UWHIUBUIYaJIbHOW pabOThl CO CTOPOHBI TmpenojaBarenci. B
WMHIUBUIYAbHYIO pa00Ty BKIIFOUYAETCA:

- UHAMBHMIyallbHas Yy4yeOHas pabora  (KOHCYyJbTallMu), TO  €CTb
JIOTIOJIHUTEIBHOE PA3bSICHEHHE yuyeOHOro Marepuaja M yriayOJeHHOe H3ydeHue
MaTepuaja ¢ TeMU 00y4aroUIMMUCs, KOTOPbIE B 3TOM 3aMHTEPECOBAHBI;

- UHAUBUAyallbHAasl BOCIUTATENbHAs paboTa.

Oco0enHocT 00y4yeHUs1 OOYYAKIIMXCA C HAPYUIEHHWSIMH OIOPHO-
ABUTATEJBLHOTO anmapara.

s oOydaromierocs, HMMEIOIIET0 HapyIIeHHUs OMOPHO-ABUTAaTEIHLHOTO
ammapara, He0OX0JIUMO TIOCOBETOBATh HMCIIOJIB30BaTh BCIIOMOTATENBHBIE CPEICTBA
JUISL YCBOGHHS TPOTPAMMBI, HampuMmep, AUKTO(GOH W JAPYTHE DJICKTPOHHBIC
HOCHUTEII HH(OpMAIUH.

[Ipu mpoBeneHUW ayTUTOPHBIX 3aHATHH C OOYYaIONIUMHUCS, WUMEIOIIAMHU
OCTIOKHEHUSI C MOTOPHKOW pPYyK, BO3MOXKHO WCIOJIB30BAHUE CIICAYIOIINX
BapUAHTOB PaOOTHI:

- obecrieueHre 00yJarOIIMXCs AJICKTPOHHBIMU TEKCTaMU JICKIIUNA U 3aJjaHui
K YI€OHBIM 3aHITHSM;
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- WCIIOJIb30BAHNE TEXHUUYECKUX CPENCTB (DUKCAIUU TEKCTa (IUKTO(OHBI) C
MOCJICAYIOIIUM COCTaBJICHMEM TE3UCOB JIEKIIMU B XOJE CaMOCTOSITEIbHOM PadOThI
oOydJaromerocs, KOTOpPbIE OHHM BIIOCICACTBUM MOTYT HCIIOJIb30BaTh IIPH
MOATOTOBKE M OTBETAX Ha yUCOHBIX 3aHITHUSX.

OnHuM U3 BUIOB pabOTHI 1JI1 OOYJArOIIUXCsl, UCTIBITHIBAIOIIUX TPYIHOCTH B
MHUChbME, MOXKET OBITh, IMMOJTOTOBKA K YYCOHBIM 3aHATHAM TaKUX 3aJIaHUM, KOTOPHIC
He TpeOyloT OT HHUX HaIUCaHMWS JJIMHHBIX TEKCTOB oOTBeTOoB. Hambomee
ONITUMAJIbHBIM BapUAHTOM TaKOTO 3aJaHM, BHITIOJHIEMOTO B MUChMEHHOU (hopme,
MOKET CIIYKUTh TECTOBOE 3a/JaHue. Vcronp30BaHne TECTUPOBAHUS 00YUYAIONINXCS
HEO0OXOMMO COBMEIIATh C 0OCYK/ICHHEM BapUaHTOB OTBETOB.

KonTpomas 3HaHui MOKHO BECTHU KaK B YCTHOM, TaK U B MUCbMEHHOM BHJIE.

Oco0eHHoCTH 00yUYeHUA 00YYAIOLIUXCS ¢ HAPYLICHHUEM CJIyXa.

[Ipu opranuzanum oOpa30BaTENBHOIO Ipoliecca €O  ciladociblamnen
ayqUTOpUEN  PEKOMEHIYETCS HCIOJIb30BaTh  CIEAYIOIIME  II€1aroru4ecKue
PUHITUTIBI:

- HaIJIITHOCTHU IPET0/IaBaeMOro MaTepuania;

- HHAVBUAYAIBHOTO OJX0/1a K KaX/I0My 00yJaromemycs;

- UCI0JIb30BaHUs1 MHPOPMAIIMOHHBIX TEXHOJIOTHII;

- HCIOJIb30BaHUs Y4YEOHBIX MOCOOWH, aJanTHPOBAHHBIX MJI BOCIPUSTHS
OOy4YarOIIMMUCS C HAPYIIEHUEM CIIyXa.

OOyuaroleMycsi ¢ HapyILLIEHUEM ClyXa CIeAYyeT MPEMJIOKUTh 3aHATh MECTO
Ha TIEpEeTHUX MapTaxX ayAUTOPHH, a MPENOoIaBaTeN0 OOIbIIe BPEMEHN HAXOIUTHCS
psAIoM ¢ pabouuM MECTOM JTOro OOydYaromlerocs. YUWThIBas, YTO TaKue
oOy4aroniyecs Jydlle MOHUMAIOT MO ry0am, >KeJaTeJbHO pacrnojiaraTbCsi K HUM
JIMIIOM, TOBOPUTH TPOMKO U YETKO.

JUis  TOBBILIEHWST  YpPOBHA  BOCHpUATHA ~ yuyeOHOW  uHoOpManuu
OOy4arolMMHUCSl  pacCMaTpUBAeMOl IpyNIbl, PEKOMEHAYETCS MPUMEHEHUE
3BYKOYCUJIMBAIOLLIEH anmaparypbl, MYJIbTUMEIUNWHBIX W JPYTHUX CPEICTB.
CrnoxHble Ui MOHMMAHHUS TEMBbl CJEAyeT CHa0XaThb Kak MOKHO OOJIBIINM
KOJIMYECTBOM HarjsiiHoro Martepuana. OcoOyio ponb B OOy4eHHUH JHI] C
HapyILICHHBIM  CIyXOM, WIpaloT Buaeomarepuansl. [lo  BO3MOXHOCTH,
npeabsBisieMas BUACOMH(OpMalns MOXKET COMPOBOXKIATHCS TEKCTOBOM Oeryiei
CTPOKOM MJIM CYpAOJIOTUYECKUM TEPEBOIOM.

KouTponps 3HaHul 00ydYaronuxcsi yKa3aHHOW HO30JIOTHHM MOXET BECTHCHh
NPEUMYIIECTBEHHO B MHCBMEHHOM BHJIE, HO I pPa3BUTHS YCTHOW peuw,
PEKOMEHJIyeTCsl MPEeAJIOKUTh O00yYarolleMycsl paccka3aTb OTBET Ha 3aJaHUE B
Te3ucax.

Oco0eHHocTH 00yUeHHA 00YYAIOIIUXCS ¢ HAPYILLIEHUEM 3PEeHHU.

Crnenuguka oOyueHuss crabOBUISMIMX OOYYarOIMIMXCS 3aKI4aeTcs B
CJIETYIOILIEM:

- He00X0IUMO O3UPOBATh YUEOHYIO HATPY3KY;
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- MPUMEHATH CIeNHUabHbIE (OPMBI M METOJbI OOYYEHWHs, TEXHUYECKUE
CpEJICTBA, TO3BOJISIIOIIME BOCIPUHUMATh MHGOPMAIIMIO, a TaKXKe ONTUYECKUE U
TUudIONIEeAArOTrNYECKIe YCTPOMCTBA, pacumpsronme MO3HABATEIIbHBIC
BO3MOYKHOCTH 00YyYaIOIIUXCS;

- YBEJIMYUBATh HMCKYCCTBEHHYIO OCBEIIEHHOCTh MOMEIIEHUN, B KOTOPBIX
3aHUMAIOTCS 00yYaroUUecs ¢ TOHMKEHHBIM 3PEHUEM.

[Ipu 3putenpHOM paboTe y CIA0OBUIAIIMX OOYYaIOIIMXCS OBICTPO
HACTYMaeT YTOMIIEHHWE, 4YTO CHIDKaeT HX paboTOCMOCOOHOCTh, TO3TOMY
HEOOXOJMMO TPOBOJUTH HEOONBIINE TEPEPHIBHI WU TEPEKIIOUCHUE pabodeit
aKTUBHOCTH.

[Ipy ureHMM neKuMi, CIAOOBUASIIUM OOYYAIOUIMMCS CIEAYET pa3peliuThb
WCITOJIB30BaTh 3BYKO3AIMCHIBAIONINE YCTPONCTBA W KOMITBIOTEPHI, KaK CIIOCO0
KOHCIICKTUPOBaHUsI, BO BpeMs 3aHATHH. HeoOXomuMo KOMMEHTHPOBATH CBOHM
JKECThl U HAJIUCU Ha JIOCKE U Mepe/laBaTh CIOBAMHU TO, YTO YaCTO BBIPAXKAETCS
MUMUKOM U KECTaMHU.

[Ipu paboTe Ha KOMIIBIOTEpPE CIEAYEeT HCIOJb30BaTh  MPUHIIMII
MaKCUMAaJIbHOTO CHMIKEHHUS 3pUTEIBHBIX HArpy30K, JO3UPOBAHUE U UepEIOBaHUE
3pUTEIBHBIX HArpy30K C JAPYrMMH BUAaMH JestenbHocTH. Kpome Toro,
HEOOXOJMMO  UCIOJIb30BaTh  CHEIMaJbHBIE MPOrpaMMHBIC  CpeAcTBa IS
YBEIMYCHHS N300pa)KEeHUsI Ha SKpaHe WIH VIS O3ByUYHBaHUs HH(MOpMAITUH.

[Ipyu mpoBenmeHMHM TPOIEAYPH OICHUBAHUS PE3YJIBTaTOB OOyYCHHUS
WHBAJIUIOB | JIUI] C OTPAHUYCHHBIMH BO3MOXKHOCTSIMH 3I0POBBSI 00€CIICUNBACTCS
BBITIOJITHGHHUE CJICTYIONTUX JOMOJTHUTEIBHBIX TPeOOBaHWA B 3aBUCHUMOCTH OT
WHIUBUYAJIbHBIX OCOOCHHOCTENW 00yJaromuxcsi:

1. wabopmarus 1O TOPSAKY TIPOBEACHHS TMPOICAYPHI OICHUBAHUS
IpefocTaBisieTcs B JAOCTynHOW (opme (ycTHO, B NHUCbMEHHOW (dopme, Ha
AJIIEKTPOHHOM HOCHTENE, B Ie4aTHOU (popme yBeInueHHbBIM MIPU(TOM U T.11.);

2. pmoctrymHas (opma MPEJOCTABICHUS 3aJaHUN OIEHOYHBIX CPEACTB (B
neyaTHoi (Gopme, B TmeyaTHOW (opme yBenuueHHbIM mIpudTOM, B (hopme
AIEKTPOHHOTO JJOKYMEHTA);

3. moctyrnHas ¢GopMa MpeAoCTaBlIeHNs OTBETOB Ha 3a/iaHus (MMCbMEHHO Ha
Oymare, HaOOp OTBETOB Ha KOMITBIOTEPE, YCTHO U JP.).

[Ipyn HEoOXoAMMOCTH NIt OOYYAIOIMIUXCS ¢ MHBAIMIHOCTHIO M OOYYaromuxcs ¢

OIrpaHUYCHHBIMH BO3MOXXHOCTAMU 3J0POBbA IPOLCAYpPa OUCHUBAHUA PE3YJIIbTATOB
06yqu1/I$[ M0 AWUCHUIIIIMHE MOIKCT IMPOBOAHUTLCSA B HECKOJBLKO 3TAllOB, a4 TAKXKEC
MOKET OBITh MpeAOCTABJICHO AOIMOJHUTCIILHOC BPEMs IJISA IMOATOTOBKHW OTBETA HaA
3a4€TC HUJIM DK3aMCHC.
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4. KOHTPOJIb U OHEHKA PE3YJIbTATOB OCBOEHMUAA
MMPO®ECCHUOHAJIBHOI'O MOAYJIAA

Kon u HaumeHOBaHME

poQeCCHOHATTBHBIX U

OOIIMX KOMIICTCHITUH,
dbopMupyeMBbIC B paMKax

Kpurepun onenku

MeToabl OlIEHKH

MOy
IIK 1.1. IIpousBoguts | JleMmoHCTpHUpOBaTH TECTUPOBAHUE,
YCTAaHOBKY M HACTPOWKY | yMEHUS YCTAaHOBKM W | SK3aMEH
KOMITIOHEHTOB HACTPOMKHU KBTI (PUKAIIMOHHBIH,
aBTOMAaTU3UPOBAHHBIX KOMITOHEHTOB AKCIIEpTHOE  HAOJI0JIEHNE
(MH(pOPMALIMOHHBIX ) aBTOMATU3UPOBAHHBIX BBITIOJTHEHUS
CUCTEM B 3aUIUIICHHOM | (MH(OPMAIIMOHHBIX ) 1a00paTOpPHBIX PadoT,
VCITOJITHEHUH B | CUCTEM B 3alllMLICHHOM | SKCIIEPTHOE  HaOJII0/IEHUE
COOTBETCTBUU C | ICTIOJIHEHUH B | BBITIOJIHCHHUS
TpeOOBaHUSIMU COOTBETCTBUH C | MpaKTU4YEeCKUX padoT,
HKCIUTYaTallMOHHOM TpeOOBaHUSIMU OLIEHKa pelIeHus
JOKyMEHTAIUH. AKCIUTyaTallMOHHON CUTYallMOHHBIX 3a/1a4,
JIOKyMEHTAIUU OLICHKA npoiiecca u
pE3yNbTaTOB BBINOJHEHUS
BUJIOB PabOT Ha MPAKTUKE
IIK 1.2. | ITposiBneHre yMEHHUSI H | TECTUPOBAHUE,
AJMUHUCTPUPOBATH IIPaKTUYECKOIO  OMBITA | IK3aMEH
pOorpaMMHbIE U | aIMUHUCTPUPOBAHUS KBaTM(PUKAITMOHHBIH,
IPOrpaMMHO- MPOrpaMMHBIX U | DKCIIEPTHOE  HaOIIOJeHUE
anmnapaTrHble POrpamMMHO- BBITIOJTHEHHSI
KOMIIOHEHTHI anmnapaTHbIX 1ab0opaTOpHBIX PadoT,
aBTOMATHU3UPOBAaHHOU KOMITOHEHTOB AKCIIEPTHOE  HAOIOICHHE
(nH(MOPMAITMOHHOM ) ABTOMATU3UPOBAHHOM BBITIOJTHCHUSA
CUCTEMbI B 3alIUIIEHHOM | (MH(POPMAIIMOHHOI) MPAKTUYECKHUX padoT,
VCITOJIHEHHH. CUCTEMBI B | OIICHKA perieHus
3aIUIIEHHOM CUTYallMOHHBIX 3a/1a4,
UCITOJIHEHUH OLICHKA npoiiecca u
pE3yNbTaTOB BBINOJHEHUS
BUJIOB PabOT Ha MPAKTUKE
[IK 1.3. Oo0ecneunBats | [IpoBenenne  mepedHs | TECTUPOBAHUE,
OecriepeOoitHy0 paboTy | paboT 1o 00ECHEUYEeHHIO | IK3aMEH
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aBTOMAaTHU3UPOBAHHBIX
(MH(MOPMAILIMOHHBIX )
CHUCTEM B 3allWIIEHHOM

VCTIOJIHEHUH B
COOTBETCTBHU c
TpeOOBAHUSIMU
AKCIUTyaTallMOHHOM
JOKYMEHTAIUU.

oecniepeboitHON paboThI
aBTOMATHU3HPOBAHHBIX
(MH(MOPMALIMOHHBIX )
CHUCTEM B 3alUIIEHHOM

UCTIOJTHCHUH B
COOTBETCTBHUH C
TpeOOBAHUSIMU
9KCIUTyaTaIMOHHON
JOKYMEHTAIIUU

KBaJIM(PUKALIMOHHBIH,
AKCIIEpTHOE  HaOJ0/IeHHE
BBITIOJIHEHHUS
1ab0paTOPHBIX padoT,
DKCIIEPTHOE  HAOIIOICHNE
BBITIOJTHEHHUSI
MPaKTUYECKUX padoT,
OLICHKA penieHus
CUTYallMOHHBIX 3a/1a4,
OIICHKA nporecca u
pE3yJIbTaTOB  BBINOJIHEHUS
BUJIOB pabOT Ha MPAKTUKE

I[IK 1.4. OcymectBusTh
MPOBEPKY TEXHUYECKOTO
COCTOSIHUSI, TEXHUYECKOE
oOcy>KrBaHUE u
TEKyLIUU PEMOHT,
YCTpaHATh  OTKa3bl W
BOCCTAHABIUBATh
paboTOCTIOCOOHOCTH
aBTOMATU3UPOBAHHBIX
(MH(pOPMAIIMOHHBIX )
CUCTEM B 3alIUIICHHOM
VCIIOJTHEHUH.

[IpoaBnsATh 3HaHHUSA U
YMEHUS B  TPOBEPKE
TEXHUYECKOTO
COCTOSIHUS, TPOBEJICHUU
TEKYIIEro pEMOHTa U
TEXHUIECKOTO
oOcy>KUBaHUs, B
YCTPAaHCHHH OTKa30B W
BOCCTAaHOBJICHHH
PaboTOCTIOCOOHOCTH
aBTOMATU3UPOBAHHBIX
(MH(pOPMAIIMOHHBIX )
CHUCTEM B 3alUIIEHHOM
HCITOJTHCHUH

TECTUPOBAHUE,
dK3aMeH
KBTM(PUKAIIMOHHBIH,
AKCIIEPTHOE  HaOJIIOJCHNE
BBITIOJIHEHHUS
71a00paTOPHBIX padoT,
AKCIIEPTHOE  HAOJIOJIEHUE
BBITIOJTHCHHUS
MPaKTUYECKUX padoT,
OIICHKA perieHus
CUTYaIlMOHHBIX 3a/1a4,
OIICHKA mpoiiecca u
PE3yNbTaTOB  BBITIOJHEHUS
BHUJIOB pa0OT Ha MPAKTHUKE
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