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1. OBIIIASA  XAPAKTEPMCTHUKA  PABOYEM I[TPOI'PAMMBI
[TPO®ECCHUOHAJIBHOT'O MOAVJIA 01 OKCIUIYATALIMA
ABTOMATHU3NPOBAHHBIX (MHO®OPMAILIMOHHBIX) CUCTEM B
SAIIUILEHHOM MCITOJIHEHMI

1.1. Ienb 1 muanupyemble pe3yJibTaTbl OCBOCHUSI MPOGHECCUOHATBHOTO MOTYJIS

1.1.1. B pe3ynbrare usyueHus npophecCuoHaAIbHOIO MOJYJIS CTYACHT JOJHKEH
OCBOMTb OCHOBHOW BHUJ JEATEIBHOCTH OKCIUTyaTalus aBTOMAaTU3UPOBAHHBIX
(uH(MOPMALIMOHHBIX) CUCTEM B 3aLIUIIEHHOM HCIIOJHEHUH U COOTBETCTBYIOIIUE €My
npodeCCUOHANIbHBIC U 00IINE KOMITETCHITUU:

Kon HaumeHnoBanue BUIOB 1€ATEIBHOCTH U MPOPECCUOHAIBHBIX KOMITETEHITHIHA
BA1 DKcIuTyatalys aBTOMAaTU3HPOBAHHBIX (MH(GOPMAIMOHHBIX) CHCTEM B 3alllUIICHHOM
WCTIOTHEHU U

[IK 1.1. | [Ipou3BOoauTh YCTAaHOBKY W  HACTPOMKY KOMIIOHEHTOB aBTOMAaTH3MPOBAHHBIX
(uH(GOPMAIIMOHHBIX) CHUCTEM B 3alUIIEHHOM HCIOJHEHHMH B COOTBETCTBUHU C
TpeOOBaHUSAMU IKCIUTYaTAIIHOHHON JTOKYMEHTAIINH.

[IK 1.2. | AAMUHUCTpUpPOBaTh TNPOrpaMMHBIE U  MPOrpaMMHO-ANNapaTHble  KOMIOHEHTHI
aBTOMAaTU3UPOBAHHOM (MH(POPMALIMOHHO) CHCTEMBI B 3aILIUIIIEHHOM UCIIOJHEHUH.

IIK 1.3. | O6ecnieunBath OecriepeOoiiHyl0 pabOTy aBTOMATHU3WPOBAHHBIX (MH(POPMAIIMOHHBIX)
CHCTEM B 3alllMIICHHOM HWCIIOJHEHHMH B  COOTBETCTBUHM C  TpPeOOBAaHUSIMHU
AKCIUTyaTallMOHHOM JTOKYMEHTAIUH.

[IK 1.4. | OcymecTBisTh HPOBEPKY TEXHUYECKOIO COCTOSIHUS, TEXHHUYECKOe OOCTy)XKHBaHHE U
TEeKyIIMI pPEMOHT, YCTpPaHATh OTKa3bl M BOCCTaHABIMBATh PabOTOCIIOCOOHOCTH
aBTOMAaTU3MPOBAHHBIX (MH(OPMAIIMOHHBIX) CUCTEM B 3alIUILEHHOM HCIIOJIHEHHH.

1.1.2. O0ume KOMIIETEHIINH:

Kon HanmenoBanue BUOB 1€ITEIBHOCTH U TPO(PECCHOHATBHBIX KOMIIETEHITUI

OK 1. | Beibupars ciocoObl perieHus 3a1ad npodeCcCUOHATBHON AeITeTbHOCTH, IPUMEHUTEIHHO
K pa3JUYHBIM KOHTEKCTaM.

OK 2. OcyIecTBIATh MOUCK, aHATTU3 U UHTEPIIpeTalno nHHOpMaluy, HEOOXOIUMOM /st
BBINIOJTHEHUS 33124 PO eCCHOHATBHON JAesITeIbHOCTH.

OK 3. | [InanupoBaTh M peann30BbIBaTH COOCTBEHHOE MPO(HECCHOHATHFHOE U TMYHOCTHOE
pa3BUTHE.

OK 4. | PaGoraTh B KOJUIEKTUBE U KOMaH/Ie, 3((HEKTUBHO B3aUMOJIEHCTBOBATH C KOJIJIETaMH,
PYKOBOJICTBOM, KJIMEHTAMH.

OK 5. | OcymecTBasTh YCTHYIO M MIHCbMEHHYIO KOMMYHUKALIMIO HAa TOCYJapCTBEHHOM SI3BIKE C
Y4€TOM 0COOEHHOCTEH COLMAIBHOTO U KYJIbTYPHOIO KOHTEKCTA.

OK 6. | IIposiBiATH rpa’kAaHCKO-NIATPUOTHYECKYIO O3ULUIO, IEMOHCTPUPOBATH OCOZHAHHOE
MIOBEJICHHE HAa OCHOBE TPAJUIIMOHHBIX OOIIEUEIOBEUYECKUX LIEHHOCTEH, IPUMEHATh
CTaHIapPThl aHTUKOPPYILIMOHHOI'O IIOBEICHUS.




OK 7. | CoxnelicTBOBaTh COXpPaHEHUIO OKPY)KAIOIIEH CpeIbl, pecypcocOepexeHnIo, 3pPpeKTHBHO
JEHCTBOBATh B UPE3BhIUANHBIX CUTYAIHSX.

OK 8. | Mcnonp3oBath cpeacTBa (GU3NYECKON KyIbTYPbI JUISI COXPAHEHHS U YKPETIICHUS 3/10POBbS
B Tpolecce MpohecCHOHANBHON AESTEIBHOCTH U MOAep)KaHIe HEOOXOAUMOTO YPOBHS
(GU3MYECKOil MOATOTOBICHHOCTH.

OK 9. | Ucnonw3zoBarh HHPOPMAIIMOHHBIE TEXHOJIOTHUH B TPOPECCHOHAIIBHON JIEATEIHHOCTH.

OK 10. | [Tons3oBaTbcst mpodecCHOHATBHOM IOKYMEHTAllue Ha TOCYAapCTBEHHOM M HHOCTPAHHOM
SI3bIKAX.

OK 11. | Ucnonb3oBarh 3HAHUS o (buHaHCOBOM rpaMOTHOCTH, IJIAHUPOBATh
MPEIPUHIMATEILCKYIO IeITeIbHOCTh B podeccnoHaIbHOM cdepe.

1.1.3. B pesynbTaTe ocBOeHUs MpO(PeCcCUOHATBLHOTO MOYJIS CTYJICHT JIOJKEH:

Nmets — YCTaHOBKM M HACTPOHKHM KOMIIOHEHTOB CHCTEM 3alluThl HH(POpPMALUU
NPAKTHYECKHi | ABTOMAaTH3UPOBaHHBIX (MH(POPMALMOHHEIX) CUCTEM,
OTIBIT — AJMUHUCTPUPOBAHMUS AaBTOMATU3UPOBAHHBIX CHUCTEM B  3allMILIEHHOM
WCIIOJIHEHUH;
— DJKCIULyaTaluu KOMIIOHEHTOB CUCTEM 3allUTHI uHpOopMaIuu
ABTOMAaTU3UPOBAHHBIX CUCTEM;
— JIMarHOCTUKHU KOMITOHEHTOB CUCTEM 3allUThI uHbopMaIuu

ABTOMATU3HWPOBAHHBIX CHCTCM, YCTPAaHCHHA OTKAa30B W BOCCTAHOBJICHHA
pa6OTOCHOCO6HOCTI/I ABTOMATU3UPOBAHHBIX (HH(bOpMaHHOHHBIX) CUCTEM B
3alllUIIICHHOM MCIIOJTHCHUH

YMETb — OCYULIECTBJIATh KOMILUIEKTOBAaHHUE, KOH(UTypUpOBaHHE, HacCTpPOUKY
ABTOMAaTU3MPOBAHHBIX CUCTEM B 3AIIUIIEHHOM UCIIOJIHEHUU KOMIIOHEHT CUCTEM
3alIUThl HH(OPMAIIMKA aBTOMAaTU3UPOBAHHBIX CHCTEM,

— OpraHMU30BbIBaTh, KOH(GUIYPUPOBATH, TPOU3BOAUTE MOHTAX, OCYLIECTBIIATh
JUArHOCTHKY U YCTPaHITh HEUCIIPAaBHOCTH KOMIIBIOTEPHBIX ceTel, paboTaTh C
CETEBBIMU IIPOTOKOJIAMU PAa3HBIX YPOBHEH;

— OCYIIECTBJIATH KOHPUTYpUPOBaHHUE, HACTPOHKY KOMIOHEHT CHUCTEM 3alllUThI
nH(}OpMAaLIK aBTOMATU3UPOBAHHBIX CUCTEM;

— IPOU3BOAMTH YCTAaHOBKY, aJalTallMil0 M  CONPOBOXKACHUE THUIIOBOI'O
IPOrpaMMHOr0  00ecredeHusi, BXOJAIIET0 B COCTaB CUCTEM  3aIUTHI
nH(OpMaLIUK aBTOMATU3UPOBAHHON CUCTEMBI

— HACTpaWBaTh W YCTPaHATh HEHWCHPABHOCTH MPOrPAMMHO-AIIIAPATHBIX
CpeACTB 3alUThl MHGOPMALMM B KOMIIBIOTEPHBIX CETAX IO 3aJlaHHBIM

IIpaBUJIaM;
— obecrnieunBaTh  pabOTOCIIOCOOHOCTh,  OOHApYKHWBAaTb M YCTPAHATH
HEHCIIPaBHOCTH

3HATh — COCTaB M NMPHUHIHUIIEI pabOThl aBTOMATU3UPOBAHHBIX CHUCTEM, OINEPALIMOHHBIX

CHCTEM U Cpe;
— NPUHIUNBL  Pa3pabOTKH AJITOPUTMOB TPOTPaMM, OCHOBHBIX IPHEMOB
IIpOrpaMMHUpPOBAHUS;

— MoJeNH 0a3 TaHHBIX;

— MPUHIMIBI TIOCTPOCHUS, (PHU3NYECKHEe OCHOBBI PabOTHI TEepHUEPHITHBIX
YCTPOMCTB;

— TCOPCTUUCCKNEC OCHOBLI KOMIIBIOTCPHBIX ceTed U uX arrapaTHbIX KOMIIOHCHT,
CETEBBIX MOJIeJIed, MPOTOKOJIOB U MPUHIIUIIOB a/IpECalllH;




— TOPSIOK YCTAHOBKH M BBOJIA B 9KCILTyaTallMIO CPEJICTB 3aLIUTHI HH(pOpMannu
B KOMITBIOTEPHBIX CETHX;

— MPUHIUIBl OCHOBHBIX METO/OB OPraHU3allMM W TMPOBEICHHS TEXHUYECKOTO
00CITy’)KMBaHHsI BBIYUCIUTEIBHON TEXHUKH M JPYTHMX TEXHHYECKHX CPEJICTB
nHbOpMaTHU3ALINH.

1.2. KonnyecTBo 4yacoB, OTBOAMMOE Ha OCBOCHHUE MPO(PECCHOHATBHOTO MOAYJIS
Bcero 710 yacoB, u3 HHUX
Ha ocBoeHne MJIK — 422 vaca, B TOM 4ncCIIe
Ha npoMexxyTouHyto arrectaruio no MJIK — 30 gacos,
Ha TPaKTUKH — 288 yacos



2. CTPYKTYPA U COAEP’)KXAHUE ITPO®ECCHUOHAJIBHOI'O MOAYJIA
2.1. Ctpykrypa npodeccuonanbaoro moayist 01 Dkcrmyaramnusi aBTOMaTH3UPOBAHHBIX (MH(GOPMAIIMOHHBIX) CHCTEM B
3aIUIIIEHHOM UCIIOJTHEHU U

O06beM MpodeccCHOHATEHOTO MOJTYJIs, Yac.
O6nen O6yuenne mo MJIK, B gac. [TpakTuku
Kozpt o6 i B TOM UHCITe
pa3oBa
npodeccronan HaunmeHoBaHus pasaenos . CamocrosT
TENbHOI Kypcosad yueOHast IIPOU3BOJICTBEHHAS
BbHBIX 06IIII/IX HpO(l)eCCI/IOHaJ'IbHOFO MOAyJIs BCCTO, Ha60paTOpHLIX u CJIbHaA
. MPOTPAMMBI, pabora MPaKTHKa, MPaKTHUKa,
KOMIIETEHIIUH 4acoB MPaKTHYECKNX paGora
yac. 5 (IpoexT), 4acoB 4acoB
3aHATHHU
qacoB
K 1.1. Paznen 1 momymns.
OK 1- OK 11| YcraHoBKa 1 HacTpoiika
ABTOMATHU3MPOBAHHBIX 196 152 76 — 36 _ _
(MHGOPMAIIMOHHBIX ) CHCTEM B
3alIMIIEHHOM HCIIOJIHEHUU
IIK 1.2., Paznen 2 monys.
IIK 1.3, AJIMUHHCTPUPOBAHHUE
K 1.4 ABTOMATHU3HUPOBAHHBIX 304 240 110 - 72 _ _
OK 1- OK 11 (MHQOPMAIMOHHBIX) CUCTEM B
3aIMILIEHHOM HCIIOJIHEHUHN
[Tpou3BoICTBEHHAS TIPAKTHKA (IO
PO(UIIIO CIIEIUATBHOCTH), YaCOB 180 180 _
(eciu mpeyCMOTpEHa HTOTOBAs
(KOHIIEHTPUPOBAHHAS ) TIPAKTHKA)
[IpomesxyTouHas aTTecTauus 30 30 — — — — —
DK3aMeH Mo
MpoeCCHOHATIBHOMY MOTYJTIO - - - - - - -
(IEMOHCTpAIMOHHBIN SK3aMeH)
Bcero: 710 422 186 - 108 180 -




2.2. Tematuyeckuil miaH u cogepxanue npodeccuonanbuoro moayis (IIM)

HanmenoBanue
pa3zesioB U TeEM
npobeccuonaLHoro Coneprxanue yueOHOro MaTepuaiia 1 (popMbl OpraHU3aLUU AEATEIBHOCTH 00Y4atOIUXCs Obmem
monayis (ITM), 4acoB
MEXIUCLUUIIITMHAPHBIX
kypcoB (MJIK)
1 2 3
Paznen 1 moaynst. YcTaHOBKA M HACTPOMKA aBTOMAaTU3UPOBAHHbBIX (MH(MOPMAIIMOHHBIX) CUCTEM B 3aILUIIIEHHOM UCIIOJIHEHUH 204
MJIK.01.01 OnepanmoHHbIE CUCTEMBI 82
Cemectp 4
Pasznen 1. DnemMeHTHI TeOpUH ONEpalMOHHBIX cucTeM. CBOMCTBA ONEPALIMOHHBIX CUCTEM
Tema 1.1. OcHOBBI Conepxanue 6
TEOpHUH ONEpalMOHHbIX | OnpenesneHne onepauoHHoi cucteMsl. OCHOBHBIE NOHATHUSA. VICTOpHS pa3BUTHA ONEpallMOHHBIX cucTeM. Bubl
CUCTEM oIepanroHHbIX cucteM. Kiaccnukanus onepanoHHBIX CUCTEM M0 Pa3HBIM Mpu3HakaMm. OneparuonHas
cucreMa Kak MHTepdeic Mexay NporpaMMHBIM U annapaTHbIM obecrieueHueM. CHCTEeMHbIE BBI3OBBI.
HccnenoBanust B 0671aCTH ONMEPAMOHHBIX CHCTEM.
Tema 1.2. MamunaHO- Conepxanue 8
3aBUCHMBbIC U MaIUHHO- | 3arpy3unk OC. Muunumanu3auus annapatHbeix cpenacts. Iponecce 3arpysku OC.
He3aBHCHMBIC CBOWCTBA | [Tepenocumocth OC. Marmuno-3aBucumbie Moayau OC. 3agaun OC 1o yrnpaBIeHHUO OMepaIusiMi BBOIa-
ONEPAallMOHHBIX CUCTEM | BhIBOJA. MHOrOCI0iHAs MOJIEJb MMOJICHCTEMBI BBOJIa-BhIBOIA. [lpariBepsl. [lomaepxka onepamnuii BBO1a-BbIBOJA.
Pabora ¢ daitnamu. @aiinosas cucrema. Buasl paitnosix cuctem. @usnueckast opranuszanus (ainoBoi
cuctembl. Tumnsl ¢ainos. DaityioBbIe onepalvu, KOHTPOJIb JOCTYMA K (aitiam.
TemaTHka NpakTHUECKUX 3aHATHH U JJaOOpaTOPHBIX padoT 8
Bupryansasie mamunbl. Coznanue, Moaudukaims, padbora
Ycranoska OC
CozfaHue U U3y4eHHEe CTPYKTYPbI pa3/ieloB XKECTKOrO IUCKa
Onepanuu ¢ daitnamu
Tema 1.3. MonynbeHas Copepxanue 2
CTPYKTypa Ok30spo. Monens knueHT-cepep. Pabora B pexxume nosib3oBarens. PaboTra B KOHCOIBHOM pexkUME.
OIEPALMOHHEIX cHCTeM, | OOGOJIOUYKH ONEPAMOHHBIX CUCTEM.
MPOCTPAHCTBO Tematuka npakTHYECKUX 3aHITHH U J1a00paTOPHBIX padoT 2




IIOJIB30BAaTCIA

PaboTa B KOHCOJIBHOM M TpadUuecKoOM peskuMax

Tewma 1.4. Yapasnenue
NaMsIThIO

Conepxanue

OcHoBHoe yripaBienue namsateio. [lonkauka. BupTyanbHast maMatb. AIropuTMBI 3aMelleHUs] CTpaHull. Bonpocsl
pa3paboTKU CUCTEM CO CTPAaHUYHOM opranu3anuei namsta. Bornpocs! peanu3amuu. CerMeHTanus namMsta

Temaruka npakTUYECKUX 3aHIATHHA U J1a00paTOPHBIX padoT

MOHI/ITOpI/IHF 3a UCIIOJIb30BAHUEM ITaMsATH

Tema 1.5. Yopasnenue

Conepxanue

nporeccamu, [Tonsarue npouecca. [Toustie noroka. [loHsTrHe MpuoOpHUTETa U OUEPEH MTPOLIECCOB, OCOOCHHOCTH
MHOT'OIIPOLIECCOPHBIE MHOTOIIPOLIECCOPHBIX CHCTEM. MEXITPOIIECCOPHOE B3aUMOICHCTBHE
CUCTEMBbI [TonsiTre B3auMoOI0KUpPOBKU. Pecypcebl, 0OHapyxeHHne B3auMoOI0KHPOBOK. M30eranue B3auMoOI0KHUPOBOK.
[IpenoTBpaiieHne B3auMoOI0KUPOBOK
TemaTnka MpakTUYECKUX 3aHITHIA U JTa00PATOPHBIX PadoOT
YpasieHue npoueccamm»
HabmtozeHue 3a UCII0JIb30BAaHUEM PECYPCOB CHCTEMBI
Tewma 1.6. Coneprxanue

Bupryanmszauus u
0o0JIayHbIE TEXHOJIOTUHU

TpeboBanus, mpuMeHsieMble K BupTyanuzanuu. [ unepsuzopsl. TexHomoruu 3pPpexTUBHON BUPTyaTU3aUU.
Bupryanm3zanus namsaty. Bupryanuszanusa BBoga-BbiBoIa. BupTyaibHble ycTporicTBa. Borpockl
JIMLEH3UPOBAHUS

O6saunble TexHosoruu. VMcenenoBanust B 006J1aCTH BUPTYaJIU3aliy U 00JIaKOB

TemaTuka IMPAKTUYCCKUX 3aHATUH U J'Ia60paTOpHLIX pa60T

W3yyenue npuMepoB BUpTYyanbHbIX MaiuH (VMware, VBOX)

Pazgen 2. bezomacHOCTh OMNCPAINOHHBIX CUCTCM

Tema 2.1. IlpunHuumnst
MIOCTPOEHHUS 3aLUTHI
uH(popMaIuu B
OIIEpalMOHHBIX
cucTemMax

Conepxanue

[Tonstue 6ezonacHoctu OC. Knaccuduxanus yrpoz OC. Uctounuku yrpo3 nH(GOpMalnoHHONW O€301acHOCTH U
00beKThI Bo3neiicTBu. [Topsiiok obecneyenus: 6e30nacHOCTH MHPOPMALIUH MTPH SKCIUTyaTallui ONepaliMOHHbIX
cucreM. llltatHbie cpeacta OC i 3amuThl HHGOPMALIUU.

AyTeHTH(HKAIMS, aBTOPU3ALIUS, AY/IUT.

TemaTnka MpakTHYECKUX 3aHATUN U 1a00OPaTOPHBIX paboT

anaBneHHe YUCTHBIMH 3alTCAMU MOJIb30BaTeIe U JOCTYIIOM K peCypcaM

AynuT cOOBITUN CUCTEMBI

I/I3y‘-ICHI/IC IOTATHBIX CPCACTB 3aINUTHL I/IH(I)OpMaI_II/II/I B OIICPALIMOHHBIX CUCTCMAX




Paznen 3. Oco6eHHOCTH pabOThl B COBPEMEHHBIX OMEPAIIMOHHBIX CHCTEMaX

Tema 3.1. Coneprxanue 6
OnepanroHHbie O0630p cuctems! Linux. IIpoueccs! B cucreme Linux. Ympasnenue namsaTeio B Linux. BBoa-BbIBOJ B cucteme
cucremel UNIX, Linux, | Linux. ®aiinosas cuctema UNIX.
MacOS u Android Omneparnonubie cucteMbl cemeiictBa Mac OS: 0coO6eHHOCTH,
IPEUMYIIECTBA U HEJJOCTATKH.
Apxutektypa Android. Ilpunoxenus Android
TemaTHka NpaKTHUECKUX 3aHATHH U JJaOOPaTOPHBIX paboT 4
Cozpnanue auctpudbrotuBalinux. Ycranoska.
Pabota B OC Linux.
Tema 3.2. ConeprxaHue 2
Omnepanuonnas cucrema | Ctpykrypa cucteMsl. [Iporieccsl U motoku B Windows. Yrpasienue namsathio. BBoa-BeiBog B Windows.
Windows TemaTHKa MPaKTHYECKMX 3aHATUH M Ja60paTOPHBIX paboT 2
VYcraHoBKa u nepBu4Has HacTporika \Windows.
Tewma 3.3. CepBepHbie Coneprxanue 2
OlepalvOHHbIE OcnoBHoe HazHaueHue cepepHbix OC. OcobenHoctH cepBepHbix OC. PacnpesneneHHble (hailioBble CUCTEMBI.
CHUCTEMbI TemaTHKa MpaKTHUECKUX 3aHATHH U JIAOOPATOPHBIX paboT 4
Pabora c cereBoii (haitioBOl CHCTEMO.
Pabora ¢ cepepnoit OC, Harmpumep, AltLinux.
[Ipomexyrounas arrectauus no MJIK.01.01 6
MJIK.01.02 ba3bl maHHBIX 78
Paznen 1. OcHoBBI Teopun 0a3 TaHHBIX
Tema 1.1. OcHOBHBIE Copepxanue 2
TIOHATHS TeOpuH 0a3 [TonsaTue 6a3bl qaHHBIX. KOMITOHEHTHI cCHcTeMBI 0a3 TaHHBIX: JaHHBIE, allllapaTHOE 00ecIeYeHne, MPOrpaMMHOE
JaHHBIX. Mojenu obecrnieyeHue, nosb3oBatenu. OHONOIB30BATEIBCKHE U MHOTOIIOIb30BATEIbCKUE CUCTEMBI 0a3 JaHHBIX.
JTaHHBIX NuterpupoBannsie u obuue ganabie. OOBEKTHI, CBOMCTBA, OTHOIICHUS. [[eHTpanu3oBaHHOE yIipaBiIeHHE
JAHHBIMH, OCHOBHBIE TpeOOBaHUSI.
Monenu nanHbix. Mepapxudeckue, ceTeBble U pesUOHHbIE MOJETN OpraHu3aluu JaHHbIX. [TocTpensionHbie
MO/IENTN JTaHHBIX.
TepmunHoMOTHS pensunoHHbIX Mozenel. Kimaccudukamus cymaocreit. [[Benannars npasun Kogna nost
OIpeJIeJIeHUs] KOHUENIIMU PESIIIMOHHON MOJIENH.
Tema 1.2. OcHOBEI Conepxanne 2




PENSLUOHHON anredpsl

OcHOBBI pensSIMoHHON anreOpsl. TpaAuIHOHHBIC OTIepaliuy Hall OTHOIICHUAMHU. CIielMaibHbIE ONIepaIliy Ha
oTHoweHusAMH. Onepanuy HaJl OTHOLIEHUSIMU JTONIOJHEHHbIE JledTOoM.

TemaTnka MpakTUYECKUX 3aHITHIA U JTa00PAaTOPHBIX PadOT

OnepauHH HaJ OTHOIICHUAMHA

Tema 1.3. bazoBeie
HOHSTHS U
KJIaCCU(PUKAIUS CUCTEM
yIpaBJieHus 6azamu
JAaHHBIX

Conepxanue

bazoseie mousatuss CYB/I. OcnoBubie dyHkmn, peanmm3yembie B CYB/]. OcnoBubie koMmnoneHTsl CYB]I 1 nx
B3aumoyeiicteue. Unrepdeiic CYB/I. S3wikoBbie cpeacrsa CYB /. Knaccudukamus CYBJl. CpaBHUTENbHAS
xapakrepuctuka CYB/I. 3nakomctBo ¢ CYB/] (110 BBIOOpPY)

Tema 1.4.
IlenocTHOCTD JaHHBIX
KaK KJIFOYEBOE IOHATHE
0a3 JaHHbIX

Conepxanue

IlousTue HCJIOCTHOCTH U HCIPOTUBOPCYNBOCTH JAHHBIX. HpI/IMepH HapymeHus HEJIOCTHOCTH U
HCIIPOTUBOPCUUBOCTU NAHHBIX. HpaBHna H OI'paHUYCHHUA.

Paznen 2. [lpoektrpoBanue 6a3 JaHHBIX

Tema 2.1.
WNudpopmannonnsie
MOJICIIN PEIISIIIMOHHBIX
0a3 TaHHBIX

Coneprkanue

Tunsl nHGOPMAIIMOHHBIX MoIesel. JIorndeckne Moienu TaHHbIX. DU3UYeCcKre MO IAHHBIX.

Tematuka npakTUYECKUX 3aHITHIA U J1a00paTOPHBIX PadoOT

[TpoekTupoBanre HHOOIOTHISCKON MOJICIIN JAHHBIX

Tema 2.2.
Hopmanu3zanus tadmuig
PENSALMOHHON 6a3bl
JTAHHBIX.

Coneprkanue

Heo6xomuMocTs HOpManu3amnuu. AHOMaJIMW BCTaBKH, y/ajaeHus 1 ooHoBieHus. [IpuBenenne Tabiuiib K
NepBOii, BTOpoii U TpeThelt HopMaibHBIM (popmam. [lanbHeimas HopManu3zanus Tabnu. YerBepras U nsrtas
HOopMasibHbIE (GopMbl. [IpMeHeHne mpoliecca HOpMaIU3alUH.

IIpoexkTupoBanue TemaTuka npakTHUECKUX 3aHATUN U 1a0OPaTOPHBIX paboT

CBSA3EN MEXKIY [IpoekTupoBaHue CTpyKTypbl 0asbl JaHHBIX

TabJIUIIaMHU.

Tewma 2.3. Cpeacrsa Conepxanue

aBTOMAaTHU3ALNHU CASE-cpenctBa, CASE-cucrema u CASE-texnonorus. Knaccudukanuus CASE-cpencts. ['paduueckoe
IIPOEKTUPOBAHUS npenacrasieHue Moaeneil npoexktuposanus. UML. JluarpaMma CylHOCTb-CBSI3b, AMarpaMMa OTOKOB JIaHHBIX,

auarpaMmma npCeucACHTOB MCIIOJIb30BAHUS.

TemaTuka IMPAKTUYCCKUX 3aHATHH U JIa60paTOpHLIX pa60T

[IpoexktupoBanue 6a3bl naHHBIX ¢ Hcnonb3oBanueM CASE-cpencts

Paznen 3. Opranu3aius 6a3 1aHHBIX

Tema 3.1. Co3nnanue

\ Conepxanne
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0a3bl JaHHBIX.
ManHunyaupoBaHue
JTAHHBIMU.

Co3nanue 0a3bl naHHbIX. PaboTta ¢ Tabnuamu: co3nanue Tabaullbl, U3MEHEHHE CTPYKTYPbI, HAIIOJHEHNE
TaOJIMIBI JAHHBIMH. Y IIPaBJICHUE 3aUCIAMU: 100aBICHUE, PEAaKTHPOBAaHUE, yaaleHne 1 Hapuranus. Pabora c
0a30#i TaHHBIX: BOCCTaHOBIICHHE U cxkaTHe. OTKpheITHE U MOIUUKAIMS JaHHBIX. KoMaHIb1 XpaHeHus,
n00aBJIeHus], PEAAKTUPOBAHUS, YIAJICHHUS M BOCCTAHOBJICHHS NaHHBIX. HaBuramms no Habopy JaHHBIX.

TemaTuka MpakKTUYECKUX 3aHITHIA U JTa00pAaTOPHBIX PadOT

Coznanwne 6a3pl nanHbIx cpencrBamu CYB/I. Pabota ¢ Tabmuniamu: 1o6aBieHne, peJakTHpOBaHUE, yIajeHue,
HaBUTAIU 10 3aIIHCSIM.

Tema 3.2. MHnekcEl.
CBsi3u MeXy
Ta0JIMIIAMU.
OO0beauHEHNE TA0IHIT

Conepxkanue

[TocnenoBarenbHBIN TOUCK NaHHBIX. COpTUpOBKA U pUIbTpanus JaHHBIX. HAeKcupoBanue Tadnwuil. Pasnmuunbie
THITBI UHACKCHBIX (aitoB. Paboune o6iactu u nceBgoHuMbL. CBs3b Tabau1. O0beTMHEHHE TaO0THII.

TemaTnka MpakTUYECKUX 3aHITHIA U JTa00PATOPHBIX PadOT

Co3ganne B3anMOCBS3EH

CoptupoBKa, MOUCK U GUIbTPAIMS JaHHBIX

CnocoObl 00beIMHEHUS TA0TUL]

Paznen 4. Yopasnenne 6a30i JaHHBIX ¢ ToMoIibio SQL

Tema 4.1.
CTpyKTypHpOBaHHBIN
A3bIK 3ampocoB SQL

Coneprxanue

OO11as xapakTepuCcTHKa S3bIKa CTPYKTYpUPOBaHHBIX 3anipocoB SQL. CTpyKTypbl v TUIIBI JaHHBIX. CTaHIapPThI
si3bika SQL. KoMaH bl onpeiesieHusi JaHHBIX M MAaHUTTYJIMPOBAHUS JAHHBIMHU.

TemaTnka MpakTUYECKUX 3aHITHIA U JTA00PAaTOPHBIX PadOT

Cosznanue 6a3bl JaHHBIX ¢ MoMoIIbl0 koMana SQL. PegaktupoBanue, BCTaBKa U yJalleHWE JTaHHBIX CPECTBAMU
si3p1ka SQL

Tema 4.2. Onepartopsl u
bynakuun sa3eika SQL

Conepxanue

Crpykrypa koMmanzsl Select. Yenosue Where. OniepaTopsl v (yHKIIMU IPOBEPKH YCIoBUM. Jlornueckue
oneparopsl. I'pynnoBbie GpyHkimu. OyHKIMKU JaThl U BpeMeHH. CUMBOJIbHBIE ()YHKIIMH.

TemaTuka npakTHUECKUX 3aHATUHN U 1a0OPaTOPHBIX paboT

C03I[aHI/IC 1 UCIIO0JIb30BAHHUC 3aIIPOCOB. prnHHpOBKa 1 arp€rupoBaHUC JAHHBIX

KoppenupoBaHHbI€ BIOKEHHBIE 3aIIPOCHI

COSI[E[HI/IC B 3a11poCax BbIYUCIISACMBIX nosei. Mcnons3oBaHue YCJIOBI/Iﬁ

Paznen 5. Opranuzanus p

acmpeenéHHbIX 0a3 JaHHBIX

Tema 5.1.
ApXHUTEKTYpbI
pacrpeesieHHbIX 6a3

Conepxanue

ApXHUTEKTYpHI KIHEeHT/cepBep. JJoCTOMHCTBA U HEAOCTATKU MOJIEe apXUTEKTYPhI KIIMEHT/CepBEP U UX BIUSHUE
Ha pyakuronnpoBanue ceteBbix CYB/I. IIpoekTupoBanne 0a3pl JaHHBIX MO KOHKPETHYIO apXUTEKTYPY:
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JAaHHBIX

KIIMEHT-CepBep, pacnpeesicHHble 0a3bl JaHHBIX, MapajuieibHas 00padoTKa TaHHBIX.

OTnuyus ¥ NpeuMyIlecTBa ylaleHHbIX 0a3 JaHHBIX OT JIOKaJIbHBIX 0a3 naHHbIX. [IpenmymiecTBa, HeJOCTaTKH U
MECTO IPUMEHEHUS JBYX3BEHHON U TPEX3BEHHON apPXUTEKTYPBI.

Temartuka npakTUYECKUX 3aHITHHA U J1a00paTOPHBIX padoT

YrpaiieHue J0CTYIoM K 00beKTaM 0a3bl JTaHHBIX

Tema 5.2. CepBepHas
9acTh pacHpeaeIeHHON
0a3bl JaHHBIX

Conepxanue

[Tnaauposanue u pazépreiBanue CYB/] ais paboThl ¢ KIIMEHTCKUMHU MPHIIOKEHUSIMU

Temartuka npakTUYECKUX 3aHITHHA U J1a00paTOPHBIX padoT

VYcranoska CYB/I. Hacrpoiika komnonento CYB/I.

Tema 5.3. Kimmenrckast
4acTh pacrpeeIeHHOM
0a3bl JaHHBIX

Coneprxanue

[TnanupoBanue npwioxeHuit. Opranuzanus nHTepdeiica ¢ moap3oBaresieM. 3HAKOMCTBO C MacTepaMu 1
KOHCTPYKTOpaMH TpH MTpOoeKTUpoBaHuu (Hopm u oTueToB. Tumsl MeHI0. PaboTa ¢ MeHI0: co3naHue,
MOAU(DUKAITHS.

Hcnonn3oBanue O6T>€KTHO-OpI/I€HTI/Ip0BaHHI)IX S3BIKOB IIPOTpaMMHUPOBAHUA AJId CO3AaHMA KJIMEHTCKOM 9acTH
0as3sl JaHHBIX. TexHonoruu J0CTYyIIa.

OnTtumuzanus npousoauteabHoctu padorsl CYB/LL

TemaTnka MpakKTUYECKUX 3aHITHIA U JTA00PATOPHBIX PadOT

Co3pnanue GpopM U OTYETOB

Coznanue MeHto. ['eHeparys, 3amyckK.

HpO(bI/IJ'II/IPOBaHI/IC 3aIpOCOB KJIIMCHTCKHUX HpHJ’IO)KCHPIﬁ.

Paznen 6. AaMuHUCTpHpOBaHUE U O€30MTACHOCTh

Tema 6.1.
OobecrieueHue
LIEJTIOCTHOCTH,
JIOCTOBEPHOCTH H
HEMPOTUBOPEUHBOCTH
TAHHEIX.

Conepxanue

VYrpo3ssl nenoctHocti CYB/]. OcHOBHBIE BUBI M TPUUUHBI BOSHUKHOBEHHSI YTPpo3 1eN0CTHOCTH. Coco0bI
nporuBoaencTus. IIpaBuna, orpaHnyeHus.

ITonsaTHe XpaHumoi npouenypsl. JJOCTOMHCTBA U HEJOCTATKU UCIIONIB30BaHUs XPAaHUMBIX IIpouenyp. Ionsatue
Tpurrepa. S3pIk XpaHUMBIX NPOLEAYDP U TPUTTEpoB. KackagHple BO3ACUCTBUA. Y IIpaBICHUE TPAH3AKIUIMHA U
K3ILIUPOBAHUE NTAMSATH.

TemaTnka MpakTHYECKUX 3aHATUN U 1a00OPaTOPHBIX PaboT

PazpaboTka XpaHUMBIX MIPOLIELYp U TPUITEPOB

Tewma 6.2. [Tepexsar
VCKJIIOUMTENBHBIX

Conepxanue

[ToHsITHE UCKIIOYUTENBHON CUTYallMu. MATKUN U KECTKUU BBIXOJ U3 UCKIIIOUUTENIBHON cuTyaluu. Mecto
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cUTyanuii u oopadboTKa
OIIMO0K

BO3HUKHOBEHUS UCKIIIOUUTENBHON cuTyaruu. OnpeaeneHne XapakTepa omnOKy, BEI3BABIICH UCKITIOUUTEIBHYIO
CUTYALMIO.

Tema 6.3. Mexanusmbl | Coneprkanue 2
3amuThl nHGopMmanuu B | CpeacrBa uaeHTHGUKanuy U ayrenTrudukanun. O6mme ceeaenus. Opranusaius B3aumoaeicteust CYB/] u
CUCTEMAX YIIpaBJICHUS 6a3zoBoit OC. CpenctBa ynpasieHusi 10cTyrnioM. OCHOBHBIE TOHATHUS: CYOBEKTHI U O0BEKTHI, TPYIIIHI
0a3aMu JaHHBIX [10JIb30BaTENeH, IPUBUIIETHH, POJIM U IIPEJCTABICHUS. SI3bIKOBBIE CPEICTBA pa3rpaHUUEHUs JJocTyma. Bubl
MPUBUJICTUI: TPUBHIIETUU 0€30IACHOCTH U 1ocTyna. KoHLenus u peann3anus MeXxaHu3Ma pojei.
CootHouenue npas goctyna, onpenensiembix OC u CYB/I.
Cpencta 3amuThl HHGOpMaNUK B 0a3ax JaHHBIX
TemaTHKa NpaKTHUECKUX 3aHATHH U JJaOOpPaTOPHBIX padoT 2
VYrpaBneHnue mpaBaMu J0CTyma K 0a3aM JTaHHBIX
Tema 6.4. KonmupoBanue | Coaepkanue 2
U TIEPEHOC JTaHHBIX. Coznanue pe3epBHBIX KOMU Bcel 0a3bl TaHHBIX, )KypHaIa TPaH3aKLUH, a TAK)Ke OJHOTO UJIM HECKOJIBKUX
Boccranosnenue ¢aitnos unn QaitnoBeix rpynm. [lapannenusm onepanunii MoguduUKanuy TaHHBIX U KOMAPOBAHUS. THITBI
JTAaHHBIX PE3EpBHOr0 KOMUPOBaHUA. YTIpaBlIeHUE PE3EPBHBIMU KOMUSIMU. ABTOMATH3aLUs IPOLIECCOB KOUPOBAHHUS.
BoccraHoBieHne qaHHbIX
TemaTHka NpaKTHUECKUX 3aHATHH U JJaOOpPaTOPHBIX padoT 4
Ayaut nansbix ¢ nomonipio cpeacts CYB/I u Tpurrepos
Pe3epBHOE KONMpOBaHUE U BOCCTAHOBJIEHUE 0a3 JaHHBIX
[TpomexyTtounas arrectauus no MJIK.01.02 2
VYuyeOHast mpakTHUKa pa3zaena | Mmonyns
Bunet padot
1. VYcraHoBKa NpOrpaMMHOI0 00ecIe4eHusI B COOTBETCTBUU C TEXHUUYECKON TOKyMEHTalueH.
2. Hacrpoiika mapameTpoB pabOTHI MPOrPaMMHOT0 00ECTIEYEeHHs, BKIIFOUAsi CHCTEMBI YIIPaBIeHHs 0a3aMH JaHHBIX.
3. Hacrtpoiika KOMIOHEHTOB MOJCUCTEM 3aLUTHl HH()OPMAIMK ONEPAlIMOHHBIX CHCTEM.
4. VYrmpaBieHHE YYETHBIMH 3aIACSMH TTOJIb30BATEINEH. 36
5. Pabora B onepanoHHbIX CUCTEMaX ¢ COOJIOJICHUEM JIEHCTBYIOLINX TPeOOBaHUM MO 3aluTe HHPOPMAIUH.
6. YcraHoBKa OOHOBJIECHHUS MPOTPAMMHOTO OOECTICUSHHS.
7. KoHTpOJb 11I€T0CTHOCTH MOJICUCTEM 3aIIUTHI HH(POPMALIUU ONIEPALUOHHBIX CUCTEM.
8. BrImoiHEHHE pe3epBHOr0 KOMMMPOBAHUS M aBAPUHHOTO BOCCTAHOBJICHUS PA0OTOCIIOCOOHOCTH OTIEPAIMOHHON CUCTEMBI U 0a3bl TaHHBIX
9. MHcnosnp3oBaHuE MPOTrPaMMHBIX CPEJCTB VI apXUBUPOBaHUS HHPOPMALIUH.
Paznen 2 monynsa. AAMHUHHCTPUPOBAHUE aBTOMAaTU3UPOBAHHBIX (MH(OPMAIIMOHHBIX ) CUCTEM B 3aILUIICHHOM HUCIIOJIHEHUU 314
MJIK.01.03 Cetu u cuctemsbl iepeadu HHGpopMauu 44
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Pasznen 1. Teopust Te1€KOMMYHUKALMOHHBIX CETEN

Tema 1.1. OcHOBHEIE Conepkanue 4
nousATus u onpenenenus | Knaccugukanus cucrem cBszu. CooOmeHus 1 CUrHaIbl. Buibl 371€eKTpOHHBIX curHanoB. CrieKTpaabHoe
npejcrapieHue curHainos. Ilapamerpsl curnanoB. O0beM U MH(YOPMALIMOHHAsE EMKOCTh CUTHAIIA.
Tema 1.2. IlpunHuumnst Copepxanue 2
nepenaun nHpopmanuu | HasHaueHwe U IpUHIMITEI Opranu3anuu cereit. Kiaccugukarus cereit. MHoroypoBHeBblit moaxo. [IpoTokost.
B CETSIX U CUCTEMAX Hutepdeiic. Ctex mpoTokooB. TeneKkoMMyHUKAIIMOHHAS CPEAa.
CBsI3U
Tema 1.3. Tunossie Copepxanue 4
KaHajbel nepenauyn 1 ux | Kanan nepegauun. CeTeBoil TpakT, rpynnoBoi KaHai nepeaayu. Anmnaparypa HU(QpPOBBIX MIE3UNOXPOHHBIX CUCTEM
XapaKTepUCTUKU nepegaud. OCHOBHbIE TApaMETPhbl M XapaKTEPUCTUKH CUTHAJIOB. YIIpoléHHAasi cXxeMa opraiusauuu kadaiga TY
TemaTnka MpakTHYECKUX 3aHATHI U J1a00PaTOPHBIX paboT 2
PacueT npomnyckHol criocoOHOCTH KaHaJla CBSI3U
Paznen 2. Cetu nepegauu JaHHBIX
Tewma 2.1. Apxurekrypa | ComepxaHue 4
Y IIPUHLUIIBI pabOTHI CrpykTypa 1 XapakTepucTuku ceteir. CrnocoObl KOMMYTAIMK U TIepeiaun JaHHbIX. Pactpenenenne GyHKInN 10
COBPEMEHHBIX ceTel CUCTEMaM CETH M aJipecalys MakeToB. MapiipyTusaiys U yIpaBieHUE MOTOKAMH B CETAX CBS3H.
nepeaain TaHHbIX [TpoToKoIIbI ¥ UHTEPQEHCHI YIIPaBICHHUS KaHAJIAMH U CEThIO NEpeaaydy TaHHbBIX.
TemaTnka MpakTHYECKUX 3aHATHI U J1a00PaTOPHBIX paboT 14
Kondurypuposanue cereBoro nntepgeiica paboueil craHumuu
Kondurypuposanue cereBoro uHTepdeiica Mapuipyrusaropa 1o npotokory [P
Koppexkuust mpobsiem uaTepdeiica MapiupyTu3aropa Ha GU3HYecKOM U KaHaJIbHOM YPOBHE
JlnarHocTuka ¥ paspenieHue npodaeM CETeBOro yYpOBHS
JlMarHocTHka U paspelieHue npoodsieM NPOTOKOJIOB TPAHCIIOPTHOT'O YPOBHS
JluarHocTHka U pa3pelieHue npoodsieM NpoTOKOJIOB NPUKIIAJHOTO YPOBHS
Tema 2.2. Conepxanue 2
becniposoaubie cucremsl | becnipoBoaHble kaHaib! cBs3U. becnipoBoanbie cetn Wi-Fi. [lpeumymiectsa u o61acte npumMeHeHus. OCHOBHbIE
nepeIadn JaHHbIX asieMeHThl OecipoBoiHbIX ceTeil. Crannaptsl OecripoBoaHbIX cereil. TexHomorus WIMAX
TemaTuka NpakTHUECKUX 3aHATHI U 1a00paTOPHBIX paboT 4
Hactpoiika Wi-Fi mapmipyru3zaropa
Tema 2.3. CoTOBBIE H Copepxanue 2

CITYTHHUKOBBIC CUCTCMBbI

[TpuHIMIBI GYyHKIMOHUPOBaHUS cucTeM coToBoM cBs3u. Ctannaptel GSM u CDMA. CriyTHUKOBBIE CUCTEMBI
[epeaun JaHHBIX.
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[Tpomexyrounas arrectanus no MJIK.01.03

MJIK.01.04 DkcrutyaTaiiusi aBTOMaTH3UPOBAHHBIX (MHPOPMAIIMOHHBIX) CUCTEM B 3aIIUIIIECHHOM HUCIIOJHCHHH 98
Paznen 1. Pa3paboTka 3alIMIIEHHBIX aBTOMAaTH3UPOBAHHBIX (MH()OPMAIIMOHHBIX) CHCTEM
Tema 1.1. OcHOBEI Conepxanue 6
UH(POPMALIMOHHBIX [Tonatue aBTOMaTHU3MPOBAHHOH (MHPOPMAMOHHOI) cucTeMbl OTinunTenbHble 4epTel AVIC Hanbonee yacto
CUCTEM Kak 00BbEeKTa UCIOJIb3YEMBIX Kiaccu(UKaIuii: mo Macirady, B 3aBUCUMOCTH OT XapakTepa HH(OPMalMOHHBIX PECYPCOB, MO
3aILUTHI. TEXHOJIOTUH 00pabOTKH JaHHBIX, 110 CIIOCO0Y JIOCTYIA, B 3aBUCMOCTH OT OPTaHU3aIlMH CUCTEMBI, TI0 XapaKTepy
WCIIOIb30BaHus HHpopMauH, 1o cepe npumenenus. [Ipumepsr odnacteit npumenenuss AUC. Tlpornecce B
AUC: BBOA, 00paboTKa, BEIBOJ, 0OpaTHas cBsA3b. TpeboBanus k AUC: rTuGKocTh, HAEKHOCTD, 3()(HEKTUBHOCTS,
0€30MaCHOCTb.
OcHOBHBIE 0COOEHHOCTH COBpEMEHHBIX POEeKTOB AVIC. DIeKTpOHHBII JOKYMEHTOOOOPOT.
Temarnka MpakKTUYECKUX 3aHITHIA U J1a00PaTOPHBIX PadOT 2
Paccmotpenue npumMepoB GyHKIMOHUPOBAHUS aBTOMATU3UPOBaHHBIX HH(popMamoHHbIX cucteM (EI'AVC,
Poccuiickast Topropasi cucrema, aBTOMaTH3MPOBaHHAS WH(POPMAIIMOHHAS CHCTEMa KOMIIAaHHUH )
Tema 1.2. JKusHeHHbIit Conepkanue 6
ITUKJT [Tonsitue xu3znennoro mukiaa AWC. [Iporneccs xuznenHoro mukia AVC: ocHOBHBIE, BCIOMOTATEIbHEIE,
aBTOMATHU3MPOBAaHHBIX opranuzanuonnsie. Ctagun xu3HeHHoro mukia AUC: moaenupoBanue, yrpaBieHue TpeOOBaHUSIMU, aHATIU3 U
CUCTEM IIPOEKTUPOBAHKE, YCTAHOBKA U CONPOBOXAeHUE. Mojaenu xu3HeHHoro nukia AVC.
3aa4yu 1 3Tanbl IPOEKTUPOBAHUS aBTOMATU3MPOBAHHBIX CUCTEM B 3alllMIIEHHOM HCHOJIHEHUU. MeToaonoruu
npoekThupoBanus. Opranuzanus paboT, QYHKIIMY 3aKa3YUKOB U Pa3pabOTUHKOB.
TpeboBanus K aBTOMaTU3UPOBAHHOM CHCTEME B 3aLUIIIEHHOM MCIOTHEHUU. PabOThI Ha CTausAX U dTanax
CO3JIaHMs aBTOMATU3UPOBAHHBIX CUCTEM B 3aILUIIEHHOM UCIOIHEHUH. TpeOoBaHMsI 110 3alUTe CBEICHUH O
CO3/1aBa€MOI aBTOMaTU3UPOBAHHON CUCTEME.
TemaTuka npakTHUECKUX 3aHATUHN U 1a0OPaTOPHBIX paboT 2
Pa3paboTka TEXHUYECKOTO 3a/1aHMs Ha IPOEKTUPOBAHUE aBTOMATU3UPOBAHHON CHCTEMBI
Tema 1.3. Yrpo3sl ConepxaHue 4
6€e301acHOCTH [TorennuanpHbIe YTpo3bl 0€30MaCHOCTH B aBTOMATU3MPOBAHHBIX cUcTeMax. VICTOYHUKH U 0OBEKTHI BO3EHCTBUS
uH(popMaluu B yrpo3 6e3omnacHocty nHpopManuu. Kpurepuu kinaccuduxamnuu yrpo3. Meroibl OlleHKH OMacHOCTH yrpo3. bank
aBTOMATHU3MPOBAHHBIX JAHHBIX yrpo3 0e30macHoCcTH MH(POpMAITUU
crucremax [Tonsitue ysi3BuMocTH yrpo3bl. Knaccudukanus ysi3BUMOCTEH.
TemaTHka npakTHUECKUX 3aHATHH U JJaOOpaTOPHBIX padoT 6

KareropupoBanue nH(pOpMallMOHHBIX PECYPCOB
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Ananu3 yrpo3 6e30macHOCTH HHpOpMaUU

[TocTpoenue Mozieau yrpo3

Tema 1.4. OcHOBHBIE
MEpBI 3alUTHI
uHpopManuu B
aBTOMATU3UPOBAHHBIX
cucreMax

Conepxanue

OpraHu3annoHHbIe, IPABOBbIE, IPOrPaMMHO-AMNIAPATHbIE, KPUIITOrpadUUeCKre, TEXHUYECKHE MEPhI 3aLUThI
nH(bOpMALMU B aBTOMATU3HPOBAHHBIX CUCTEMaX.

HopmaTuBHO-IpaBoBast 6a3a aj1st onpeesieHus Mep 3aluThl HH(GOpMaIUy B aBTOMAaTU3UPOBAHHBIX
MH(OPMALMOHHBIX CHCTEMax U TpeOOBaHUN K HUM

Tema 1.5. Conepxanue
U TIOPSZI0K
skcrutyaraiuu AC B
3aIUIIIEHHOM
HUCIIOJIHCHUN

Coneprxanue

12

Wnentudukanus u ayTeHTUPHUKAIUSA CYOBEKTOB JOCTYNa U 00BEKTOB AOCTYIIA.
VYnpasiieHue J0CTYIIOM CYObEKTOB JOCTYNA K 00bEKTaM JIOCTyIa.

OrpaHuueHue NporpaMMHOM CpeJibl.
3anTa MaIIMHHBIX HOCUTENEH nHpOpMaIH

Perucrparnus cobpITuii 6€301aCHOCTH

AnTuBHpYcHas 3amuTa. OOHapyKeHUEe IPU3HAKOB HAJIMYUS BPEAOHOCHOIO IPOrPaMMHOTr0 00ecreueHusl.
Peanunzanus antuBupycHoi 3amuThl. OOGHOBIEHHE 0a3 JTaHHBIX IPU3HAKOB BPEAOHOCHBIX KOMITBIOTEPHBIX
IIPOrPaMM.

Ob6napy>kenue (MpeaoTBpalleHne) BTOPKEHUN

Kontposnb (ananu3) 3amuiieHHOCTH HHGOpMAITIT
ObecneueHue 1EIOCTHOCTH UHPOPMALIMOHHONW CUCTEMBI U MH(OpMaIK
ObecneyeHne TOCTYMHOCTH HHPOPMAIIUH

Texnonoruu Bupryanusanuu. Llens coznanus. 3agaun, apXUTeKTypa 1 OCHOBHbIE pyHKLUU. [IpenmyiiecTa ot
BHEJIPEHUS.

3amuTra TEXHUYECKUX CPENICTB.
3amuTa HTHPOPMAIIMOHHOM CUCTEMBI, €€ CPEJCTB, CUCTEM CBSI3U U NIEpeaul JaHHBIX

Pe3epBHoe KOIIMPOBAHUC U BOCCTAHOBJICHNUEC JaHHBIX.

COHpOBO)KI[eHl/Ie aBTOMaTI/ISI/IpOBaHHI)IX CHUCTCM. YHpaBJ'IeHI/Ie pI/ICKaMI/I U UHIUACHTaAMHN yr[paBJ'IeHI/IH
0€30I1aCHOCTBIO.

Tema 1.6. 3amura

Conepxxanue
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uHpopMaluu B
pacnpeseneHHbIX
AaBTOMATH3UPOBAaHHBIX
cucTeMax

MexaHU3MBbl ¥ METO/IbI 3aIIUTHI HH(OPMAIIMK B paclpeieIeHHBIX aBTOMATU3UPOBAHHBIX CUCTEMAX.
ApXHTEKTypa MEXaHU3MOB 3alLUThl PACIPEACICHHBIX aBTOMATU3UPOBAHHBIX CUCTEM. AHAJIN3 U CUHTE3
CTPYKTYPHBIX M (DYHKIIHOHAJIBHBIX CXEM 3alUIIEHHBIX aBTOMAaTH3UPOBAHHBIX HH(POPMAITMOHHBIX CUCTEM.

Tema 1.7. Ocobennoctu
pa3paboTKu
UH(HOPMAIMOHHBIX
CHCTEM TEePCOHATBHBIX
TAHHBIX

Conepxanue

O6H_II/IG Tpe6OBaHI/I${ I10 3aIIUTE NEPCOHAIBHBIX JaHHBIX. CocraB u COACPKAHUE OPraHu3alilMOHHBIX U
TCXHUYCCKUX MCP I10 3aIlIUTC I/IH(bOpMaL[I/IOHHBIX CHUCTCM NCPCOHAIbHBIX JaHHBIX. HOpSII[OK B5160pa MCDp 110
obOecreyeHno 0e30IMacHOCTH INEpCOHANIBHBIX JaHHBIX. TpC6OBaHI/IH I10 3a1IUTEC IIEPCOHAJIBHBIX JaHHBIX, B
COOTBCTCTBHUH C YPOBHEM 3allUIIICHHOCTH.

Tematuka npakTUYECKUX 3aHITHIA U J1a00paTOPHBIX padoT

Onpenenenus yposus 3anmumennoct UCIIIH u BeiOop Mep no obecnieuenuto 6ezonacuoctu [1/1H.

Pa3znen 2.0xcmiyaranys 3alMIeHHBIX aBTOMAaTU3UPOBAHHBIX CUCTEM.

Tema 2.1. Ocobennoctu | Conepikanue
SKCILTyaTaluu Ananu3 nHGOPMAIIMOHHOW HH(PACTPYKTYpBl aBTOMATU3UPOBAHHON CUCTEMBI U €€ 0€30IacCHOCTH.
aBTOMaTHU3UPOBAHHBIX
CHCTeM B 3amumenHoym | METO/Ibl MOHUTOPHHIA ¥ aY/IUTa, BBIABJICHUS YIPO3 HHYOPMALMOHHON OE30I1aCHOCTH aBTOMATU3UPOBAHHBIX
UCTIOJTHEHUH. CHCTCM.
Copaep:xaHue U MOPSI0K BHINOIHEHUS paboT MO 3aluTe HHGOpMaLUU IpU MOAEPHU3ALMH aBTOMATU3UPOBAHHOMN
CHCTEMBI B 3aIIAIIIEHHOM HCITOJTHEHNH
Tema 2.2. Conepxanue
AZIMUHUCTPHPOBaHHE 3anaun ¥ QpyHKIMU aAMUHUCTPUPOBAHUS aBTOMAaTU3UPOBAHHBIX CUCTEM. ABTOMATH3allMs YIIPABJICHUS CEThIO.
4aBTOMAaTU3MPOBAHHBIX Opranusanus aIMUHUCTPUPOBAHHS aBTOMATU3UPOBAHHBIX CUCTEM. A TMUHUCTPATUBHBIN EpCOHAN U paboTa C
CHCTEM

IIOJIB30BATCIIAMU. anaBneHI/Ie, TCCTUPOBAHHUC U SKCILTyaTallusd aBTOMAaTU3UPOBAHHBIX CUCTEM. MGTOJII)I,
CITOCOOBI U cpeacrBa oOecrieueHus OTK3.3OYCTOI\/‘ILII/IBOCTI/I ABTOMATU3UPOBAHHBIX CHUCTEM.

Tema 2.3. JlesTeIbHOCTD
nepcoHaa mno
IKCIUTyaTaIlu
ABTOMAaTH3UPOBAHHBIX
(uH(pOPMAITOHHBIX )
CHCTEM B 3aIIUIICHHOM

Conepxanue

Conepxanue ¥ OpsIAOK ACSTEIbHOCTH MEPCOHAIA MO AKCITyaTalliy 3alMIIEHHBIX aBTOMATU3HPOBAHHBIX
CUCTEM U TOJICUCTEM 0€30MacHOCTH aBTOMATHU3UPOBAaHHBIX crucTeM. OOIue 00513aHHOCTH aIMHUHICTPATOPa
nH(pOpPMaITMOHHOM 0€30MaCHOCTH aBTOMATHU3UPOBAHHBIX CHCTEM.
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HUCIIOJIHCHUU

Tema 2.4. 3amuTa oT Conepxanue 6
HECaHKIMOHUPOBAHHOIO | OcHoBHbIe mpuHIKMBI 3amUThl 0T HCJI. OcHoBHbIe criocoOs HCJI. OcHOBHBIEC HampaBieHUs 00SCIICUCHHS
noctyna Kk uHdopmanuu | 3amutel 0T HCJI. OCHOBHBIC XapaKTePUCTUKU TeXHHYIECKUX cpeacTs 3amuTbl o HCII. Opranusanus paboT mo
zamure oT HC/I.
Knaccudukanus aBToMaTu3upoBaHHbIX cucteM. Tpedosanus mo 3aumre nHGopmanuu ot HCJ gnst AC
Tpeb6osanus 3anumenHoctd CBT or HCJ x nndopmarun
TpeboBanust kK cpeCTBaM 3alIUTHI, 0OeCTIeYnBarOIIUM Oe3onacHoe B3aumoaeicTaue cereid 9BM, AC
TIOCPEJICTBOM YIIPABJICHHSI MEXKCETEBBIMU MIOTOKAMU MH(POPMALIMH, U PEAIM30BaHHBIX B Bujae MO
Tema 2.5. C3U or HC]l | Conepxkanue 8
Ha3nauenue 1 0CHOBHbBIE BOBMOXKHOCTH CHCTEMBI 3aIIUThl OT HECAHKLIMOHUPOBAHHOIO AOCTYNa. APXUTEKTypa U
cpeacTsa ynpasienusd. O0muye npuHLIUIb yipasieHusi. OCHOBHbIE MEXAaHU3MBbI 3aILUTh. Y IPaBJIEHUE
ycrpoiictBamu. KoHTpounb annapaTtHoil koHGUrypanuu kommnbtorepa. MzoupaTtensHoe pa3rpaHudyeHue Jo0CTyma K
YCTPOWCTBAM.
VYnpasieHue 10CTyIoM U KOHTPOJIb TIeYaT KOHpHIeHIMaIbHOH nHdopMmarmn. [IpaBuna paboTsr ¢
KOH(UIEHIIMATbHBIMU pecypcamu. HacTpolika MexaHu3Ma IOJIHOMOYHOTO ylpaBieHus aocrynom. Hactpoiika
perucTpanuu coObITHI. YpaBlieHuEe peXUMOM MTOTOKOB. YTIPaBJI€HUE PEKUMOM KOHTPOJIS ITeYaTH
KOH(HICHIIMATbHBIX JJOKYMEHTOB. YpaBieHue rpudamMu KOHGUISHIHATbHOCTH.
ObecrnieueHue 11eI0CTHOCTH HH()OPMALIMOHHON CUCTEMBI M HHpOpMAaLMH
I{eHTpasn30BaHHOE YIPABJICHUE CUCTEMOH 3aIIUThI, ONEPATUBHBIA MOHUTOPUHT U ayAUT 0€300aCHOCTH
Temaruka npakTUYECKUX 3aHITHH U 1a00paTOPHBIX padoT 14
Ycranoska u Hactporika C3U or HC/]
3amuTa BX0oJa B cucTeMy (MACHTUQUKAIMS U ayTeHTU(PUKAIMS 10Ib30BaTeNeH)
PasrpannueHune nocryna K yCTponucTBam
YpasineHue J0CTYyIIOM
Hcnonp30BaHre NPUHTEPOB VIS [TeYaTH KOH(UIEHIIMAIbHBIX JOKYMeHTOB. KoHTposib neyatu
HacTpoiika cuctemsl ajis 3a1a4 ayiuTa
Hactpoiika KOHTpOJIs HETOCTHOCTH U 3aMKHYTOW IPOTPAMMHOM CPEIbl
[{eHnTpasin30BaHHOE YIPABJICHUE CUCTEMOM 3aIUThI, ONIEPATUBHBI MOHUTOPUHT U ayAUT 6€300aCHOCTH
Tema 2.6. Conepxanne 4
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Okcrnyatanus cpeacts | [Topsok ycTaHOBKH M BBOJIA B OKCILTYaTaIMIO CPEJICTB 3aIUTHl HHPOPMAIIMH B KOMIBIOTEPHBIX CETSIX.
3aIIuThl HHGQOpMauuK B | [TpUHIMITBI OCHOBHBIX METO/IOB OPTaHU3ALMH U TIPOBEACHHS TEXHHUYSCKOTO 00CITY)KHBAHHUS BHIYUCIUTEIBHOM
KOMIIBIOTEPHBIX CETAX TEXHUKHU U IPYTUX TEXHUUYECKUX CPEJICTB MHPOPMATH3AINH
JIMarHocTHKa KOMIIOHEHTOB CHCTEM 3allUThl MHPOPMALMU aBTOMATU3UPOBAHHBIX CUCTEM, YCTPAHEHHE OTKA30B
Y BOCCTaHOBJIEHHE pabOTOCIIOCOOHOCTH aBTOMATU3UPOBAHHBIX (MH(POPMALMOHHBIX) CUCTEM B 3aIIUIIICHHOM
UCIIOJIHEHUHU
Hactpolika u ycTpaHeHre HeHCIIPaBHOCTH MPOTPaMMHO-aNapaTHBIX CPECTB 3aLIUTh HH()OPMAIIHH B
KOMIIBIOTEPHBIX CETSIX MO 33JaHHBIM IPaBUIAM
TemaTuka MpakKTUYECKUX 3aHITHIA U JTa00paTOPHBIX padOT 2
YcrpaHeHne 0TKa30B M BOCCTaHOBIIEHHE PA00OTOCIIOCOOHOCTH KOMIIOHEHTOB CUCTEM 3allUThl HH(OpMaIu
aBTOMATHU3UPOBAHHBIX CHCTEM
Tema 2.7. Coneprxanue 2
JlokymeHTa1us Ha
SAEIIAEMYEO OcHoBHbIE OKCIUTYATAUMOHHDBIE JOKYMEHTBI 3alIHMILIECHHbIX aBTOMATH3HPOBAHHBIX CHCTEM. Pazpabotka u BeneHue
ABTOMATHSHPOBAHEYIO OKCILYaTalMOHHOH JI0KYMEHTALIH 3aIIHILCHHbIX aBTOMATH3HPOBAHHDBIX CHCTEM. AKT BBOJIa B 3KCILTyaTallUIO Ha
cucTemy aBTOMATHU3HPOBAHHYIO cucTeMy. TeXHUUYECKUi NacopT Ha 3alUIaeMyl0 aBTOMAaTU3UPOBAHHYIO CUCTEMY.
Temarnka MpakTUYECKUX 3aHITHIA U JTa00PaTOPHBIX PadOT 2
OdopmiieHre OCHOBHBIX IKCIUTYaTallMOHHBIX JIOKYMEHTOB Ha aBTOMAaTU3UPOBAHHYIO CHCTEMY.
[Ipomexxyrounas arrecranust no M/IK.01.04 2
MJK.01.05. Dxcruryararnusi KOMIBIOTEPHBIX CETeH 108
Paznen 1. OcHOBBI Iepeauy TaHHBIX B KOMIIBIOTEPHBIX CETAX
Tema 1.1. Conepxanue 2
Mopenu ceTeBoro Mognens OSI. Yposuu monenu OSI. Bzanmopeiicteue Mexny ypoBHsmu. MHKkancynauus nasssix. Onucanue
B3aMMOJICHCTBUS ypoBHe# mogenu OSI.
Monens u crek nporokosioB TCP/IP. Onucanue yposneit mogenu TCP/IP.
TemaTHka NpakTHUECKUX 3aHATHH U JJaOOpaTOPHBIX padoT 2
N3ydeHue neMeHTOB KaOelbHOI CUCTEMBI.
Tema 1.2. Conepxanne 2
Puznyeckuili ypoBeHb [TonsiTre nuHUK U KaHana cBsi3u. CurHasibl. OCHOBHBIE XapaKTEPUCTHKHU KaHAJIa CBS3H.
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monenu OS]

MGTOI[I:I COBMCCTHOI'O UCIIOJIb30BAHUA CPCABI ICPCAaun KaHaJla CBA3U. MYJILTI/IHJIGKCI/IPOBEIHI/IG U MCTOABI
MHOXCCTBCHHOI'O JOCTYIIA.

OnToBOJIOKOHHBIC IMHUU CBS3U

CranmapTsl Kabesel. DeKTpudecKasi MpOBOIKA.

becnipoBoHas cpena nepenayu.

Temaruka npakTUYECKUX 3aHIATHHA U J1a00paTOPHBIX padoT

Co3nanue cereBoro kabesisi Ha OCHOBE HedKpaHUPOBaHHOM BUTOM mapel (UTP)

CBapKa OIITHYCCKOI'O BOJIOKHA

Tema 1.3.
Tononorus
KOMITBIOTEPHBIX CETEH

Conepxkanue

[Tonsatue Tononoruu cetu. CereBoe 06opynoBanue B Tonojoruu. O630p ceTeBbIX TOMOJIOTHH.

Temartuka npakTUYECKUX 3aHIATHIA U 1a00paTOPHBIX PadOT

Pa3pa60TKa TOIIOJIOTH CETU HEOOJIBIIIOTO MpCAIPUATHA

[TocTpoeHHE OAHOPAHIOBOU CETH

Tema 1.4.
Texuomoruu Ethernet

Coneprkanue

0O0630p TEXHOJIOTH TOCTPOCHHUSI JJOKAJIbHBIX CETEH.

Texnonorus Ethernet. ®usnueckuii ypoBeHb.

Texnonorus Ethernet. KananpHblil ypoBeHb

TemaTnka MpakTUYECKUX 3aHITHIA U JTa00PATOPHBIX PadOT

N3ydenue agpecanuu KaHaubHoro yposss. MAC-anpeca.

Tema 1.5. TexHomoruu
KOMMYTaluu

Conepxanue

Anroput™ npo3paqsoro mocra. Meroasl kommyTtanuu. TexHosornn kommyranuu 1 mogens OSI.

KoHCTpyKTHBHOE UCTTOTHEHHE KOMMYTAaTOPOB. PU3NYECKOE CTEKUPOBAHUE KOMMYTATOpPOB. [IporpamMmmuoe
obecreyeHne KOMMYTaTOPOB.

OO61uue NpUHLIKIB ceTeBOro nu3aiiHa. TpexypoBHeBas uepapxudeckasi MOJENb CeTH

Texuonorus PoweroverEthernet

TemaTuka IMPAKTUYCCKUX 3aHATHUH U J'Ia60paTOpHLIX pa60T

CozniaHne KOMMYTHPYEMOW CEeTH

Tema 1.6. CeteBoii
npotokon IPv4

Conepxanue

CereBoii ypoBeHs. [Iporokon IP Bepcun 4. O6mue GyHKIINN KIacCOBOM 1 0€CKIIACCOBOM aJpecalivi.
Belaenenue aapecos.

Mapmpyruzanus nakeros [Pv4

[IpOTOKOJIBI TMHAMUYECKON MapIIpyTU3aLUuU
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TemaTHka NpaKTHUECKUX 3aHATHH U JJaOOpPaTOPHBIX paboT

N3yuenue [P-anpecanmm.

Tema 1.7. CkopocTHbIE
U OEeCIIPOBOIHBIE CETH

Conepxanue

Cets FDDI. Cets 100VG-AnyLAN
CBepXBBICOKOCKOPOCTHBIE CETH
becnipoBoaHble ceTn

Temartuka npakTUYECKUX 3aHITHHA U J1a00paTOPHBIX padoT

Hactpoiika 6ecripoBOIHOTO CETEBOTO 000PYAOBAHUS

Paznen 2. TexHOJIOrHMM KOMMYTAIIMKM M MapIIpyTU3aIlii COBpeMEeHHBIX ceTeil Ethernet

Tema 2.1.
OcCHOBBI KOMMYTaIIUU

Conepxanue

OYHKIIMOHUPOBAHNE KOMMYTATOPOB JIOKATBHON CETH. APXUTEKTypa KOMMYTaTOpoB. Tumsl nuuTepdeiicon
KOMMYTaTOPOB.
YrpasiieHue TOTOKOM B MOJTYAYIUIEKCHOM U AYIUICKCHOM PEKHUMaX.

XapaKkTepUCTUKHU, BIUSIOIIME HAa IPOU3BOAUTEILHOCTh KOMMYTAaTOpoB. O030p (QyHKIIMOHATIBHBIX BO3MOYKHOCTEN
KOMMYTaTOpPOB

TemaTnka MpakTUYECKUX 3aHITHIA U JTa00PATOPHBIX PadOT

PaboTa ¢ 0OCHOBHBIMU KOMaHIaMH KOMMYTATopa.

Tema 2.2. Coneprxanue
Hauanenas nacrpoiika | CpencTsa yrpasieHus: KoMMyTaropamu. [lokiroueHre K KOHCOIH HHTepeiica KOMaHTHON CTPOKH
KOMMYyTaTopa kommyTtaropa. Iloaxmouenne k Web-untepdeiicy ynpasieHHss KOMMYTaTopa.
HavanpHas koHQUrypauus KoMMmyraropa. 3arpy3ka HOBOro porpaMMHOI0 0OecrieueHusl Ha KOMMYTaTop.
3arpy3ka 1 pe3epBHOE KOIMPOBaHHE KOHPHUTypallui KOMMYTATOpa.
TemaTuka npakTHUECKUX 3aHATUHN U 1a0OPaTOPHBIX paboT
Koman 11 00HOBIIEHHSI TPOTPAaMMHOT0 00ecrieueHUs] KOMMyTaTopa u
COXPAHEHHUsI/BOCCTAHOBJICHUSI KOHOUTYPALIMOHHBIX (ailioB
Komanne! ynipasnenus tabnuamu kommytauud MAC- u IP-
aapecoB, ARP-Tabnuibt
Tema 2.3. Conepxanue
BupryansHsie Tunst VLAN. VLAN na ocHoe nmoptoB. VLAN Ha ocHoBe crannapta I[EEE 802.1Q. Cratuueckue u
JIOKAJIbHBIE CETH muHamuueckue VLAN. TIporokon GVRP.
(VLAN) Q-in-Q VLAN. VLAN Ha 0cHOBe MOPTOB U POoToK0I0B — cranaapt IEEE 802.1v. ®yukuus

TrafficSegmentation

TemaTuka IMPAKTUYCCKUX 3aHATHH U JIa60paTOpHLIX pa60T

21


http://learn.dlink.ru/mod/lesson/view.php?id=438&pageid=1035
http://learn.dlink.ru/mod/lesson/view.php?id=440&pageid=1041
http://learn.dlink.ru/mod/lesson/view.php?id=440&pageid=1043
http://learn.dlink.ru/mod/lesson/view.php?id=440&pageid=1043
http://learn.dlink.ru/mod/lesson/view.php?id=440&pageid=1047
http://learn.dlink.ru/mod/lesson/view.php?id=440&pageid=1044
http://learn.dlink.ru/mod/lesson/view.php?id=440&pageid=1048
http://learn.dlink.ru/mod/lesson/view.php?id=440&pageid=1049
http://learn.dlink.ru/mod/lesson/view.php?id=443&pageid=1053
http://learn.dlink.ru/mod/lesson/view.php?id=443&pageid=1054
http://learn.dlink.ru/mod/lesson/view.php?id=443&pageid=1060
http://learn.dlink.ru/mod/lesson/view.php?id=443&pageid=1060
http://learn.dlink.ru/mod/lesson/view.php?id=443&pageid=1061
http://learn.dlink.ru/mod/lesson/view.php?id=443&pageid=1064
http://learn.dlink.ru/mod/lesson/view.php?id=443&pageid=1064
http://learn.dlink.ru/mod/lesson/view.php?id=443&pageid=1077
http://learn.dlink.ru/mod/lesson/view.php?id=443&pageid=1077

Hactpoiika VLAN na ocHose cranaapta IEEE 802.1Q

Hactpoiika npotokona GVRP.

HacTtpoiika cermenraiuu Tpaduka 6e3 ucnonab3oBanus VLAN

Hacrpoiika ¢pyakuun Q-in-Q (Double VLAN).

CamocrostenbHas pabota mo co3panuto JIBC Ha ocroBe crannapra IEEE 802.1Q.

Tema 2.4.

OYHKIMH TOBBIIICHUS
HAIEKHOCTH U
IIPOU3BOIUTECIIEHOCTH

Conepxanue

IIpotokon Spanning Tree Protocol (STP). Ysa3sumocTtu nporokona STP.

Rapid Spanning Tree Protocol. Multiple Spanning Tree Protocol.

JlonosHuTEeNbHbIE (DYHKIIMH 3aLIUTHI OT METeNb. ATPErMPOBAHUE KAHAJIOB CBS3H.

Tematuka npakTUYECKUX 3aHITHIA U J1a00paTOPHBIX padoOT

Hacrpoiika mporokomnoB cBszyromero nepesa STP, RSTP, MSTP.

Hactpoiika ¢ynkiuu 3amutsl ot oOpa3zoBanus nereinb LoopBackDetection

ArperupoBaHue KaHAJIOB.

Tema 2.5.
AJpecalus CeTeBoro
YPOBHS U
MapIpyTH3aIUs

Coneprxanue

O0630p agpecauuu cereBoro yposss. @opmuposanue noacereil. beckinacconas agpecauus [Pv4. Crioco6st
koHburypammu [Pv4-agpeca.

[Tporokoi IPv6. dopmupoBanue uaeHTHGUKaTOpa HHTEpderica.
Cnoco6s1 koHpurypamuu IPv6-aapeca.

ITnanuposanue nozacereit IPv6. [Iporokon NDP.

[TonsTre MapupyTH3anyy. /J{MCTaHIMOHHO-BEKTOPHBIE MPOTOKOJIbI Mapupyrtu3auu. IIporokon RIP.

TemaTuka IMPAKTUYCCKUX 3aHATHUH U J'Ia60paTOpHLIX pa60T

OcHOBHbIE KOH(PUTYpaLlMU MapIIpyTH3aTOPa.

PacipenHble KOHUrypaiy MapiuipyTu3aropa.

Pabota ¢ nporokosiom CDP.

Pa6ora ¢ npotokonaom TELNET. Pabota ¢ npotokosiom TFTP.

Pab6ota ¢ nporokosiom RIP.

Pabota ¢ mpotokosnom OSPF.

Kondurypuposanue ¢pynkuuu Mapupyruzaropa NAT/PAT.

Kondurypuposauue PPP u CHAP.

Tema 2.6.
KauecTtBO

Conepxxanue

Monenu QoS. Ilpuopurezanus nakeroB. Kinaccuduxarus nakeroB. MapkupoBka NakeToB.
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obciyxuBanus (QoS)

YrpaiieHue neperpy3kaMu 1 MEXaHu3Mbl OOCTYKUBaHUS odepesieil. MexaHu3M MpeIoTBPAICHHs TIEPETrPy30K.
KonTposib nosocel nponyckanus. [Ipumep Hactpoiiku QoS.

TemaTnka MpakTUYECKUX 3aHITHIA U JTa00PAaTOPHBIX PadOT

Hacrpoiika QoS. IIpuoputusamus tpadguka. YnpasiaeHHe MOJ0COH MPONYCKaHUS

Tema 2.7.

OyHKIMH 00eCIIeUeHUS
0€30MacHOCTH U
OTpaHHYCHUS JOCTYIIA K
cetd

Conepxanue

Crnucku ynpasieHus 1octynom (ACL). OyHKIUU KOHTPOJIS HaJ MOAKIIOUEHUEM Y3JI0B K IOPTaM KOMMYTaTopa.

Aytentudukanus nonp3oateneit 802.1x. 802.1x Guest VLAN. ®ynkiuu 3anutsl LITY komMmMmyTaTopa.

TemaTuka MpakKTUYECKUX 3aHITHIA U JTa00pAaTOPHBIX PadOT

Crnucku ynpanenust noctynoM (AccessControlList)

KoHTposib HaJl NOAKIIOYEHHEM Y3JI0B K mopTaM KommyTtaropa. @ynkuus PortSecurity.

KoHTpoJib HaJ| OJKIIIOYCHUEM y3JI0B K TopTtam kommytaropa. @yukuus IP-MAC-Port Binding

Tema 2.8. Coneprkanue
MHoroaapecHas Anpecarust MHOTOoaapecHoi IP-pacceuikn. MAC-aapeca rpyImnoBod pacChUIKH.
pacchuika [Toanucka u obcayXUBaHUE TPYII. YIIpaBIeHUE MHOT0AIPECHON pacchlUIKOl Ha 2-M ypoBHe mozaenu OSI
(IGMP Snooping).®yukmust IGMP FastLeave.
Tematuka npakTUYECKUX 3aHITHHA U J1a00paTOPHBIX padoOT
OtcnexuBanue Tpadhuka MHOTOQIPECHON PACCHUIKH.
OtcnexuBanue Tpaduka Multicast
Tema 2.9. Conepxanue
DyHKIMY yIpaBICHUS VYrpaBneHue MHOXECTBOM KOMMYTaTopoB. [IpoToxkon SNMP.
KOMMYyTaTOpaMn RMON (Remote Monitoring). ®yuxkuust Port Mirroring.

TemaTuka IMPAKTUYCCKUX 3aHATHUH U J'Ia60paTOpHLIX pa60T

DYHKIIMY aHAJIN3a CeTeBOro Tpaduka.

Hactpoiika npoTtokosa ynpasiaenus tonosorueit cetu LLDP.

Pazmen 3. MexceTeBBIe 3

KpaHbl

Tema 3.1.

OCHOBHBIE IPUHIIUTIBI
CO3JIaHUs HAASKHON U
6e3omacHoii UT-

UHPPACTPYKTYPbI

Conepxxanue

Knaccudukanus cereBbix atak. Tpuana 6ezonacuoit UT-undpactpykTypsl.

VYnpanenue kKoHQUTypanusaMu. YTIpaBieHHe HHITHACHTaMH. Vicrionb30BaHNE TPEThEH TOBEPEHHON CTOPOHBI.
Kpunrorpadgudeckne MexaHu3Mbl O€30MTaCHOCTH.

Tema 3.2.
MesxceTeBble SKpaHbl

Conepxxanne

TeXHOJIOTHH MEXKCETEBRIX OKpPaHOB. IlonuTHKa MEXKCETEBOTO OKpaHa. MexceTeBbie OKpaHbI ¢ BO3MOXXHOCTAMHA
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NAT.

Tomnonorus cetn IIPpHU MCIIOJIB30BAHUH MEXKCCTEBBIX OKPAHOB. HJ'IaHI/IpOBaHI/Ie 1 BHCAPECHUEC MCKCECTCBOI'O SKpaHa.

Temaruka NpakTUYECKUX 3aHITHIA U J1a00paTOPHBIX paboT 4
OCHOBBI aAMUHUCTPUPOBAHHS MEKCETEBOTO IKpPaHa
CoennHeHHe IBYX JIOKAIbHBIX CETEH MEKCETEBBIMH IKPaHAMHU
Coznianue noauTuk 0e3 MPOBEpKU COCTOSHUSL.
Cozianue NoAUTHK 71 TpaAULIMOHHOrO (MM ucxonsauiero) NAT.
Co3zanne moauTuk i npyHanpasieHHoro (Two-Way) NAT, ucnonssys meron pinholing
Tema 3.3. Coneprxanue 2
Cucremsl o0Hapyxenus | OcHoBHoe HazHaueHue IDPS. Crioco6s! knaccudukanuu IDPS. Beioop IDPS. JlononHurensHbie
U TIPEJOTBPAIICHUS WHCTPYMEHTAJIbHBIE CPEJICTBA.
IPOHUKHOBEHHI TpeboBanus opranuzanuu K pyHkuuonnposanuio IDPS. Bosmoxxnoctu IDPS. PazeepreiBanue IDPS. Cunbable
CTOpPOHBI M orpaHndeHHOCcTh [IDPS.
Temarnuka MPaKTUYECKUX 3aHITHIA U JJA0OPATOPHBIX padoOT 2
OO6Hapy>xeHue U MpeoTBpaIleHue BTOPKECHUH.
Tewma 3.4. Conepxanune 2
[Tpuoputu3zanus Co3nanue anpTepHAaTUBHBIX MapIIPYTOB JOCTyMa B HHTEpHET. [Iproputusamms tpaduka.
TpaduKa 1 Co31aHue Temaruka NpakTUYECKUX 3aHITHIA U JTa00paTOPHBIX paboT 2
aJIbTEPHATUBHBIX Co3nanne anbTepHATUBHBIX MapIIPYTOB C UCIIONB30BAHUEM CTATHYECKON MapIIPyTH3AIHH
MapIIpyTOB
[Ipomexyrounas arrectauus no MJIK.01.05 2
VYyeOHast mpakTHKa pa3zaena 2 MOayJs 72

Bunet pador

ogaklrwbdpE

[IpoBenenue ayaura 3alMIIEHHOCTH aBTOMAaTH3UPOBAHHOW CHCTEMBI.

VYcraHoBKa, HACTPOMKA U AKCITyaTallysl CETEBBIX OMEPAIMOHHBIX CUCTEM.

JlnarHocTrka COCTOSIHUSI TTOICHCTEM 0€30MacCHOCTH, KOHTPOJIb HATPY3KU U PEKUMOB pabOThI CETEBO OMEepallMOHHON CUCTEMBI.
Opranu3anus padoT ¢ yIaJeHHBIMU XPaHWINIIAMHU JaHHBIX U 0a3aMUy JaHHBIX.

Opranu3anus 3alMIleHHON epeiayn JaHHBIX B KOMITBIOTEPHBIX CETSX.

BrlmmotHEHIE MOHTa)ka KOMITBIOTEPHBIX CETEH, OpraHu3anus U KOHPUTYPUPOBAHHE KOMIBIOTEPHBIX CETEH, YCTAaHOBJICHHE U HACTPOIKa

[IapaMeTPOB COBPEMEHHBIX CETEBBIX IPOTOKOJIOB.

7. Ocy1iecTBiaeHNE THarHOCTUKNA KOMIBIOTEPHBIX CETEH, ONpeielIeHre HEUCIIPaBHOCTEH U cOOEB MOACUCTEMBI O€30IaCHOCTH U
yCTpaHEHUE HEUCIIPAaBHOCTEH.

8. 3amonHeHWE OTYETHOH TOKYMEHTAIMH 10 TEXHHYECKOMY O0CITY)KHMBAHUIO U PEMOHTY KOMITBIOTEPHBIX CETEH.
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[Ipon3BocTBEHHAs MPAKTUKA
Bunbr pabort:

1.

RBO©®ON O~ WD

0.
1.
12.
13.

VYyacTie B ycTaHOBKE U HACTPOHKE KOMIIOHEHTOB aBTOMAaTU3UPOBAHHBIX (MH(POPMALIMOHHBIX) CUCTEM B 3AIIUIICHHOM UCIIOJTHEHUH B
COOTBETCTBUM C TPEOOBAHUAMM KCIUTYaTallMOHHON JOKYMEHTALMH

OO6cnyxuBaHUE CPEICTB 3aIIUTHI HHPOPMALIUU TPUKIATHOTO U CUCTEMHOTO IPOTPAaMMHOI0 00eCIIeYeHus

Hacrpoiika nporpaMMHOro odecreueHust ¢ co0Ir0ieHueM TpeOOBaHU 110 3amuTe nHpopManun

Hactpoiika cpeacTB aHTUBHPYCHOM 3alIUTHI I KOPPEKTHON pabOTHl MPOrpaMMHOI0 00ecTIedeHHs IO 3aJaHHbIM [1a0I0HaM
WHcTpykTax 1noyib3oBaTesneil o codaoaeHnu TpeboBaHui 1o 3amure HHGopMauu npu padbore ¢ MporpaMMHBIM 00ecrieueHueM
Hactpoiika BCTpOSHHBIX CPeACTB 3alUThl HH(OPMAIIMK TIPOTPAMMHOTO 00ECTICUeHHS

[TpoBepka (HyHKIIMOHMPOBAHUS BCTPOCHHBIX CPEICTB 3aILUThI HHPOPMALIMU IPOrPaMMHOI0 00ecredeHus

CBoeBpeMeHHOE 00HAPYKEHNE TTPU3HAKOB HAJMUHUS BPEAOHOCHOTO MTPOTPAMMHOTO 00eCTIeUeHHSI

OO6cayxuBaHUE CPEICTB 3aIUTHI HHPOPMALIUU B KOMITBIOTEPHBIX CUCTEMAX M CETIX

OO0cnyXMBaHHUE CUCTEM 3allUThl UH(POPMALIUK B aBTOMaTU3UPOBAHHBIX CUCTEMAaX

VYuacTue B IpOBEIEHUH PErIaMEHTHBIX PadoT MO SKCIUTyaTallui CUCTEM 3aIlUThl HHPOPMALMU aBTOMATU3UPOBAHHBIX CUCTEM
[TpoBepka pabOTOCIIOCOOHOCTH CUCTEMBI 3aLIUTHI HH()OPMAIHA aBTOMAaTH3UPOBAHHOMN CHCTEMBI

KoHTposb cOOTBETCTBUS KOH(PUIypalluy CUCTEMbI 3aIlIUThl HH(POPMALUU aBTOMATU3UPOBAHHON CUCTEMBI €€ IKCILUTYaTalluOHHOM
JIOKyMEHTALUU

180

14. KoHTpOsb cTaOUIBHOCTH XapaKTEPUCTUK CUCTEMBI 3alUThl HH(POPMaIMK aBTOMAaTU3UPOBAHHON CUCTEMBbI

15. Benenue TexHU4YECKOW JOKYMEHTAIMH, CBSI3aHHOMN C 3KCIUTyaTalluel CUCTEM 3alllUThl HH(POpMALMY aBTOMATU3UPOBAHHBIX CUCTEM

16. Yuactue B paboTax 1o o0ecreyeHHI0 3alIiThl HH(OpMALMK IPU BBIBOJIE U3 HKCILTyaTallMd aBTOMAaTH3UPOBAHHBIX CHCTEM
[IpomexyTouHas aTrTecTays (JEMOHCTPALIMOHHBINA IK3aMEH) 12
Bceero 710
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3. YCJII0BUA PEAJIM3ALINN ITPOI'PAMMBbI
MNPOPECCHUOHAJIBHOI'O MOAYJIA

3.1. [Jas peaam3anmum NporpaMMmbl NPO(PeCcCHOHATBLHOTO MOMYJs
JA0JIZKHBI ObITH NMPETYCMOTPEHbBI CJleyI0lHe ClelnalbHble IOMelleHus
Peanuzanus mnporpaMmbl TpeanosiaraeT Hajludue KOMIBIOTEPHOIO Kjacca,
nabopatopuit UHpopMalmoOHHBIX TEXHOJIOTUMA, TPOTPaMMUPOBAHUS U 0a3 JaHHBIX,
Cereit u cucrem nepegaun HHPOpMaALUU

O06opynoBaHKe KOMITBIOTEPHOTO KJlacca U pab0YuX MECT:
— pabouee MecTo MpernoaaBaTes;
— TI0CaJ0YHBIE MECTA JIJIT 00YJaIONUXCS;
— ayJIMOBHU3YaJIbHBIH KOMILUICKC;
— KOMIUIEKT 00y4aroniero marepuana (KOMIUIEKT IIpe3eHTaIui).
O6opynoBaHue naboparopuu u  paboumx MecT  J1abopaTtopuu
NHpopMaIrimoHHBIX TEXHOJIOTHH, TPOTPAaMMHUPOBAHUS U 0a3 TaHHBIX

— pabouue mecta Ha 0aze BBIUYMCIUTEIBHOW TEXHUKH, MOAKIIOUYCHHBIE K
JIOKaJIbHOU BBIYMCITUTEIBHOMN CeTH u nH(pOpMaIIMOHHO-
TEJICKOMMYHUKAIIMOHHOW ceTn HTepHeT;

— JUCTPUOYTHUB YCTAaHABIMBAEMOM OMEPAIMOHHON CUCTEMBI;

— BHUpTyaJbHas MallMHA g pabOThl C  ONEPAlMOHHOM  CHCTEMOM
(runepBu3op);

— CVYbB/I;

— CASE-cpeacTBa 11 mpoeKTHPOBaHUS 0a3bl JaHHBIX;

— HMHCTPYMEHTaJbHAs CpeJia MPorpaMMHUPOBAHMS;

— TaKeT MPUKIAJHBIX POTPAMM.

O6opynoBanue mabopatopuu u padbouux Mect jaboparopun Cereli U CHCTEM
nepenaadn nHGOpMaIuu:

— paboune mecTta Ha 0a3e BBIUYMCIUTEIBHOW TEXHUKH, MOJKIIOUCHHBIC K
JIOKaJIbHOM BBIYMCITUTEIBHOMN CeTH u uH(pOpMaIIMOHHO-
TEJIEKOMMYHUKALIMOHHOU ceTh VTHTEpHET;

— CTEHJbI CeTel nepeaaun TaHHbIX;

— CTPYKTypUpOBaHHas KaOeJbHasi CUCTEMA,;

— SMYJATOp (AMYISATOPHI) AKTUBHOTO CETEBOT'O 000PY10BAHNUS,

— MporpaMMHoOe o0ecreueHrne CeTeBOro 000py10BaHuS.
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3.2. Uudopmarmonnoe odecrneueHrue o0ydeHus

3.2.1. OcHOBHBIE ITI€YAaTHBIC HCTOYHUKHU

. KpaBuenko B.b. Dkcmiyatanust aBToMaTU3upOBaHHBIX (MHGOPMAIIMOHHBIX )
CHUCTEM B 3AIlUIIIEHHOM UCIOJHEHUH: y4e0. mocooue il CTyI. YUPEKICHUI
cpen pod. oopazoBanusi/ B,b.Kpasuenko, I1.B. 3unosses, U.H. CentoTun.-
M.: U3narenbckuid neHTp «Akagemus», 2018.- 304c.

. B.I'. Onmudep Kommbrorepusie cetu. [IpuHIMMIBI, TEXHOIOTUH, TPOTOKOJIBI:
Yuebnuk s CIIO. 5-e uzn. — CIIG.: Tlutep, 2016. — 992 c.: un. —
(Cepust «Yuebnuk ms CITO»). ISBN 978-5-496-01967-5

3.2.2. JlonoaHUTEIbHBIC TI€YaTHBIC UCTOYHUKH:

. I'BO31€EBA B.A, JlaBpeHTHEB N.10. OcCHOBBI IIOCTPOCHHUS
ABTOMATU3UPOBAHHBIX HMH(MOPMAIIMOHHBIX CHUCTEM: Yy4eOHuK.- M.: U]I
«D®OPYM» : UHOPA-M,2009.-320c¢.- (ITpodeccrnonaipbHOEe 00pa3oBaHuE)

. EmenbsnoBa H.3., Ilapteika T.JI., IlomoB M.M. OcCHOBBI MNOCTpOEHUS
aBTOMATU3UPOBAHHBIX MH(OPMAIMOHHBIX CUCTEM: ydyeOHOe mocobue,- M.:
OOPYM: UHD®PA-M, 2005.-416c¢.- (IlpodheccuonansHoe o6pa3zoBaHue)

. Bucnanyn B.J., Jlyaun C.A, Cunopo C.B., Uymauenko II.FO. OcHoOBBI
KOMIIBIOTEPHBIX ceTei: yueb. mocodue/ noxa pen. JL.I'. INarapunoii.- M.: UJ|
«D®OPYM»: UHOPA-M,2007.-272 c.- ( [IpodeccronanbHOEe 00pa3oBaHUE)

. Tanenbaym 3., Yazepomn /. Komnetotepusie cetu. 5-e uza. — [Tutep, 2013

3.2.3. Ilepuoanyeckue u3aaHus:

Kypuaner  Chip/Yun: XypHanm 0  KOMIBIOTEPHOW  TEXHUKE IS
poheCCHOHAJIOB U OIBITHBIX ITOJb30BATEIICH;

Kypuaner 3amura uadopmanuu. Uucaiin: MadopManimoHHO -METOIMYSCKHIMA

KypHaIT
Nudopmarmonnass  0e30MacHOCT,  peruoHoB:  HaydHO-mpakTHyuecKuii
KypHaIT

Bomnpocsr KnOepOe30MmacHOCTH. Hayunsri, MePUOIUYECKHUIM,

MHPOPMAITMOHHO-METOMYECKHI JKypHal ¢ 0a30BOH crHernuanu3anveid B
obnactu uapopmarmonHon 6ezonacHoctu.. URL: http://cyberrus.com/
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5. bezomnacHocTh nH(OPMAIIMOHHBIX TEXHOJIOTHUM. ITepnognueckuii
peleH3upyemMbll  HayuHbld  KkypHan ~HUAY  MUON. URL:
http://bit.mephi.ru/

3.2.4. DNeKTPOHHBIE UCTOYHUKH:
1. MapopmanoHHO-CTIpaBOYHAsi CHCTeMa IO JOKyMEHTaM B o0jacTu
TEXHUYECKOH 3aImuThl HHPopmanmu WWw.fstec.ru
HupopmannoHHbIi opTai mo 6e3omacHocT: WWW.SecurityLab.ru.
OO6pazoBaTenbHbIe MOPTANIBI IO PA3IMYHBIM HaIpaBiICHUSM 00pa30BaHUS U
tematuke http://depobr.gov35.ru/
Poccuiickuit OnomeTprudeckuii mopraa WWWw.biometrics.ru
Caiir xxypnana Mudopmarmonnas 6e3omacHocTs http://www.itsec.ru —
Caiit HayuHoii snektponHo# oubimorekn Www.elibrary.ru
CrpaBouHo-nipaBoBas cucteMa «I apant» » Www.garant.ru
CrpaBouHo-mpaBoBas cucreMa «KoncymnpranT [Iimrocy www.consultant.ru
@enepanbHas coyk0a MO TEXHUYECKOMY U OSKCIIOPTHOMY KOHTPOIIIO
(®CTIK Poccun) www.fstec.ru
10.Denepanpubiii mopran «MHbOpManOHHO-KOMMYHHUKAIIHOHHBIE TEXHOIOTHH
B oOpazoBanum» htpp\\:www.ict.edu.ru
11.®enepanpubiii nopran «Poccuiickoe oopazoBanue Www.edu.ru

w N

©CoN R

3.3. OcobenHoctu OOy4YeHUS HMHBAJIMAOB U JIML C OrPAHUYEHHBIMU
BO3MOXKHOCTSIMH 3710POBbsI

VY4eOHble 3aHATHS MHBAIMIOB U JIMI] C OFPaHUYEHHBIMU BO3MOXKHOCTSIMU
3I0pPOBbSl OPTaHU3YIOTCSI COBMECTHO C JPYIMMH OOYyYarOUIMMHCS B Y4E€OHBIX
rpymnmnax, a Takke UHAUBHUIyalIbHO, B COOTBETCTBUU C Tpa)MKOM MHIMBUYaTbHBIX
3aHATHUH.

[Ipu 3TOM HEOOXOIMMO YUUTHIBATh HECKOJIBKO ACIIEKTOB:

- OCOOECHHOCTH HO30JOTMM OOYYalOIIMXCS HWHBAJIUAOB M JIUL C
OTrpaHUYEHHBIMU BO3MOKHOCTSIMH 3/I0POBBS;

- TICHXOAMOIIMOHAIBHOE COCTOSTHHSI 00YJarOIINXCS;

- [ICUXOJIOTUYECKHUM KIIMMAT, KOTOPBIN CIIOXKUJICS B CTYACHUYECKOU IPYyIIIIE;

- HACTpOH OTHENbHBIX OOYYarOIIMUXCS W TPYNIBl B IEJIOM Ha TMpOIecC
oOy4eHus.

[Tpu opranu3anuu y4eOHBIX 3aHSITHH B YYEOHBIX TPYIaX HCIOIB3YHOTCS
COLIMAJIbHO-aKTUBHbIE U  pe(pJEKCUBHbIE METOJAbl OOyuY€HHUs, TEXHOJOTHH
COLIMOKYJIFTYPHOM pealdMIuTaluu ¢ LEeNb0 OKa3aHUs MOMOIIM B YCTaHOBJICHUH
MOJIHOLIGHHBIX ~ MEXJIMYHOCTHBIX  OTHOILIEHHWH,  cO3laHus  KOM(OPTHOTO
NICUXOJIOTMYECKOTO KIMMaTa B FpyIIe.

B oOpaszoBarenpHON  NEATEIBHOCTH  MPUMEHSIOTCS  MaTepHUalbHO-
TEXHUYECKOE OCHAIICHHE, CIEIHAIN3UPOBAaHHbIE TEXHUYECKUE CPEICTBA MpUeMa-
nepenaun ydeOHON uHpoOpManuu B JOCTYHHBIX (opMax aisi 00ydaroumxcs ¢
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Pa3IMYHBIMU OCOOEHHOCTSIMH 3JI0POBbs, JJIEKTPOHHBIE 00pa30BaTENbHbIE PECYPCHI
B aJIalITUPOBAHHBIX (POpMax.

Crnemnduka oOydeHHs] WHBAIUIAOB W OOYYAIOIMIUXCS C OTPAaHUYCHHBIMU
BO3MOYKHOCTSIMH 37IOPOBbSI MPEANOJIAracT HUCIOJIb30BAHUE WTPOBOTO, MPAKTUKO-
OPHUEHTHPOBAHHOTO, 3aHUMATEIILHOTO MaTepualia, KOTOPBIA HEOOXOauM IS
MOJIYYCHUS 3HAHUK W (POopMUpOBaHUS HEOOXOTUMBIX KoMIleTeHInd. [lonroroBka
OOyJarOIMMHUCS 3adaHUi JUIsi y9eOHBIX 3aHATHA JOJHKHA COYETAaTh YCTHHIC H
MUCbMEHHbIE ()OPMBI B COOTBETCTBUU C UX OCOOEHHOCTSIMU 3/I0POBbSI.

Jist Toro 4ToObl MpenoTBpalllaTh HACTYIUICHHE Y OOydYarouuxcs C
WHBAJIMIHOCTBIO M OOyYarouuxcsi, HUMEIOIIUX OrPAHUYEHHBIE BO3MOKHOCTH
3JI0pOBbs, OBICTPOrO YTOMJIEHHSI MOKHO MCIOJIb30BaTh CIEIYIOUIUE METOJIbI
paboTHhI:

- YepeI0BaHNE YMCTBEHHON U MIPAKTUYECKOM 1€ TEIbHOCTH;

- IPETIOJHECEHNE MaTepHasa ¢ UCIOJIb30BAHUEM CPEJICTB HATJISAHOCTH;

- HWCIIOJNIb30BaHWE TEXHWUYECKHX CPEACTB OOYy4YeHHUs, depeaoBaHUE
NpPEabSIBISIEMO Ha CIyX WHGOpPMAMK C  HATISTHO-IEMOHCTPAIIMOHHBIM
MaTepUaIOM.

[Ipu oCBOCHWM AWCHWIUIMH WHBAIMIAMH W JIMIIAMH C OTPAHUYCHHBIMU
BO3MOYKHOCTSIMHU 3JIOPOBBSI OOJIBIIIOE 3HAYCHUE JOJHKHO OTBOIUTHCS MPOBEICHHUIO
C HHUMHM UWHIUBUIYaJIbHOM paboOThl CO CTOPOHBI HpemnojaBarencii. B
WHUBUYAJIbHYIO paOb0Ty BKIIOYAETCS:

-  UHOUBHIyallbHas  y4yeOHas pabotra (KOHCYJIbTalluh), TO  €CTh
JOTIOJTHUTENHHOE Pa3bACHEHHE YYEOHOro Marepuana M YIIyOJIeHHOEe H3ydeHUE
MaTepHuaia ¢ TeMU 00yJaroIUMHUCS, KOTOPhIE B ’TOM 3aMHTEPECOBAHBI;

- UHJIMBUIyaJIbHAsl BOCTIUTATENIbHAS padoTa.

Ocobennoctn oOydeHHs OOy4YalOIMXCA C HAPYHICHUSIMH  OMOPHO-
JBUTATEIHPHOTO armapara.

Jlns  oOydaromierocs, HMMEIOIIET0 HapyIIeHHUs OMOPHO-ABUTAaTEIHLHOTO
ammapara, He0OX0JAUMO TIOCOBETOBATh HMCIIOJIB30BATh BCIIOMOTATENIBHBIE CPEICTBA
JUISL YCBOGHHS TPOTPAMMBI, Hampumep, AUKTOGOH U JAPyrue DJICKTPOHHBIS
HOCHUTENU UH(pOopMaIH.

[Ipu mpoBeneHUN ayTUTOPHBIX 3aHATHH C OOYYarONTUMHUCS, HUMEIOIIAMHU
OCITIO)KHCHHS C MOTOPHKOW pPYK, BO3MOXHO HWCIOJb30BaHUE CJCAYIOIINX
BapUAHTOB PaOOTHI:

- oOecrieueHre 00yJaroIIMXCs JICKTPOHHBIMU TEKCTaMH JICKIIUHA 1 3aTaHUI
K Y4€OHBIM 3aHSITHSIM;

- WCIIOJIb30BAaHNE TEXHUYECKHUX CPENCTB (DUKCAIUU TeKCTa (IUKTO(OHBI) C
MOCJICTYIOIITUM COCTABJICHHEM TE€3UCOB JICKIIUUA B XOJE CAMOCTOSITEILHOU pabOThI
oOydJaromierocsi, KOTOpPbIE OHU BIIOCJIEACTBHM MOTYT HCIIOJNB30BaTh TMIPH
MOJITOTOBKE M OTBETaX HA yUCOHBIX 3aHATHAX.

OnHuM 13 BUAOB paOOTHI 711 00YYarOUIUXCsl, UCIBITHIBAIOIINX TPYIHOCTH B
MUCbME MOXKET OBbITh MOJArOTOBKA K YYEOHBIM 3aHSATUSIM TaKMX 3aJlaHUN, KOTOpbIE
HE TpeOylOT OT HHUX HamucaHusl [JIMHHBIX TEKCTOB oOTBeTOB. Hambosee
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ONTUMAJIbHBIM BApUAHTOM TaKOT'O 3aJaHUs, BBIMIOJHAEMOI0 B MTUCbMEHHOM (hopme,
MOKET CIIYKHUTh TECTOBOE 3a/JaHue. Vcronp30BaHne TECTUPOBAHUS 00YUYAIOIINXCS
HEO0OXOMMO COBMEIIATh C OOCYK/IEHHEM BapUaHTOB OTBETOB.

KoHTposb 3HaHMIT MOYKHO BECTH KaK B YCTHOM, TaK U B MIMCbMEHHOM BH/IC.

Oco0eHHOCTH 00y4eHHUS O0YYaIOIIUXCs C HAPYIICHUEM CIyXa.

[Ipu opranusanmmm 00pa3o0BaTEIBLHOTO TpOIecca CO  CIAOOCHTBIIIAIICH
ayIMTOPHEH PEKOMEHIYeTCS  HMCIOJIb30BaTh  CICAYIONIUNE  TIEAarorHuecKue
PUHITUIIBL:

- HarJISIIHOCTH TIPETo/laBaeMoro MaTepuarna;

- UHJIMBUIyaJIbHOTO MOAXO0/a K KaKJIOMY 00yJaromeMycs;

- HCTI0JIb30BaHUs UH(POPMAITMOHHBIX TEXHOJIOTUH;

- HUCIOJIb30BaHUsl y4E€OHBIX TOCOOWH, aJanTUPOBAHHBIX JUISI BOCHPUSITHUS
O0Oy4YarOIIMMUCS C HApYIICHUEM ClTyXa.

OOyuaromeMycsi ¢ HapyImIeHUEeM ClTyXa CIeAYyeT MPEAJIOKUTh 3aHITh MECTO
Ha MepeIHNX MapTax ayJAuTOPHH, a IPENO0IaBaTeIt0 OOJIBIIE BPEMEHN HAXOIUTHCS
pAIoM ¢ paboYMM MECTOM 3TOro oOOydYarIerocs. YYWTbIBas, 4YTO TaKHE
oOydJaroruecs JIydine MOHMMAIOT 10 ry0am, KelaTeIbHO pacrojiaraTbCs K HUM
JIUIIOM, TOBOPUTH TPOMKO U YETKO.

JUIss  TOBBINIEHWUST ~ YPOBHS ~ BOCHPHSTHS ~ ydeOHOW — WHGOpMAIHH
OOYYarOIIMMHUCS  pacCMaTpUBAEMOM  TPYIIIBI, PEKOMEHIYETCS TPUMCHCHHE
3BYKOYCWJIMBAIOIIEH amnmaparypbl, MYJIbTUMEIUNUHBIX U JPYTUX CPEJICTB.
CrnoxxHple IS TIOHMMaHUS TEMbl CJEAyeT CHA0XaTh KakK MOXHO OOJBIINM
KOJMYECTBOM HarisagHoro warepuana. OcoOyto poiab B OOy4YeHHHM JHI[ C
HAapYIIEHHBIM  CIIyXOM, WIpalOT  BujaeoMarepuanbl. [lo  BO3MOXKHOCTH,
npeabsBisieMasl BUAeoMHGOpMaIIis MOKET COMPOBOXKIATHCS TEKCTOBOM Oeryreit
CTPOKOM WJIM CYPAOJIOTUYECKUM TIEPEBOJIOM.

KonTponbs 3HaHui 00ydYaronuxcsi yKa3aHHOW HO30JIOTMM MOYET BECTHUCH
MPEUMYIIECTBEHHO B IMCBMEHHOM BWJE, HO MJIsS pPa3BUTHS YCTHOW peuw,
PEKOMEHIYETCsl TIPEIIOKHUTh 00yJaromeMycsi paccka3aTh OTBET Ha 3a/JaHHE B
Te3ucax.

Ocob6enHocTr 00yueHHs1 00yJaroIIUXCs ¢ HAPYIIIEHUEM 3PEHUS.

Cnemudurka oOydeHUs CNA0OBUIAIIMX OOYyYAIOMMXCS 3aKJIIoYaeTcs B
CJIEIYIOLIEM:

- HEOOXOMMO JTIO3UPOBATH YUCOHYIO HATPY3KY;

- TPUMEHATH CIeNHUabHbIE (OPMBI M METOJbI OOyYEHUS, TEXHUYECCKUE
CpEIICTBA, TIO3BOJISIFOIIME BOCIPUHUMATh MH(POPMAIMIO, a TaKXKE ONTHYECKUE H
TU(dIOTIe TATOTUYECKHE YCTPOMCTBA, paCIIHPSIONIHE MO3HABATEIHHBIC
BO3MOKHOCTH O0YyYaIOIIUXCS;

- YBEJHMYUBATh HCKYCCTBEHHYIO OCBEIIEHHOCTh MOMEIIEHUN, B KOTOPBIX
3aHMMAIOTCS 00yJaroNuecs ¢ TOHMKCHHBIM 3pPEHUEM.

[Ipu 3putenpHOM paboTe y CIA0OBUIAIIMX OOYYaIOMIMXCS OBICTPO
HACTymaeT YTOMJIEHHE, YTO CHUXAeT UuX pabOTOCIOCOOHOCTh, IMO3TOMY
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HEOOXOJMMO TMPOBOJUTH HEOOJNbIINE TEPEPhIBbl WU MEpEeKIoYeHue padoyeit
AKTUBHOCTH.

[Ipu yTeHuM neKIUi, CIA00BUISIIUM OOYYAIOIIUMCS CIIEAYET Pa3pelIuTh
MCIIOJB30BaTh 3BYKO3AMUCHIBAIONINE YCTPOWCTBA M KOMIBIOTEPHI, KaK CHOCOO
KOHCHEKTHUPOBAaHUS, BO BpeMsl 3aHATUM. HeoOXoIumMo KOMMEHTHPOBATh CBOU
YKECThl U HAJNUCU Ha JOCKE W TepelaBaTh CIOBAMHU TO, YTO YACTO BBIpaKaeTCs
MHMUKOMN U KECTAMMU.

[Ipu paGoTre HA KOMIIBIOTEpE CIEAYET HCHOJIb30BATh  MPUHIIUII
MaKCUMAaJIbHOTO CHMIKEHHUS 3pUTEIbHBIX HArpy30K, JHO3UPOBAHUE U UepelOBaHHE
3pUTEIBHBIX HArpy30K ¢ JpYrdMU BHAAMH JesTenbHOCTH. Kpome Toro
HEOOXOJMMO  UCIOJIb30BaTh  CHEIMaNbHBIE MPOrpaMMHBIE  CpeAcTBa IS
YBEIMUCHHS M300paKEHUsI Ha DKpaHE WIH JUIsl O3ByUYUBaHUS HHGOPMAIIIH.

[Ipu mnpoBeneHun MNPONEAYPHl OLEHUBAHUS PE3yJbTaTOB O0y4YeHUS
WHBAJIKUJIOB U JIUI] C OTPAHUYEHHBIMU BO3MOKHOCTSIMH 3JI0POBBSI 00ECIIEUNBAECTCS
BBITIOJTHEHUE CJICAYIOMIMX JOMOJHUTENIbHBIX TPeOOBAaHUM B 3aBUCHUMOCTH OT
HMHIMBUIyaJIbHBIX OCOOEHHOCTEH 00yJarommuXcs:

. unbpopmanusa 1O TOPSIAKY TMPOBEACHUS MPOIEAYPHl OLICHUBAHUS
npefocTaBisieTcss B JocTynmHoM ¢dopme (YCTHO, B MNHUCBbMEHHOW (Qopme, Ha
AJIEKTPOHHOM HOCHUTEJNE, B Ie4aTHOM (hopMe yBETUYEHHBIM MIPU(PTOM U T.I1.);

2. noctymHas (opMa mMpeaocTaBlieHUs] 3aJaHUN OIIEHOYHBIX CPEACTB (B
neyaTHoii (Gopme, B TmeyaTHOM (opme yBenuueHHbIM mIpudTOM, B (hopme
AIEKTPOHHOTO JJOKYMEHTA);

3. moctymnHas opMa mpeaoCTaBlIeHUs OTBETOB Ha 3a/iaHus (IMMCbMEHHO Ha
Oymare, HaOOp OTBETOB Ha KOMITBIOTEPE, YCTHO H JIp.).

[Ipu HeoOXxoaumocTH JJIi  OOYYAIOIIUMXCS C  HWHBAIMIHOCTHIO H
OOyYaromMXcss C OrPaHUYEHHBIMH BO3MOXKHOCTSAMH  370pPOBbS  MpoIeaypa
OIICHUBAHUSI PE3YJbTATOB OOYYEHHUS MO AUCIUIUIMHE MOXKET MPOBOJAUTHCA B
HECKOJIBKO JTaroB, a TAKXKE MOXKET ObITh MPEAOCTABICHO JOMOJIHUTEIBHOE BPEMS
JIUIsl TOATOTOBKYM OTBETA HA 3a4€Te WJIM dK3aMEHE.
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4. KOHTPOJIb

M OI[EHKA

[TPO®ECCHUOHAJIbBHOI'O MOAVJIA

PE3VIJIbTATOB

OCBOEHUA

Konx n namMmeHoBaHue
npodecCHOHABEHBIX U
001X KOMITIETECHIIUH,
(hopMHupyeMbIe B paMKax
MOYJIst

Kputepuu onenku

MeTtonb! orieHKH

[IK 1.1. ITpousBoautsb
YCTaHOBKY U HACTPOUKY
KOMIIOHEHTOB
ABTOMATU3HPOBAHHBIX
(MHMOPMAITMOHHBIX )
CHCTEM B 3aIllUIICHHOM
WCIIOJTHEHUU B

JIeMOHCTpHUPOBATh yMEHUS
YCTaHOBKH U HaCTPOMKHU
KOMIIOHEHTOB
aBTOMATH3UPOBAHHBIX
(MH(MOPMAITMOHHBIX ) CHCTEM
B 3aI[UIIICHHOM HCTIOJHEHUH
B COOTBETCTBUHU C

TECTUPOBaHUE,
IK3aMEH
KBTU(DUKAIIMOHHBIH,
SKCIIEPTHOE HAOIOICHHE
BBINOJIHEHUS JTA0OPAaTOPHBIX
pabor,

IKCIEPTHOE HAOJIOICHHE

IPOrpaMMHO-
arrmaparHbie
KOMITIOHEHTHI
aBTOMaTH3UPOBAHHOM
(uH(OpMaITMOHHON)
CHCTEMBI B 3aIIUIIIEHHOM
WCTIOJTHEHUH.

MPOTPaMMHBIX U
MpOTrpaMMHO-aIapaTHBIX
KOMIIOHEHTOB
aBTOMaTH3UPOBAHHOM
(uH(OpMaIIOHHON)
CHCTEMBI B 3aIIUIICHHOM
UCTIOJHEHU U

COOTBETCTBHUHM C TpeOOBaHUAMU BBINOJIHEHUS TPAKTHYECKUX

TpeOOBaHUAMU 9KCIUTYaTallMOHHON paoor,

9KCILTyaTalluOHHON JOKYMEHTaI1 OLICHKA pPeIICHUs

JOKYMEHTAI1H. CUTYallMOHHBIX 3a/1a4,
OLIEHKa IIpoliecca U
PE3yJIbTaTOB BBIIIOJIHEHUS
BUJIOB Pa0OT HA IPAKTUKE

IIK 1.2. [IposiBnenue ymeHus u TECTUPOBAHUE,

AMUHUCTPUPOBATH MIPaKTUYECKOTO OIBITA JK3aMEH

IIPOrpaMMHBIE U aJIMMHHUCTPUPOBAHUS KBaJIM(DUKAIIMOHHBIN,

JKCIIEPTHOE HAOII0IeHNE
BBITIOJTHEHUS JIA0OPATOPHBIX
pabor,

SKCIIEPTHOE HAOI0ICHHE
BBITIOJTHEHUS PAKTUYECKUX
paoor,

OIICHKA PEeIICHUS
CUTYaIlMOHHBIX 33124,
OIIeHKa TIporiecca u
PE3yJIbTaTOB BBITOJIHCHUS
BHJIOB pabOT Ha IPAKTUKE

1K 1.3. ObecnieunBaTh
6ecniepeboitHyI0 paboTy
aBTOMaTH3UPOBAHHBIX
(uH(OpPMAITMOHHBIX )
CHCTEM B 3aIUIIICHHOM
WCTIOJTHEHUH B
COOTBETCTBUHU C

TpeOOBaHUSIMH

IIpoBenenue nepeuns paboT
1o 00eCreyeHHIO
6ecriepeOoitHON pabOTHI
aBTOMATU3UPOBAHHBIX
(MHpOPMAIIMOHHBIX) CUCTEM
B 3alIUIIICHHOM HCITOJTHECHUN
B COOTBETCTBHUH C
TpeOOBaHUSIMU

TEeCTUPOBaHUE,
HK3aMeH
KBaJTU(DUKAIIMOHHBIN,
SKCIIEPTHOE HAOIIOICHHE
BBITIOJTHEHUS JTA0OPATOPHBIX
pabor,

AKCIIEPTHOE HAOII0ICHHE
BBITTOJIHEHUS TPAKTHYECKUX
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AKCIUTyaTallMOHHOM
JOKYMEHTaLUH.

AKCIUTyaTallMOHHOM
JOKYMEHTaluU

paoor,

OLICHKA PELICHUS
CUTYyallMOHHBIX 3aj/1a4,
OLICHKA TIpoIiecca 1
PE3yIbTATOB BBIIOJIHCHHUS
BUJIOB pabOT Ha MPAKTHKE

[IK 1.4. OcyiiecTBasiTh
MIPOBEPKY TEXHUIECKOTO
COCTOSIHUSI, TEXHHYECKOE
o0CITyKMBaHUE U
TEKYLUN PEMOHT,
YCTPaHSATh OTKA3bI U
BOCCTAHABIIMBATh
paboToCIocCOOHOCTh
aBTOMATU3HPOBAHHBIX
(MHMOPMAITMOHHBIX )
CUCTEM B 3aIUIICHHOM
WCIIOJTHCHUH.

[IposBnsATh 3HaHUS U
YMEHUS B IPOBEPKE
TEXHUYECKOTO COCTOSIHHA,
MIPOBEICHUH TEKYILErO
PEMOHTA U TEXHHUYECKOTO
o0cimy>)KUBaHus, B
yCTpaHEHHH OTKa30B U
BOCCTaHOBIICHUH
paboTocrnocoOHOCTH
ABTOMATU3HPOBAHHBIX
(MH(pOPMAIIMOHHBIX) CUCTEM
B 3alIMIIICHHOM HCIIOJTHEHUN

TECTHUPOBaHUE,

9K3aMeH
KBTU(DUKAIIMOHHBIH,
SKCIIEPTHOE HAOIIOICHHE
BBITIOJTHEHUS JIA0OPATOPHBIX
pabor,

IKCIEPTHOE HAOIIOICHHE
BBITOJIHEHUS TPAKTHYECKUX
pabor,

OIICHKA PEIICHUS
CUTYaIlMOHHBIX 3a/1a4,
OLIEHKa TpoIriecca u
PE3yIIbTaTOB BBITOJIHCHUS
BUJIOB pabOT Ha NMPAKTUKE
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