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1. OBIIIAS ~ XAPAKTEPMCTHUKA  PABOYEM  ITPOI'PAMMGBI
[TIPOOECCHUOHAJIbHOTO MOAVJIA 02 3AUIMTA HNHOOPMAILIMM B
ABTOMATHU3MPOBAHHBIX CUCTEMAX I[TPOI'PAMMHbBIMN n
[TPOI'PAMMHO-AIIIIAPATHBIMU CPEJICTBAMU

1.1. Lenpb u muaHUpyeMbIe Pe3yIIbTaThl OCBOCHHS MTPO(HECCHOHAILHOTO MOJTYJIS

1.1.1.B pesynbTare u3ydeHuss npopeCCHOHATBLHOTO MOIYJS CTYIACHT JOJDKEH
OCBOUTH BHJI JCATCILHOCTH 3aInTa HH()OPMAIIMK B aBTOMAaTH3HPOBAHHBIX CHCTEMax
IIPOrPaMMHBIMH H ITPOTPAMMHO-ANITAPATHBIMUA CPEJICTBAMU U COOTBETCTBYIOIIUE EMY
npodeccuoHambHbIE KOMIIETEHITUH:

Kon HanmeHoBaHue BUIOB AEATEIBHOCTH U MTPO(ECCHOHATBLHBIX KOMIIETECHITHHA

B/ 2 3ammra wuHQOpPMANMM B ABTOMAaTH3UPOBAaHHBIX CHCTEMAax MPOrPAMMHBIMH |
[IPOrpaMMHO-ANIAPATHBIMU CPEACTBAMU

[IK 2.1. | OcyiecTBisiTh YCTaHOBKY M HAaCTPOMKY OTHAEIbHBIX MPOTPaMMHBIX, MPOTPAMMHO-
anmnapaTHbIX CPEACTB 3alUThl HH(OPMAILIHH.

[IK 2.2. | O6ecnieunBaTh 3amIMTy HHPOPMALIMU B aBTOMATU3UPOBAHHBIX CUCTEMaX OT/EIbHBIMU
IPOTrpaMMHBIMHU, IPOTrPAMMHO-ANNAPATHBIMU CPEJICTBAMHU.

[IK 2.3. | OcyiecTBIsTh TECTUPOBAaHUE (PYHKIIHHI OTAECTBHBIX MPOTPAMMHBIX U IIPOTPAMMHO-
anmapaTHbBIX CPEJCTB 3alIUThl HHPOPMAIUH.

[IK 2.4. | OcymecTBusTh 00pabOTKyY, XpaHEHHE U Tiepeaady HHPOPMAIUH OrPAaHUICHHOTO
JI0CTyTaA.

IIK 2.5. | YHMuTOXaTh HHGOPMALIHMIO U HOCUTETN HH(OPMALIMU C UCIIOIB30BaHUEM IPOTPAMMHBIX
Y IPOrpaMMHO-alNapaTHbIX CPEJCTB.

[IK 2.6. | OcyiecTBISTh PETUCTPALIMIO OCHOBHBIX COOBITUI B aBTOMAaTU3UPOBAHHBIX
(nHGOPMAIIMOHHBIX ) CUCTEMAaX, B TOM YHCJIE C UCTIOJIb30BAaHUEM ITPOTPAMMHBIX U
MPOrpaMMHO-AIAPATHBIX CPEICTB OOHAPYKEHUS, MPEAYIPEKICHIS U TUKBUIAIIUU
MOCJIE/ICTBHI KOMIIBIOTEPHBIX aTaK.

1.1.2. OOume KOMIIETEHIIUNA

Kox HaumeHoBaHMe BUJIOB 1€ATEIBHOCTH U MPOPECCUOHAIBHBIX KOMITETEHITUH

OK 1. | Boibupats criocoOsbl perieHus 3a1a4 npopecCuoHaIbHON IesATeIbHOCTH, TPUMEHUTEIBHO
K pa3JINYHBIM KOHTEKCTAM.

OK 2. | OcymecTBasTh MOUCK, aHAIN3 U MHTEPIIPETALIUIO MH(OPMAIK, HEOOXOIUMOH /TSt
BBITIOJTHEHUS 33/1a4 NPOodEeCCHOHATBHON JeSITEIbHOCTH.

OK 3. | IImanupoBaTh M peaan30BbIBATh COOCTBEHHOE MPO(ECCHOHATBFHOE U THYHOCTHOE
pa3BUTHE.

OK 4. | PaGoraTh B KOJJIEKTUBE U KOMaH 1€, 3((HEKTUBHO B3aUMOJICHCTBOBATH C KOJUIETaMH,
PYKOBOJICTBOM, KJIMEHTAMH.

OK 5. | OcymecTBasTh YCTHYIO M IHCBMEHHYIO KOMMYHUKALIMIO HA TOCYJapCTBEHHOM SI3bIKE C
Y4€TOM 0COOEHHOCTEH COLIMAIBHOIO U KYJIbTYPHOTO KOHTEKCTA.

OK 6. | [IposBIATE Irpa’kIaHCKO-NTATPUOTHYECKYIO MMO3UIUIO, JEMOHCTPUPOBATH OCO3HAHHOE
MOBE/ICHNE HAa OCHOBE TPATUITMOHHBIX O0IIEYEIOBEUECKUX IEHHOCTEH, TPUMEHSITh
CTaHAAPTHl aHTUKOPPYNLMOHHOI'O IIOBEICHHUS.

OK 7. CopeiicTBOBaTh COXPAHEHUIO OKPYKAIOIICH CPellbl, pecypcocOepexeHu o, 3 PeKTUBHO
JIECTBOBATH B YPE3BBIYANHBIX CUTYAIUSX.

OK 8. | Mcnonp3oBath cpeacTBa (pU3NIECKON KyIbTYPhI U1l COXPAHEHHS U YKPETUICHUS 3/10POBbSI
B IIporiecce Npo(hecCHOHANBHOM JeSITeIbHOCTH U MOAEpKAHUE HEOOXOIUMOIO YPOBHS
(U3MYECKOil MOATOTOBICHHOCTH.




OK 9. | Ucnonws3zoBath HHGOPMAIIMOHHBIE TEXHOJIOTHH B TPO(PECCHOHAIBHON JESTEIHHOCTH.
OK 10. | ITonb3oBaThcs npodhecCHOHAIBHON JOKYMEHTAIMEH Ha rOCy1apCTBEHHOM M HHOCTPAHHOM
A3BIKAX.
OK 11. | Mcnonp30BaTh 3HaHUS 10 (PUHAHCOBOM IPaMOTHOCTH, IJIAHUPOBATH
IPEIIPUHUMATENBCKYIO IE€ATEIBHOCTh B IPO(ecCuOHaIbHOH chepe.
1.1.3. B pe3ynpTare 0cBOeHHS TPOQPECCHOHATBLHOTO MOJIYJISI CTYICHT JIOJKEH:
Nwmets

[PAKTHYCCKUI ABTOMATU3UPOBAHHOMN CUCTEME;

OIIBIT

— YCTaHOBKH, HACTPOMKHU MPOTPaMMHBIX CPEACTB 3aIUTHl UHGOPMAIUH B

— ofecreyeHus 3aIIUTBl ABTOHOMHBIX ABTOMAaTH3UPOBAHHBIX CHCTEM
IPOrpaMMHBIMU M TPOTPaMMHO-aNapaTHBIMK CPEICTBAMH;

— TecTUpoBaHHUS (DYHKIMHA, JMArHOCTHKA, YCTPAaHEHHsS OTKa3oB |
BOCCTAHOBJICHHS  pabOTOCHOCOOHOCTH  MPOTPAaMMHBIX W TPOTPaMMHO-
anmapaTHBIX CPEJICTB 3alIUTHl HH()OPMALUH;

— pemenus 3amad 3ammtel or HCJ] k wmHpoOpManuu orpaHHYEHHOTO
JOCTyIIa C TOMOILIbIO TPOTPAMMHBIX M IIPOrPaMMHO-AIIapaTHBIX CPEICTB
3alIUThl HH(OPMAIIHH;

— TPUMEHEHHUS AIIEKTPOHHON MIOJIITHCH, CUMMETPHYHBIX u
ACHMMETPUYHBIX KPHUITOrpauYecKux ajiropuTMOB U CPEICTB IIM(PPOBAHUS
JAHHBIX;

— yuéra, 00pabOTKH, XpaHEHUS W Nepeladyd WHPOpMAIHMH, JUI KOTOPOH
YCTaHOBJICH PEXUM KOH(DUICHIINATBHOCTH;

— paboThI C MOJCUCTEMAMU PETUCTPALIUU COOBITHIA;

— BBIABJICHUSA COOBITHI " VHIU/ICHTOB 0€301acHOCTH B
ABTOMAaTU3MPOBAHHON CUCTEME.

YMETh

— YyCTaHaBIMBaTb,  HAacTpauBaTh, MNPUMEHATb  INPOrPAaMMHBIE U
MIPOTrpaMMHO-aIMapaTHBIE CPENICTBA 3AIUTH HHPOPMAIIH;

— YCTaHaBIMBaTb W HACTPaMBaTh CpPEACTBa AHTMBUPYCHOW 3alllUTHI B
COOTBETCTBHUH C MPEAbABIAEMbIMU TPEOOBAHUSAMU;

— JMarHOCTHPOBATH, YCTPaHATh OTKa3Hl, obecrieunBaTh
paboTOCIOCOOHOCT M TECTUPOBaTh (YHKLUMU MPOTrPaMMHO-aNNapaTHBIX
CPEICTB 3alUThl HHPOPMAIUY;

— TPUMEHATh MPOrpaMMHbIE M IPOTrpaMMHO-alapaTHbIE CPEACTBA IS
3alUThl HH(pOpMALMY B 06a3ax JTaHHbIX;

— TIPOBEpATH BHINOJIHEHHE TPeOOBaHWN MO 3amuTe HWHGOPMAIMH OT
HECAHKIIMOHMPOBAHHOTO JIOCTYIIA MPHU aTTeCTAlMM 00bEKTOB WH(pOpMATU3aLUU
o TpeboBaHUsAM 0€30MaCHOCTH UH(OpMALINH;

— TIPUMEHSTH MaTeMaTHYECKH ammapar ISt BBITTOJIHEHUS
KpUNTOrpaguueckux npeoOpa3oBaHMii;

— WCIOJIB30BaTh THIIOBBIE IPOTPAMMHBIE KPUIITOTpaQHUECKUE CPENICTBA, B
TOM YHCJI€ FIEKTPOHHYIO MOJIITUCH;

— TPUMEHSTH CPEJCTBA TAPAHTUPOBAHHOTO YHUUTOKEHHS HH(OPMAIIHH;

— yCTaHaBIIMBaTh, HACTPAMBATh, IPUMEHSTH IPOTPAMMHBIC U
IIpOrpaMMHO-aInapaTHbIE CPeJICTBA 3alUThl HH(pOpMaIny;

— OCYIIECTBIISITh MOHHUTOPHHI M PETHCTPALNIO CBEJCHUH, HEOOXOANMBIX
IUISL 3aIUTHl O0BEKTOB HWH(OPMATH3alUM, B TOM YHCJIE C HCHOIb30BAaHHEM
OpPOrpaMMHBIX M IPOTPaMMHO-allapaTHBIX  CPEACTB  OOHAPYXKEHHMS,
NPEAYNPEKACHNS U IMKBUIAINHN TIOCIEICTBIIA KOMIBIOTEPHBIX aTaK

3HaTh

— OCOOEHHOCTH U CHOCOObI MPUMEHEHHsI MPOrPAMMHBIX U MPOTrPaMMHO-




anmnapaTHBIX CPEACTB 3allIUThl MH(QOpPMAIMK, B TOM YHCIE, B ONEPALMOHHBIX
CUCTEMAaX, KOMIIBIOTEPHBIX CETAX, 0a3ax JaHHbBIX;

— METOAbl TeCTUpOBaHUS (YHKUUN OTHENbHBIX MPOTPAMMHBIX U
MIPOrpaMMHO-AIIaPaTHBIX CPEACTB 3alUThI HH(OPMAIIUU;

— THIIOBBIE MOJENM YIPaBJICHUSA JOCTYIIOM, CPEICTB, METOAOB U
MIPOTOKOJIOB UICHTU(UKALUY U ayTeHTH(PUKALUY;

— OCHOBHBIC TOHSATHS KPUNTOTpapuu M TUIIOBBIX KPHUITOTPahUIECKUX
METOIOB ¥ CPEJICTB 3aIIUThI HHPOPMALIUY;

— OCOOEHHOCTH U CHOCOOBI MPUMEHEHHsI MPOrPAMMHBIX U IPOTrPAMMHO-
anmapaTHbIX CPEICTB TAPAHTUPOBAHHOTO YHHUTOXKECHUS HHPOPMALINY;

— THUIOBBIE CPEICTBAa U METOAbl BEIEHUS ayAHWTa, CPEACTB M CIHOCOOOB
3alUThl HHPOPMAIMH B JIOKAIbHBIX BBIUMCIUTEIbHBIX CETSIX, CPEACTB 3alIUThI
OT HECAHKIIMOHUPOBAHHOIO JTOCTYIIA.

1.2. BocriurarensHas 11e1b

B pesynbrare ocBoeHMs y4yeOHON NUCIUIUIMHBI B COOTBETCTBUU C pabodyeit
IIPOTPaMMOM BOCIIUTaHUS o0Opa3oBaTenbHOI IIPOrpaMMBbI CpEeaHero
po(EeCCHOHAIBHOTO 00pa30BaHUsl MOJATOTOBKHU CIELUAIMCTOB CPEAHETrO 3BEHA II0
cnenuanbHoct  10.02.05  OOecneuenne  wHGOPMALMOHHOW  OE30MACHOCTH
aBTOMATU3UPOBAHHBIX CUCTEM pEAM3YeTCsd BOCIUTATEIbHAS ILENb - JIMYHOCTHOE
pa3BUTHE OOYYAIOMIMXCA U WX COLMATM3AIMS, MPOSBISIONMIUECS B Pa3BUTUU UX
MO3UTHUBHBIX OTHONICHUH K OOIIECTBEHHBIM IIEHHOCTSAM, NPUOOPETEHUU OIBITA
MOBEJCHUSI U TIPUMEHEHUS! CHOPMHUPOBAHHBIX OOIIMX KOMIIETEHIIUN CIEIUATHCTOB
CPEIIHETO 3BE€HA HA IIPAKTHUKE.

JInaHOCTHOE pa3BUTHE OOYYAIOITUXCS U UX COIMAIIA3AITHS, TIPOSBIISIONINECS B
Pa3BUTHH UX TMTO3UTUBHBIX OTHOIICHU K OOIIIECTBEHHBIM IIEHHOCTSAM, IPUOOPETEHUHN
OTbITA MOBEACHUS U IPUMEHEHUSI CDOPMUPOBAHHBIX OOIIMX KOMIIETEHIIUM
MIPEICTABIICHO CJEIYIOUMMU JUYHOCTHBIMU pe3yJIbTaTaMu:

JInuyHOCTHBIE pe3yJIbTAThI Koa im4HOCTHBIX
peaju3alnuu NporpamMmMbl BOCIIUTAHUS pe3yJibTaToB
(Oeckpunmopbwt) peaau3zanuun
NPOrpamMmbl
BOCIIUTAHUS
Oco3Haromuii ce0st TpakJaHHHOM U 3alTUTHIUKOM BEITUKON CTpaHBI JP 1

[TposiBisOIIMI aKTUBHYIO IPAKIAHCKYIO MO3ULUIO, JEMOHCTPUPYIOIIUI
MPUBEPKEHHOCTh NMPHUHIUIAM YE€CTHOCTH, MOPSIOYHOCTH, OTKPBITOCTH,
DKOHOMHUYECKH AaKTHBHBIM M YYacTBYIOIIMH B CTYACHUECKOM H
TEPPUTOPUATBHOM CaMOYIIPaBICHUM, B TOM YHCIE HA YCJIOBHUAX
JO0OPOBOJIBUECTBA, MTPOAYKTUBHO B3aUMOJCHCTBYIONIMNA U Y4aCTBYIOIIUI
B JICSITEIbHOCTH OOIIECTBEHHBIX OpraHu3alui

JIP 2

JIn4YHOCTHBIE pe3yabTaThl
peau3aly NporpaMmMbl BOCIUTAHMS,
onpeiesieHHbIEC 0TPAacAeBbIMU TPeOOBAHUSIMH K /1eJ10BBIM Ka4eCTBAM JIHYHOCTH

JleMOHCTpHUpYIONUH TOTOBHOCTh W CIIOCOOHOCTH BECTH C APYTHMH
JIOABMH, JOCTUTaTh B HEM B3aMMOIIOHMMAHUSA, HAXOIUTEL OOIIME LIEIH U JP 13
COTPYAHHUYATH JIJISI UX TOCTHXKCHHS B TPO(PECCHOHATILHON JEATEIHHOCTH

[IposiBisitOIIME ~ CO3HATENBHOE  OTHOLIEHHME K  HENPEPBIBHOMY

. . JIP 14
00pa3oBaHMI0 KAaK yCIOBHUIO YCIENTHOW Tpo(ecCHOHAIbHONH U




00ILIECTBEHHON NEATEILHOCTH

[TposBnsromMii  rpakJaHCKOE OTHOWICHHE K HIpoQecCHOHATBHON
JIEATENPHOCTU KaK K BO3MOXXHOCTU JIMYHOIO YYacTUs B PELIEHUU JIP 15
0OIIECTBCHHBIX, TOCYIAPCTBEHHBIX, OOIIEHAIIMOHAIBHBIX MPOOIEM

JIMYHOCTHBIE Pe3YJbTAThI
peaju3anuy NporpaMMbl BOCIMTAHNS, ONIpee/ieHHbIEe CY0beKTOM
Poccuiickoii @enepanmu (npu nannaun)

Bragerommii pu3ndeckoil BBIHOCIMBOCTHIO B COOTBETCTBUU C

. JIP 17
TpeOOBaHUSAMH NPO(HECCHOHAIBHBIX KOMIETEHIUH

JIN4YHOCTHBIE pe3yJabTaThbl

peajindanuu nNporpaMmMbl BOCIIUTAHUSA, ONIPEACICHHBIC KIIIOY¢BbIMHA paﬁoTouaTeJmMu
(pym HANYIHN)

CtpeccoycToNYMBOCTh, KOMMYHUKA0EIbHOCTh | JIP 24

1.3. KonmuecTBO 4acoB, OTBOJUMOE Ha OCBOEHHUE MPOPECCHOHATHHOTO MOTYJIS
Bcero 602 yacoB, u3 HUX
Ha ocBoeHre MJIK — 338 vaca, B TOM 4mcIie
Ha IpoMeXyTouHyto arTectanuio no MJIK — 14 yacos,
Ha TPAaKTUKH — 252 4acoB



2. CTPYKTYPA U COAEPXKAHUE ITPOPECCHUOHAJIBHOI'O MO VYJIA

2.1. Ctpykrypa npodeccuonanbuoro moayist 02 3ammura nHGOpMaIMi B aBTOMAaTU3UPOBAHHBIX CUCTEMAaX MPOrPaMMHBIMU
Y MIPOTpaMMHO-annapaTHLIMU CPEACTBAMHU

K O06beM npohecCHOHAILHOTO MOTYJIs, Yac.
OZbI O6beMm O6yuenne no MJIK, B gac. ITpakTuku
npodeccruon
o0pa3oBa- B TOM YHCJIE Camocro
aJIbHBIX HaumenoBanus paszesnon - 5 cGiag | TPOM3BOACTBEH a
o0mmmx poheCCHOHATTLHOTO MOYJIS Beero, | TAPOPATOPHBIX | KypcoBad i Hasl PaKTHKa,
porpamMm u paboTa NPaKTUK TeJbHas
KOMIIETEHIIH 4acoB 4acoB
i BI, Yac. HpaKkTHYeCKUX | (IPOeKT), | a, 4acos pabora
3aHATUI 4acoB

[IK 2.1 - Pazgen 1 monyns. [Ipumenenue

[IK 2.6 IIPOTPaMMHBIX U TPOTPaMMHO- 252 180 48 30 79 B B

OK 1-OK 10 | anmapaTHbIX CPEACTB 3aLTUThI
nHbOpMaIu

[IK2.4 Pazgen 2 monyns. [Ipumenenue

OK 1-OK 10 | kpunrorpadguuecKkux CpeacTB 180 144 56 - 36 - -
3alUThl HH(OpMaIUU
[Tpou3BoaCcTBEHHAS TPAKTHUKA
(o nmpouro crienuanTbHOCTH),
4acoB (€ciu MpeyCMOTpeHa 144 144 —
UTOroBasi (KOHLEHTPUPOBAHHAs)
MIPAKTHKA)
IIpoMexyTouHas aTTecTanus 14 14 — — — — —
OK3aMeH 10 12 12 B B B B B
npoeccnoHaIbHOMY MOJIYIIIO
Bcero: 602 350 104 30 108 144 —




2.2. TematndecKkuii IiaH u cojepkanue rnpodeccuoHanbHoro moaysis (ITM)

HaumenoBanue pazaenoB
npo¢ecCuoHaIBHOTO

moxayis (ITM), Coneprkanue ydeOHOT0 MaTepraia U (OpMbl OpraHU3AIMH JACSITSIBHOCTH 00YJYaIOmnXCs Obnem
MEXIUCIUTUTMHAPHBIX Hacos
kypcoB (MJIK) u tem
1 2 3
Paznen 1 momyns. [IpuMeneHure mporpaMMHBIX U IPOTPaMMHO-AMIAPATHRIX CPEICTB 3aIIUTHI HHPOPMALUU 262
M/K.02.01. [IporpaMmHBIE 1 TPOTPAMMHO-aNNapaTHBIE CPEJICTBA 3aIUTH HH(POpMaITUH 190
Paznen 1. OCHOBHBIE MPUHITUIIBI TPOTPAMMHOM M MTPOTPAMMHO-AIIIAPATHON 3alTUTHI HHPOPMAITUU
Tema 1.1. IIpeamer u Coneprxkanue 6
3a/1a4u MPOrpaMMHO- [IpeameT u 3a7a4m MPOrpaMMHO-aIIapaTHON 3alTUThl HH(POpMaIUK
annapaTHOM 3alIMUThI OCHOBHBIE MOHSTHS TPOTPAMMHO-AIIAPATHOMN 3aITUTHI HH(bopMaupm
HH(i)OpMaHHH Kiaccudukanms METOI0B M CPEJICTB MPOTPaMMHO-aIapaTHOM 3alIUThl HHQOpMaIuu
Tema 1.2. Ctanmaptbl Coneprkanue 4
0e301acHOCTH HopmaTuBHbIe paBoBbIE€ aKThl, HOPMATUBHBIC METOJUYECKHE JOKYMEHTBI, B COCTaB KOTOPHIX BXOJIST
TpeOOBaHUSA U PEKOMEHIAIMH T10 3aIUTe HHPOPMAIIMK MPOTPAMMHBIMU U TTPOTrPAaMMHO-AITapaTHBIMU
cpenctBamu. [Ipodunm 3amuThl IPOrpaMMHBIX U IPOTPAMMHO-ANTAPATHBIX CPEICTB (MEKCETEBBIX SKPAHOB,
CPEICTB KOHTPOJISI CheMHBIX MAITMHHBIX HOCUTENEH HH(POpPMAIIUH, CPEACTB JOBEPEHHOM 3arpy3Ku, CPEACTB
AQHTUBHUPYCHOM 3aIIUTHI)
CrangapTsl 1o 3ammre HHGOPMAIUHU, B COCTaB KOTOPHIX BXOAAT TPEOOBAHUS M PEKOMEH/IAIIUU TI0 3alTUTe
“H(pOpMaIUK MPOrPAaMMHBIMHU U TPOTPAMMHO-ANIIAPATHBIMU CPEICTBAMM.
Temartnka npakTUYECKUX 3aHITHIA U Ta00PAaTOPHBIX paboT 2
0O0630p HOPMATUBHBIX MPABOBBIX aKTOB, HOPMATUBHBIX METOJUYECKUX JOKYMEHTOB 10 3alIuTe HH(OpMAIINH,
B COCTaB KOTOPBIX BXOJAT TPeOOBaHMS U PEKOMEH IAIIUY 110 3alIUTe WH(POPMALIUU TPOTPAMMHBIMH U
MIpOrpaMMHO-aNmnapaTHbIMU CpeicTBaMu. PaboTa ¢ coepKaHueM HOPMATHBHBIX MTPABOBBIX aKTOB.
00630p crannaptoB. PaboTa ¢ copepkaHneM CTaHAApTOB
Tema 1.3. 3amumenHas Copepxanue 16

ABTOMAaTHU3UpPOBaHHAA
CcHuCTEMa

ABTOMaTH3aIMs TIporiecca 00padboTku nHPpOpMaIUn

Ilonstue aBTOMaTHSHpOBaHHOﬁ CHUCTCMBEI.

OcobenHocTn ABTOMATU3HWPOBAHHBLIX CUCTEM B 3alIIUINCHHOM WCIIOJHCHHUH.

OcuoBHble BUab6l AC B 3aIIUILIEHHOM UCIOJIHEHUH.




MeTO,I[BI CO31aHuA 0€30IaCHBIX CHCTEM

MeTo10510T1s TPOEKTUPOBAHMSI FAPaHTUPOBAHHO 3amuieHHbIx KC

JluckpennoHHbIe MOJIEITH

ManzgaTHbeIE MOAETH

Temarnka MpakTUYECKUX 3aHITHIA U JTA00PATOPHBIX padoOT

VYuert, 06paboTka, XpaHeHue u nepeaava napopmanuu B AVC

OrpaHu4eHue JOCTYyINa HAa BXOJ B CUCTEMY.

Wnentudukaiys u ayTeHTU(UKAIUS 110JIb30BaTeNeH

Pasrpanunuenue nocryna.

Perucrpanus coObituit (ayaur).

KOHTpOHB OECJI0CTHOCTH JaHHBIX

YHUUYTOXXEHHE OCTATOYHON MH(OpMAIUH.

Ynpasnenue nonutukoit 6ezonacuoctu. [lladraonsl 6e30nacHOCTH

Kpunrorpaduueckas 3amura. O630p nporpamm mmdpoBaHus JaHHBIX

VYnpasnenue noautukoit 6ezonacHoctu. [1ladnoHbl 6e30nacHOCTH

Tema 1.4.
Hecrabmimsupyroiee
BO3/ICIICTBUE HA OOBEKTHI
3aIIUTHI

Coneprkanue

Hcrounnku nectabmim3upyromero Bo3ACHCTBUS Ha 00bEKTHI 3aIUThI

Crnioco0bl BO3JIeicTBHS Ha HH(OPMAIIHIO

[IpuurHbI ¥ yCIIOBUS 1€CTa0MIIN3HPYIOIIEr0 BO3IEHCTBUS HA MHPOPMAIIHIO

TemaTuka MPAKTUYCCKUX 3aHATHH U J'Ia60paTOpHBIX pa60T

PacnpeﬂeneHI/Ie KaHaJ0B B COOTBETCTBHU C MCTOYHUKAMHM BO3JCHCTBUS Ha HH(bOpMaI_[HIO

Tewma 1.5. ITpuHIMIIBL
IIPOrpaMMHO-aIapaTHON
3aluThl HUH(GOpPMALIUU OT
HECaHKLIMOHUPOBAHHOIO
JocTyna

Conepxanue

Ilonstue HCCAHKIIMOHUPOBAHHOI'O NOCTYIIA K I/IH(I)OpMaI_II/II/I

OcHoBHbIE O1X01bI K 3amuTe nHpopmarmu ot HCJ|

Opranuzanus goctyna K aifinaM, KOHTPOJIb AOCTYIA U pa3rpaHUYEHUE TOCTYIa, UePAPXUUECKHM JOCTYI K
¢ainam. @ukcanus gocTyna K ¢dainam

I[OCTYH K JaHHBIM CO CTOPOHBI ITPOLIECCa

Oco6eHHOCTH 3alIUTHI JaHHBIX OT u3MeHeHus. lllugposanue.

TemaTnka NpakTHYECKUX 3aHATUN U 1a0OPaTOPHBIX PaboT

Opranu3anus goctyna K ainam

O3HaKkOMIJIEHHE C COBPEMECHHBIMH IIPOTPaMMHBIMU W ITPOTpaMMHO-alIIapaTHbIMU CPCACTBAMU 3alIUThI OT

HCA

Paznen 2. 3amuTa aBTOHOMHBIX aBTOMATH3HUPOBAHHBIX CHCTEM
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Tema 2.1. OcHOBBI 3alUATEI
aBTOHOMHBIX
aBTOMAaTHU3UPOBAHHBIX
CHCTEM

Coneprxanue

Pabora aBroHoMHOI AC B 3alIUIIIEHHOM PEXHME

Ausroputm 3arpy3ku OC. llITaTHbie CpeicTBa 3aMbIKAHUS CPEIbI

Pacmmpenune BIOS kak cpesicTBO 3aMbIKaHHsI IIPOTPAMMHON CPEIbI

Cucremsl TuIa JIEKTPOHHBIN 3aMOK. O3 € IPOBEPKOM 1IEIOCTHOCTH NporpaMMHoi cpeasl. [lonarue AM/(3
(moBepeHHas 3arpys3Ka)

[TpuMmeHeHne 3aKi1aJoK, HalIPaBJICHHBIX HA CHIDKEHUE Y(P(PEKTUBHOCTH CPEJICTB, 3aMBIKAIOIINX CPEIY.

Tema 2.2.3ammura
porpamMm OT U3y4EHUS

Coneprxanue

W3yuenne n obpatHoe npoektuposanue 110

Crioco05b1 HN3YUCHUA I1O: cratnueckoe n AUHAMHUYCCKOC N3YUCHHUC

3a/1a4u 3aIUTHI OT H3YYEHUS M CIIOCOOBI UX PEIICHUS

3ammra OT OTIaaKH.

3ammra oT I[I/I3aCCeM6JII/IpOBaHI/I$I

3amuTa OT TPaCCUPOBKH 110 IPEPHIBAHUSM.

Tema 2.3. BpenonocHoe
IpOrpaMMHO€E 0OecriedeHe

Coneprkanue

BpenonocHoe nporpamMmmHoe o0ecriedeHne Kak 0coOblid BUJ pa3pymalonux BO3IeHCTBUN

Knaccugukanus BpejoHOCHOT0 ITporpaMMHOro obecneuenus. Cxema 3apaxxenus. Cpeictsa HeUTpaiu3aluu
BpenonocHoro [10. Ilpodunaktika 3apaxenus

IMowuck cienoB aktuBHOCTH BpegoHocHOoro [10. Peectp Windows. OcHOBHBIE BETKH, COIEpIKAIINE
uHpopmanuto o BpeoHocHoM I10. JIpyrue o0bekThI, conepkamue nadopmauo o Bpegonocuom [10,
daitner prefetch.

bot-netsl. [IpuHuun ¢pyHkunoHnpoBanus. MeTobl 0OHapyKeHUs!

Knaccudukanus anTuBupycHbIX cpeAcTB. CUTHATYpHBIN U 3BPUCTUYECKUI aHATIN3

3amuTa OT BUPYCOB B "pydyHOM pexume"

OCHOBHBIE KOHIIETIIIMY OCTPOEHHUS CUCTEM aHTUBHUPYCHOM 3aIIUThI HA IPEIIPUITHH

TemaTuka MMPAKTUYCCKUX 3aHATHH U J'Ia60paTOpHBIX pa60T

[MpumeneHus cpeacTB uccienoBanus peectpa Windows [uist HaX0XIeHHS CIISIOB aKTHBHOCTH BPEIOHOCHOTO
110

HpOMe)KYTO‘-IHaSI arTeCTanus

o MJIK.02.01

N

Tema 2.4. 3ammura
porpamMM M JaHHBIX OT
HeCaHKHI/IOHI/IpOBaHHOFO
KOIUPOBAHUSA

Conepxanue

HecankunonupoBanHoe konuposanue nporpamm kak tun HCJ{

IOpI/I,ZII/I'-IeCKI/Ie ACTICKTbl HCCAHKITMOHHUPOBAHHOT'O KOIMUPOBAHUW ITPOTrpamMMm. O6HI€€ IIOHATHUEC 3allIUTHI OT
KOIIMPOBAHUA.
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[Tpussizka 10 k annapaTHOMY OKPY>KEHUIO U HOCUTEISIM.

3anTHBIE MEXaHU3MBI B COBPEMEHHOM MTpOrpaMMHOM obecnieuennn Ha npumepe MS Office

Temartuka npakTUYeCcKuX 3aHITHIA U 1a00paTOPHBIX paboT

3amura HHPOPMALUU OT HECAHKIIMOHUPOBAHHOT'O KOITMPOBAHMSI C UCIIOJIb30BAaHUEM CIIELIUATU3UPOBAHHBIX
IIPOrPaMMHBIX CPEACTB

3anmTHbIe MEXaHU3MBI B Ipuiiokenusx (Ha npumepe MSWord, MSExcel, MSPowerPoint)

Tema 2.5. 3amura
nHpopMmaluu Ha
MAaIIMHHBIX HOCHTEIISX

Coneprxanue

[TpobsemMa 3amuThl OTUYKIaeMbIX KOMITOHEHTOB [I9BM.

MeTop! 3amuThl HHGOPMAIMK Ha OTYYXKJaeMbIX HocuTensix. Hudposanue.

CpenctBa BocCTaHOBIEHHS ocTaTouHOU nH(popMannu. Co3ganue mocekTopHbix oopazos HXKMJI.

[TpumMeHeHne cpeacTB BOCCTAHOBIICHHUS OCTATOYHON HH(OPMAINK B CyJeOHBIX KPUMUHATMCTHYECKIX
HKCHEPTH3aX U MPH paccieloBaHUK MHIMIeHTOB. HopmaTuBHas 6a3a, JOKyMEHTHPOBAHUE PE3Y/IbTATOB

Be3B03BpaTH06 YAAJICHUC JAHHBIX. HpI/IHHI/IHbI H aJITOPUTMBI.

Temarnka MpakTUYECKUX 3aHITHIA 1 JTA0OPATOPHBIX padoT

[IpumeneHue cpencTBa BOCCTAHOBICHUS OCTATOYHON HH(OpMAIK Ha TpuMepe FOremost wnum anaiora

[TpuMeHeHne cienuann3upoOBaHHOTO MPOrPAMMHO CPEJICTBA I BOCCTAHOBIICHHS YIAJICHHBIX (aiiyioB

HpI/IMeHeHI/Ie IIporpamMm 1Jist 663BO3BpaTHOFO YAAJICHUSA JaHHBIX

[Tpumenenne nporpamMm asist IU(GPOBAHUS TAHHBIX HA ChEMHBIX HOCHUTEIISX

Tema 2.6. AnnapatHsie
CpeAcTBa UICHTHU(PHUKAIUN
U ayTeHTU(UKALNUN
I0JIb30BaTEIEH

Coneprxanue

TpeboBaHus K anmapaTHBIM CpEACTBaM UIESHTU(DUKALNN U ayTeHTHU(PHUKAIIUYU TOIb30BaTeNeH, MPUMEHSIEMBIM
B O3 u AIIM/I3

Ycrpoiictsa Touch Memory

Tema 2.7. CucreMsl
oOHapy»XeHHs aTak u
BTOP>KEHUI

Coneprxanue

COB u COA, otnanuus B pysximsax. OcHoBHble apxutekTypsl COB

Hcnonb3oBanue ceteBbix cHUPepoB B kauectse COB

Anmnapatsbiii komnoHeHT COB

ITporpamMusIil komnoHeHT COB

Monenu cucteMbl 0OHapy»)eHUs BTop keHui, Kinaccudukanus cucteM oOHapyKeHUs! BTOPKEHHH.
Oo6Hapyxenue curtaryp. O6HapyxeHue aHoMaui. JIpyrue mero il 00HApYKEHUS] BTOPKEHHH.

TemaTnka NpakTHYECKUX 3aHATUN U 1a00OPaTOPHBIX PaboT

MOI[CJ'II/IpOBaHI/IC IMPOBCACHUSA aTAKH. I/I3y‘-ICHI/Ie HHCTPYMCHTAJILHBIX CPCACTB O6Hapy)KCHI/ISI BTOp)KCHI/Iﬁ

Paznen 3. 3amuTta nHOOpMAIK B JOKATBHBIX CETAX

Tema 3.1. OcHOBEI

| Conepxanne
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MOCTPOEHUS 3alTUIIIEHHBIX
cerei

CeTI/I, pa60Tan1uI/Ie 110 TEXHOJIOTHMW KOMMYTall ITaKCTOB

Crex npotokosioB TCP/IP. OcobeHHOCTH MapIIpyTH3AIHH.

[ITaTtHble cpeAcTBa 3aIMThI HHGOpManKu creka mpoTokosoB TCP/IP.

CpencrBa naeHTH(UKAIME U ayTeHTU()UKALIMU Ha pa3HbIX ypoBHsX mpotokona TCP/IP, moctonncTBa,
HEJOCTaTKH, OTPAHUYCHHSI.

Tema 3.2. Cpencrtpa
opranuzaiuu VPN

Coneprxanue

BupryanbHnas yactHas cetb. DyHKIIMHN, HA3HAYEHUE, IPUHIINI [IOCTPOCHUS

Kpunrorpaduueckue n Hekpunrorpaduueckue cpeactna opranuzanuu VPN

YcrpoiicTa, o6pasyrone VPN. KpunromapuipyTuzarop u KpunToQuIbTp.

KpI/IHTOpOYTep. HpI/IHHI/IHH, APXUTCKTYpa, MOACIIb HAPYIIHUTECIISI, TOCTOMHCTBA U HEAOCTATKHU

Kpunrodpwmistp. [lpuHnmmel, apxutekTypa, MOJIeIbh HApYIIUTENs, TOCTOMHCTBA M HEJTOCTATKU

Temarnka MpakTUYECKUX 3aHITHIA U JTA0OPATOPHBIX padoT

PazsepTriBanue VPN

Paznen 4. 3anura nadopmai

WU B CETSIX OOIIETo J0CTyIa

Tema 4.1.00ecnieuenue
0e301acHOCTH
MEKCETEBOIO
B3aNMOICHCTBHS

Coneprkanue

MeTop! 3amuThl HHGOpMAIMK pH padoTe B CETSAX 00IIEro AOCTyNA.

MesxceTeBbie OKpPaHbI THUIIA firewall. I[OCTOI/IHCTBa, HCOOCTATKU, pCAJIN3YCMBIC TTOJIUTUKN 0e30macHOCTH

Ocuosubie Tuisl firewall. Cummverpuunbie u Hecummerpuunbie firewall,

VYposens 1. [TakeTHble pUIBTPHI

ypOBeHL 2. CDI/IJ'II)TpaI_II/IH CJ'Iy>K6, IMOUCK KJIKOUCBBIX CJIOB B TCJIC TAKECTOB HA CCTCBOM YPOBHC.

YpoBeHnb 3. Proxy-cepBepa NpuKIaJHOTO YPOBHS

OxHoxocTOoBBIe U MysbTHXOCTOBBIC firewall.

OCHOBHBIE THITbI QPXUTEKTYp MYJIbTHXOCTOBBIX firewall. TpeGoBanus Kk KaIOMy XOCTY UCXOJIS 3
ApXUTEKTYPHI ¥ BHINOIHSAEMBIX (QYHKINH

TpeboBanust no cepTuhUKaLNN MEKCETEBbIX IKPAHOB

TemaTuka MPAKTUYCCKUX 3aHATHH U J'Ia60paTOpHBIX pa60T

N3yuenue u cpaBaenue apxurextyp Dual Homed Host, Bastion Host, Perimetr.

W3ydeHnne pa3nuuHbIX cioco00B 3aKpbITHS "OMacHBIX'" MOPTOB

Paznen 5. 3ammra nndopman

uu B 0a3ax JaHHBIX

Tema 5.1. 3amura
uHpopmanuu B 6azax
JTAHHBIX

Conepxxanue

OcHoBHbIE THUIIBI YTpo3. Moenb HapymuTens

CpenctBa naeHTHQUKAIMN U ayTeHTU(UKAIMK. Y TIPaBIeHUE T0CTYIIOM

CpCIlCTBa KOHTPOJIA OCJIIOCTHOCTU I/IH(bOpMaI_[I/II/I B 0azax JaHHBIX

13




Cpencta aynuTa M KOHTpoJs 6e3onacHoct. Kputepuu 3aniumenHocty 6a3 TaHHbBIX

[Tpumenenne Kpunrorpaguyeckux CpeAcTB 3aUUThl HH(pOpMAIMK B 6a3axX JaHHBIX

Temartuka npakTUYeCcKuX 3aHITHIA U 1a00paTOPHBIX paboT

N3yuenue mexann3moB 3amutbl CYBJI MS Access

W3zyuenne mratHbix cpencts 3amutsl CYBJ MSSQL Server

Paznen 6. MOHUTOPUHT CUCTEM 3aIlUThI

Tema 6.1. MoHUTOPUHT
CHCTEM 3aIUTHI

Coneprxanue

ITonsatue u 000CHOBaHKHE HEOOXOIUMOCTH UCIOIB30BAHNS MOHUTOPHUHIA KAK HEOOXOAMMOM KOMIIOHEHTHI
CHCTEMBI 3alIUTHI HHPOpMALIUU

Oco0eHHOCTH (PUKCAIMU COOBITHI, TOCTPOCHHBIX HAa Pa3HBIX MPUHIUIIAX: CETH C KOMMYTAIIUEH COCTUHEHHH,
ceTh ¢ KoMMmyTaiuei nmakeros, TCP/IP, X.25

KHaCCI/IQ)I/IKaHI/IH OTCJIE)KMBAEMBIX COOBITHH. OCOOEHHOCTH IOCTPOCHHA CUCTCM MOHHUTOPHHI'A

HcTounuku nHGOpMAIIUK 111 MOHUTOPUHTA: CETEBBIC MOHUTOPBI, CTATUCTHYECKHE XapaKTEPUCTHKH
Tpaduka yepez MO, mpoBepka pecypCcoB OOIIETro MOJIb30BAHMS.

Knaccn@nxaunﬂ CCTCBBIX MOHHUTOPOB

CucTeMsbl ynpaBieHus: COOBITHMH HHPOpMaMOHHOM Oe3omacHocTH (SIEM).
0630p SIEM-cuctem Ha MUPOBOM M POCCHIICKOM PBIHKE.

Temarnka MpakTUYECKUX 3aHITHIA 1 JTA0OPATOPHBIX paboT

M3yudeHne 1 CpaBHUTENBHBII aHAIN3 PacIPOCTPAHEHHBIX CETEBBIX MOHUTOPOB Ha npuMmepe RealSecure,
SNORT, NFR wnm apyrux anaaoros

IIposenenue ayaura JIBC cereBbIM cKaHEPOM

Tema 6.2. 3yuenune mep
3aluThl HH(QOPMALIUY B
UH(POPMALIMOHHBIX
cUcCTeMax

Conepxanue

Nzyuenue TpeboBanumii 0 3amure nHOOPMAIIMU, HE COCTABIIAIONICH rOCy1IapCTBEHHYIO TaliHy. M3yueHue
Meroandeckux 1okyMeHToB @CTIK no npumMeHeHno Mep 3alluThl.

TemaTuka NpakTHUECKUX 3aHATUN U J1a0OPaTOPHBIX paboT

Br160op Mep 3amuThl HHGOPMALIUKU 7S UX pean3aluy B HHOpMalMOHHOM cucteme. Bri6op
COOTBETCTBYIOIIMX NMPOTrPaMMHBIX U IPOrPAMMHO-ANIAPATHBIX CPEACTB U PEKOMEH AN 110 MX HACTPOMKeE.

Tema 6.3. U3yuenue
COBPEMEHHBIX
MPOrpaMMHO-aIaAPATHBIX
KOMILJIEKCOB.

TemaTuka MPAKTUYCCKUX 3aHATUN U J'Ia60paTOpHBIX pa60T

YcTaHOBKA M HACTPOWKA KOMILJICKCHOTO cpejcTBa Ha mpuMepe SecretNetStudio (yueOHas THIICH3US) WK
JPYTUX aHAJIOTOB

YcTaHoBKa M HaCTpOHKA MPOrPaMMHBIX CPEJICTB OLIEHKH 3alllMIIEHHOCTH U ayinTa HHPOPMAIMOHHON
0e30macHOCTH, U3y4eHrne GyHKIUN 1 HaCTPOMKa peKUMOB paboThl Ha npumepe MaxPatrol 8 nim qpyrux
aHaJIOTOB
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W3yuenne THHOBBIX pemienuii it noctpoeaus VPN wa npumepe VipNet wim apyrux aHaaoros

M3y4yeHne COBpEMEHHBIX CHCTEM aHTHBUPYCHOM 3alMThI HA IPUMEPE KOPITOPATHBHBIX PEIICHHIA
KasperskyLab mim nqpyrux anamoros

W3yyenune pynkumonana u obnacreit npumenenus: DLP cucrem Ha npumepe InfoWatchTrafficMonitor wim
APYTUX aHAJIOTOB

KypcoBas pabora 30
[IpumepHas TeMaTHKa KypCOBBIX padoT
1. Ouenka 3¢(peKTUBHOCTHU CYIIECTBYIOLIUX MPOTPAMMHBIX U IPOrPaMMHO-AIIAPATHBIX CPEICTB 3alUThI HH(OPMALIUU C
MPUMEHEHHUEM CIEIMATU3UPOBAHHBIX HHCTPYMEHTOB U METOJIOB (MHIMBUAYAIBHOE 3a1aHHE)
2. O030p U aHAIU3 COBPEMEHHBIX MPOTrPAMMHO-ANNapaTHBIX CPEACTB 3alIUTHI HH(pOpMany (MHAUBHIyaTbHOE 3a/I1aHUE)
3. BbIOOp ONTHMATLHOTO CPEICTBA 3aMUTHI MH(DOPMAIIUK UCXOAs U3 MeToarndeckux pekoMmeHnarmii ®CTOK u umerommxcs
UCXOJHBIX TAHHBIX (MHIUBUAYATbHOE 3aJJaHHE)
4. TlpuMeHeHHue MPOTpaMMHO-ANTIAPATHRIX CPEICTB 3aIIUTHl HHPOPMAIUH OT PAa3JIUIHBIX TUIIOB YIPO3 Ha MPEANPUITHN
(MHIMBUyaTIbHOE 3a/laHuUE)
5. TIpobnema 3amuTel nHGOpPMAIIMK B 00JAYHBIX XpaHuHmax ganHaex 1 [1O/]ax
6. 3ammra cpen BUPTyaInU3aliu
[Ipomexyrounas arrecrauus no MJIK.02.01 6
VYyeOHas mpakTHKa 1o pazzgeny 1 Moxyns 72

Bunet pabor:

[TprMeHeHne NpOrpaMMHBIX U TPOTrPaMMHO-ANIApPaTHBIX CPEACTB o0ecreueHns HH(POPMAIMOHHOM 6€30MMacHOCTH B
aBTOMATH3UPOBAHHBIX CHCTEMaX

Junarnoctuka, ycTpaHeHHE OTKa30B U oOecrieueHre paboToCIIOCOOHOCTH MPOTrPAMMHO-AIIAPATHBIX CPEJICTB 0OecieueHns HH()OPMAIOHHOM
0e30MacHOCTH

Ouenka 3¢ (HeKTUBHOCTH MPUMEHSIEMBIX TPOTPAMMHO-aNNapaTHBIX CPEJICTB oOecTieueHus] HHGHOPMAITMOHHONW 0€30MTaCHOCTH
CocraBieHre JOKYMEHTAIUH 110 y4eTy, 00padoTKe, XpaHEHHUIO U Tiepeaade KoH(UICHIIMATbHOM nH(pOpMauu
Hcnonp3oBaHre mporpaMMHOTo obecriedeHus 11l 00pabOTKH, XpaHEeHU U Tiepeaun KOoH(GUIeHIIMaIbHOM nHpopManuu

CocraBieHre MapiIpyTa 1 cocTaBa MPOBEIECHUS Pa3IMUHBIX BUJOB KOHTPOJIbHBIX MPOBEPOK MIPH aTTECTALIMU OOBEKTOB, TOMEIICHUH,
MPOTrpaMMm, aJIrOPUTMOB.

yCTpaHeHI/Ie 3aMEUaHui 1o pe3yiibTaTaM IIPOBCPKU

AHaNM3 ¥ COCTaBJIEHNE HOPMATUBHBIX METOJAMYECKUX TOKYMEHTOB IO 00ecredeHn o HHPOPMaMOHHOM 0€30IMacHOCTH MTPOTPaMMHO -
amnmapaTHBIMH CPEJICTBAMH, C YU€TOM HOPMATHBHBIX MMPABOBHIX AKTOB.

HpI/IMCHCHI/Ie MAaTEMAaTUYCCKUX MCTOOOB IOJId OICHKHW Ka4€CTBa U 135160pa HaWJIy4qlICro nmporpaMmmMHoOIo CpcaCcTBa
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https://www.infowatch.ru/products/traffic_monitor_enterprise

Paznen 2 monyns. [Ipumenenue kpuntorpapuuecKux CpeaCcTB 3alUThl HHYOPMAIHH

184

MJIK.02.02. Kpunrorpadudeckue cpeacTBa 3aluuThl HHGOPMAITIH

148

BBenenue

Coneprkanue

[Ipeamer u 3apaun kpunrorpaduu. Mcropus kpunrorpaduu. OCHOBHBIE TEPMUHBI

Pasz[en 1. MaTemaTtnyeckue OCHOBBI 3aIIUTHI I/IH(l)OpMaI_II/II/I

Tema 1.1. Maremartnueckue
OCHOBBI KpUINITOTpahuu

Conepxanue

24

DeMEHTHI TCOPHUU MHOXXCCTB. prnnbl, KoOJbLa, IMOJIs.

J_IGJ'II/IMOCTB YHUCCII. HpI/IBHaKI/I JACIINMOCTH. HpOCTBIe H COCTaBHBIC YHMCJIA.

OcHoBHas TeopeMa apudmernku. Hanbonmpmmii oomuii genurens. Bzanmuao
npocteie yncna. AnroputM EBxinna nns naxoxaenuss HOJL.

OtHomenus cpaBHuMOocTH. CBOlCTBA cCpaBHeHMIA. MoynsipHas apudMeTHka.

Kiaccel. [lonnas u npuBenenHas cucreMma BoiueToB. Oynkius Ditnepa. Teopema dOepma-Oitnepa. Anroputm
OBICTPOrO BO3BEJICHUS B CTENIEHb 10 MOAYIIIO.

CpaBHenus niepBoii creneHu. JIunelinsie TuodanToBsl ypaBHeHUs. Pacimpennsiii anroput™ EBkimaa.

Kuraiickas Teopema 00 ocTaTkax.

[TpoBepka vrcen Ha MPOCTOTY. AJITOPUTMBI TeHEPAIMK IPOCTHIX Ynces. MeTo 1 MpoOHBIX NesieHuit. Pemrero
Dparocdena.

Paznoxxenue uucna Ha MHOXKUTETU. Anroputmsl akTopusanuu. @akropuzamus Oepma. Merox [lomnapna.

Anroputmsl 1uckperHoro jgorapudmuponanus. Meron Iomnapaa. Meron oppa.

Apudmerndeckue onepanuy Haja O00JIbIIUMH YUCIAMH.

DJIMNTHYECKUE KPUBBIE U MX IPUIIOKEHUS B KpUITOrpaduu.

TemaTuka MMPAKTUYCCKUX 3aHATHH U HaGOpaTOpHLIX pa60T

[Ipumenenne anroputma EBknuaa muig Haxoxaenus HOJI. Pemenne nuHelHbIX 1M0(QaHTOBBIX YpaBHEHUN

ITpoBepka uncen Ha MPOCTOTY

Penienue 3agad ¢ aneMeHTaMHu TCOPHU YNCCIIL.

Paznen 2. Knaccuueckast kpunrorpadust

Tewma 2.1. MeToibt
KpHUITOrpaduyeckoro
3amuThl HH(QOpMALIUU

Conepxanne

Krnaccudukanus oCHOBHBIX METO/I0B KpUNITOrpaduuecKoi 3amuTsl. MeTOAbl CHMMETPUYHOTO HIH(PPOBAHUS

[udpset 3amensl. [Ipoctas 3amena, MHOroanahaBuTHas MOJICTAHOBKA, MPONOPLIUOHAIBHBIN UQP

Mertoanl NCPCCTAHOBKHU. Tabnuunas MEPCCTaHOBKA, MApIIPyTHAA ICPECTAHOBKA

[MammupoBanue. 'aMMupoBaHre ¢ KOHEYHON ¥ OECKOHEUHON TaMMaMu
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Temaruka npakTUYECKUX 3aHITHIA U 1a00paTOPHBIX paboT

[IpruMeHeHne KIacCHYeCKUX MU(PPOB 3aMEHBI

[TpuMmeHeHne KilacCHuecKuX Mu(poB nepecTaHOBKU

HpI/IMeHCHI/Ie MCTO/JId raMMHPOBAHU A

Tema 2.2. Kpunroananus

Conepxanue

OcHoBHBIE METOIBI KpUTITOaHaMN3a. Kpunrorpapudeckue araku.

Kpunroradudeckas croiikoctb. AGCOMIOTHO cToMKue KpunrtocucteMsl. [Ipunimnsl Kupkxoddcea

HepCHCKTI/IBHHC HaIIpaBJICHUS KPHUIITOAHAJIN3A, KBaHTOBBIN KpUIITOAHAJIN3.

Temaruka npakTHYECKUX 3aHITHHA U 1a00paTOPHBIX paboT

Kpunroananus mudpa npocToii 3aMeHbl METOJIOM aHAJIN3a YACTOTHOCTU CUMBOJIOB

KpunToananus kjgaccuueckux mu@poB METOA0M HMOJTHOTO nepebopa Kitouei

Kpunroananus mudpa Buxunepa

HpOMe)KYTOIIHaH aTTcCTanuid

mo MJIK.02.02

N

Tema 2.3. Ilorounsie
mudpsl ¥ reHepaTopbl
IICEBIOCITyYalHbIX YUCEI

Copepxkanue y4eOHOro Marepuana

OcHOBHBIE NPUHIUIIBI TOTOYHOTO HdpoBanus. [Ipumenenue reneparopos [1CY B kpunrorpadumn

MeTop1 onyueHus nceBaocaydaitasix nocienoarensHoctei. JIKL, merog ®ubonayun, meton BBS.

Temaruka npakTUYECKUX 3aHITHIA U JTa0OPATOPHBIX paboOT

[Tpumenenue meto0B renepauuu [1CH

Paznen 3. CoBpemenHas kpunrorpadus

Tewma 3.1. KogupoBanue
UHpOpMaLIUH.
Kommnsrorepuzanus
mudpoBaHus.

Coneprkanue y4eOHOro MaTepuana

Konuposanue nnpopmarmu. CuMBoabHOE KoArpoBaHue. CMBICTIOBOE KOAUpOBaHUe. MexaHu3anus
mudposanus. [Ipencrasnenue napopmanuu B 1sonuHoM Koje. Tabnuna ASCII

Komnerorepuszanus mudpoBanus. AnnapatHoe U nporpaMMHoe mudposanue CTaHnapTusamus
IpOTrpaMMHO-aNNapaTHBIX KPUITOTpapUUeCKUX CUCTEM U CpecTB. M3yueHue coBpeMEeHHbIX IPOTPaMMHBIX
Y annapaTHbIX KpUNTOrpaduyeckux CpesicTB

TemaTuka MMPAKTUYCCKUX 3aHATHH U J'Ia60paTOpHLIX pa60T

KonupoBanue nnpopmanuu

HpOI‘ pPaMMHasd peain3dannsa KJIIaCCHYICCKUX HII/I(prB

I/ISYIICHI/IC pcan3anu KIAaCCUICCKUX I_HI/I(l)I)OB 3aMCHBI U ICPCCTAHOBKHU B IIPOIrpaMMe CrypTOOI U1
aHaJIore.

Tema 3.2. CuMMeTpHUuHBIE

Cogepxanue yaeOHOTO MaTepuana
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CUCTEeMBbI IHU(ppOBaHUS

O6mue ceaenus. CTpyKTypHasi cxeMa CUMMETPUYHBIX KPUMITOTpapuUeCKUX CUCTEM

OreuectBennbie anroput™bl Marma u Kysneuuk u crannaptel [OCT P 34.12-2015 u I'OCT P 34.13-2015.
Cummerpuunbie anroputMbl DES, AES, TOCT 28147-89, RC4

Temaruka npakTUYECKUX 3aHITHIA U JTa0OPAaTOPHBIX paboT

W3ydeHue mporpaMMHOM peain3alii COBPEMEHHBIX CUMMETPUYHBIX MIU(POB

Tema 3.3. AcuMmmeTpuYHbIE
cUCTeMBbI MU(POBAHUSL

Copepxanue yueOHOro MaTepuana

Kpuntocucremsl ¢ oTKpbITHIM KiIt04oM. HeoOpatumocTs cucreM. CTpyKkTypHas cxema i poBaHus ¢
OTKPBITHIM KIIFOUOM.

DNEeMEHTBI TEOPUH YUCEIl B KPUNITOTPAPHUU C OTKPBITHIM KIHOYOM.

TemaTuka MpakTUYECKUX 3aHATUN U J1a0OpPaTOPHBIX padboT

[IprMeHeHne pa3InYHbIX aCUMMETPUYHBIX aJITOPUTMOB.

N3ydenne nmporpaMMHON peann3aiii aCHMMETPUYHOTO anroputma RSA

Tema 3.4. Ayrentudukanus
JAHHBIX. DJIEKTPOHHAs
HO/IITHCh

Coneprxkanue y4eOHOro Marepuana

Ayrentuduranus ganaeix. O6mue monstus. JI1. MAC. OnHoHanpaBieHHbIE XemI-QYHKIUU. AJITOPUTMBI
1 poBOH NOANHUCH

TemaTuka MpakTUYECKUX 3aHATUN U J1a00OpaTOPHBIX padboT

[Ipumenenue pa3nuuHbIX QYHKIUI XEMIMPOBAHUS, aHATN3 OCOOCHHOCTEH xelen

[Ipumenenne kpuntorpapuueckux aTak Ha Xem-(pyHKIHH.

N3yyenue nporpaMMHO-anmapaTHbIX CPEACTB, PEaM3YIOIINX OCHOBHbIE pyHKIMK OI1

Tema 3.5. Anroputmsl
oOMeHa KITroueh u
TIPOTOKOJIBI
ayTeHTU(DUKAIUU

Coneprkanue y4eOHOro MaTepuana

ANTOpUTMBI pacpeesIeHHs KJIFoUel ¢ MPUMEHEHUEM CUMMETPUYHBIX M ACUMMETPHUUHBIX cxeM [IpoTokosib
ayreHTU(uKanuu. Bzaumuas ayrentuukanus. OJHOCTOPOHHSS ayTEHTHU(PHKALIIHS

TemaTuka MpakTUYECKUX 3aHATUN U J1a0OpaTOPHBIX padboT

[Tpumenenue npotokona Juddu-Xemimana amns oOMeHa KirodaMu UG poOBaHuUs.

N3ydeHre npuHIUIIOB pabOTHI MPOTOKOJIOB ayTEeHTU(HUKAIINY C UCTIOIB30BAaHUEM JIOBEPEHHOIN CTOPOHBI Ha
npumepe npotokoia Kerberos.

Tema 3.6. Kpunro3ammura
uH(GOpPMAIIUU B CETIX
rnepeaavyu JaHHbIX

Conepxxanue yuaeOHOro MaTepraia

AoGonenTckoe mudpoBanue. [lakernoe mmdpoBanue. 3amTa MEHTPA TEHEPATNH KITIOYEH.
Kpunromapmpytuzarop. [laketHsrit puibTp
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Kpunrorpadudeckas 3amura 6€CipoBOHBIX COSAMHEHHH B ceTsax cTanaapra 802.11 ¢ ucnonp3oBaHueM
nporokosoB WPA, WEP.

Tema 3.7. 3amura Copneprkanue ydeOHOro Marepuaia 4
undopmaruy B [TpuHIMIIEL PYHKIUOHMPOBAHUS SJIEKTPOHHBIX IUIATEXHBIX CUCTEM. DIIEKTPOHHBIE IIJIACTUKOBEIE KAPTHL.
SJICKTPOHHBIX IVTATCHKHBIX | [TepcoHanbHBINA HAESHTU(OUKAIMOHHBIA HOMED
cucreMax [Tpumenenue kpunTorpapuuecKux MPOTOKOJIOB i o0ecreueHnus 6€30MacHOCTH 3JEKTPOHHON KOMMEPIIHH.
Temaruka npakTUYECKUX 3aHITHIA U J1a0OpaTOPHBIX paboT 4
[Tpumenenue ayTeHTU(UKALIUY IO OAHOPA30BBIM HaposisiM. Peanu3zanus anropuTMOB CO3/IaHUS OJTHOPA30BBIX
rapoJieit
Tewma 3.8. KomnberoTepHas CopepxaHue yaeOHOro MaTrepuana 6
creranorpagus CkpsiTas nepenaya nHGOpMaIUK B KOMITBIOTEPHBIX cucTteMax. [Ipobiema ayTreHTHUKAITIH
MYyJIbTUMEANHMHON HHpOpMAIIK. 3allUTa aBTOPCKUX MPaB.
MeTtoapl kKoMIbloTepHOM cTeranorpaduu. [Lludpossie BoasiHble 3HakU. ATropuT™Mel BetpanBanus 11B3
TemaTuka MpakTUYECKUX 3aHATUN U J1a0OpaTOPHBIX padboT 4
00630p 1 cpaBHUTENBbHBIN aHaNN3 cymecTByromero 110 ansa BcrpauBanus 1[B3
Peanuzanus npocreifiux creranorpaduyeckux aaropuTMoB
[Ipomexyrtounas arrecrauus no MJ1K.02.02 2
YueOHas mpakTHKa pasjena 2 MOTyJis 36
Bunst pabort:
— Hcnonbp3oBaHUE TUITOBBIX KPUNTOrpaUUECKUX CPEACTB U METOJOB 3aIIUThl HH(QOPMAIIMH, B TOM YHUCJIE U 3JIEKTPOHHOMN MOANKUCH
[IpousBoncrBenHas npakruka no [TM.02 144
Bunet pabot
— AHaJIu3 NPUHIUIIOB TOCTPOCHUS CUCTEM MH(POPMAIIMOHHOM 3aIllUThl TPOU3BOJICTBEHHBIX MOPa3IEICHHM.
— TexHuueckast SKCIUTyaTalus 3JIEMEHTOB ITPOrPaMMHOM M annapaTHOM 3alUThl aBTOMATU3UPOBAHHON CHCTEMBI.
— YuacTue B IMarHOCTUPOBAaHUH, YCTPAHEHNUHU OTKAa30B U 00ecrieyeHMH paboTOCIIOCOOHOCTH MTPOrPaMMHO-AIIAPATHBIX CPEICTB
oOecrieyeHnss UHPOPMALIMOHHOM 6€3011acHOCTH;
— Ananu3 3 PeKTUBHOCTH TPUMEHSIEMbIX TPOrPaMMHO-AMIAPATHBIX CPEACTB obecreueHns] HHPOPMAIlMOHHOM 0€30acHOCTH B
CTPYKTYPHOM IOJIpa3/ieIeHUN
— YuacTue B o0ecrieueHuu y4yeTa, 00paboTKU, XpaHEHUS U Mepeiadll KOHPHIeHInaIbHON HHPOpMaAIUu
— IIpumMeHeHne HOpMaTHUBHBIX IPABOBBIX AKTOB, HOPMATHBHBIX METOAMYECKUX JOKYMEHTOB M0 00ecrieueHHI0 NH()OPMAIIMOHHON
0€30MacHOCTH NMPOrpaMMHO-aNNapaTHbIMU CPEJICTBAMU MPY BHIMOJIHEHUH 3a]1a4 MPAKTUKHU.
[IpomesxkyTouHas arrectanus (IeMOHCTPALMOHHBINA YK3aMEH) 12
Bcero: 602
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3. YCJIOBUA PEAJIN3ALIMU [TPOT'PAMMBI [TPOGECCHUOHAJIBHOT'O
MOAYJIA

3.1. Jlns peanuzaiuu nporpaMmbl TPO(PecCHOHATBEHOTO MOIYJISI TOKHBI OBITh
MPEAYCMOTPEHBI CIEIYIONIUE CIIEIUATbHbIE TTOMEICHUS:

Peanuzanus mporpamMmbl MpenojiaraeT Haluuue Y4eOHbIX KaOMHETOB —
JICKIIMOHHBIE ayJIUTOPUM C MYJIbTUMEIUUHBIM 000pYyJIOBaHUEM; JIabOpaTOpPUU
«IIporpaMMHBIX u POrpaMMHO-aNmapaTHbIX CpEJICTB oOecrieueHus
uHGOpPMaIMOHHOHN Oe30MacHOCTY, MacTepckoit «KubepOe3onacHOThY.

O6opynoBanne yaeOHOTO KabnHeTa U pabovnX MeCT KaOWHeTa — JICKITMOHHAS
ayIuToOpHs: MocafgouHbix MmecT - 30, pabouee MeECTO MpemnojaBarelisi, MPOEKTOp,
NEPCOHAIIBHBIN KOMIIBIOTEP, KOMIUIEKT MTPE3CHTALIAN.

O6opynoBanue nabopatopun «lIporpaMMHBIX W NpPOrpaMMHO-aNNapaTHBIX
cpelncTtB obOecrieueHus HWHOOPMAMOHHOW 0O€30MacHOCTH» M padoyux MecCT
JabopaTopuu:

— paboune  MecTta  CTYJCHTOB, 00Opy/IOBaHHBIE  MEPCOHATbHBIMU

KOMIIBIOTEPAMU;
— snabopaTopHbIe YUYEOHBIEC MAKETHI;
— pabouee MecTO IpenoJaBaTess;
— y4eOHO-METOUYECKOe 00eCIIeueHUEe MOTYIIS;
— WHTEPAaKTUBHAs JOCKA, KOMIUIEKT IPE3EHTALlU;
— aHTHUBUPYCHBIE MPOTPAMMHBIE KOMILICKCHI;
— MporpaMMHO-amnmaparHeie cpeactBa 3ammtbl uHbopmarmu ot HC/I,
OJIOKUPOBKH JOCTYIAa U HAPYUIEHUS LEIOCTHOCTH;

— MNpOrpaMMHBIE M MPOTrpaMMHO-ANNAapaTHBIE CPEACTBA OOHAPYKEHUsl aTak
(BTOpXEHUI), MOUCKA YSA3BUMOCTEM;

— CpeACTBa YHUUTOKEHHUSI OCTATOYHON MH(OPMAILIMK B 3aIIOMUHAIOIINX
YCTPOMCTBAX;

— MNpPOrpaMMHBIE CPEICTBA KPUITOrPAPUUECKOM 3alUThl HH(pOpMAUY.

3.2. MudopmanmonHoe obecrieueHre o0yaeHus
3.2.1. OcHOBHBIE TEYaTHBIE UCTOYHUKU:

1. Kazapun, O. B. OcHoBbI HH(DOPMAITMOHHON 0€30MTaCHOCTH: HAIC)KHOCTh U
0€30macHOCTh MPOTPAMMHOTO 0OecTieueHus : yaeOHOe TTOCOOHE IJIsi CPETHETO
npodeccuonansuoro obpaszosanus / O. B. Kazapun, U. b. llyounckuit. —
Mockga : U3gaTenscTBo FOpaiit, 2018. — 342 ¢. — (ITpodeccronanbHoe
obpazopanue). — ISBN 978-5-534-10671-8.

3.2.2. JIonoaHUTEIBHBIC TTIEUaTHBIC HCTOYHHKM.

1. BacunskoB A.B., BacunskoB M.A. be3onacHOCTh U yIpaBlieHHE JOCTYIIOM B
nHPOpMAIIMOHHBIX ~ cHUCTeMax:  ydeOHoe  mocooue/  A.B.Bacuibkos,
N.A.BacunpkoB.- M.: @DOPYM,2010.- 368c.- (IIpodeccuonanbHoe
oOpa3zoBaHue)



2. Kazapun, O. B. OcHoBbl mHGOpMAIMOHHON O€30MaCHOCTH: HAJEKHOCTh H
0€30IacHOCTh MTPOrPAMMHOTO OOecTeueHus : yaeOHOe MOCoOHue ISl CPETHETO
npodeccuonansuoro odpaszosanus / O. B. Kazapun, U. b. lyOunckuit. —

Mocksa : UznarensctBo IOpaiit, 2019. — 342 c. — (IlpodeccuonansHoe
oOpazoBanue). — ISBN 978-5-534-10671-8. — Texkcr : anexkrponHslii // DbC
FOpaiit [caiit]. — URL: https://urait.ru/bcode/431080 (mata oOpaieHus:
16.12.2019).

Beenenue B kpunrorpaduto/moz.pea.B.B. Amenko/CII6.:ITutep,2001.-288c.
®enepanpubiii 3akoH OT 27 wurons 2006 r. Ne 149-d3 «O6 wHbOpmanmw,
UH()OPMAITMOHHBIX TEXHOJIOTHSIX M O 3alTUTe MHHOPMAIIHI.

5. ®enepanbHblii 3ak0oH OoT 27 umronga 2006 r. Ne 152-03 «O nepcoHanbHBIX
JTAHHBIX).

6. ®enepanbnbiii 3akoH oT 27 aekadbps 2002 r. Ne 184-®3 «O TexHUYECKOM
pEryJIMPOBAHUI.

7. ®enepanbhbiii 3akoH oT 4 mas 2011 r. Ne 99-®3 «O nuieH3MpOBaHUHU
OTJIEJIbHBIX BUJIOB JIEATEIIBHOCTI.

8. ®enepanbhbiii 3akoH 0T 30 nexabps 2001 r. Ne 195-®03 «Koxneke Poccuiickoi
®denepanuu 00 aIMUHUCTPATUBHBIX MTPABOHAPYIICHUSIX.

9. Vka3 IIpesunenta Poccuiickoit @enepanuu ot 16 aBrycra 2004 r. Ne 1085
«Bompocel ®DepepanbHON  CIYKObI MO0 TEXHUYECKOMY U SKCIOPTHOMY
KOHTPOJTIO».

10.Yxa3 Ilpesunenta Poccuiickoit ®eneparuu ot 6 mapta 1997 1. Ne 188 «O6
YTBEPKJICHUH MEPEYHS CBEACHUIN KOH(UIECHIIMATBLHOTO XapaKTepay.

11.Vka3 Ilpesuaenta Poccutickoit ®enepanun ot 17 mapta 2008 1. Ne 351 «O
Mepax 1o oOecneueHnro uHPOpPMAIMOHHON Oe3omacHOoCTH Poccuiickoi
®denepauuy OpH KCIOIB30BAaHUU WH(OPMAIIMOHHO-TEIEKOMMYHUKAIIMOHHBIX
ceTell MeXIyHApPOIHOTO HH(GOPMAIIMIOHHOTO 0OMEHAY.

12.Tlonoxenue o cepTUPUKANUU CPEACTB 3AMUTHl MHGOPMAIMHU. Y TBEPKIACHO
noctaHoByienneM [IpaButensctBa Poccuiickoit denepanun ot 26 uroHs 1995
r. Ne 608.

13.CoctaB W cojepkaHHe€ OpPraHU3aI[MOHHBIX U TEXHUYECKUX Mep IO
oOecrieueHnt0 0E30MaCHOCTH TEPCOHANBHBIX JAaHHBIX MPU UX 00paboTKe B
WH(OPMAITMOHHBIX CUCTEMAaX NMEPCOHATBHBIX JIAHHBIX. Y TBEPKIEHBI TPUKA30M
OCTIK Poccum ot 18 despans 2013 r. Ne 21.

14 Mepbl  3amuThl  MHGOPMALIMM B  TOCYJApCTBEHHBIX HH(POPMALIMOHHBIX
cucrtemax. Y1Bepxkaenol ®CTOK Poccun 11 deBpans 2014 r.

15.AnmunuctpatuBHbiii - pernameHT DOCTOK Poccun 1no mpenocTaBieHHUIO
rOCyJAapCTBEHHOW  YCIYyrM MO  JIMUEH3UPOBAHUIO  JEATEIBHOCTH  TIO
TEXHUYECKOW 3amuTe KOHGUICHIHAIbHOM HHGOpPMAILUU. Y TBEPKICH
npukazoM OCTIK Poccun ot 12 uronst 2012 1. Ne §3.

16. AnmunuctpatuBabiii  pernameHT DOCTOK Poccum mo  mpemocTaBieHHUIO
rOCy/IapCTBEHHOW YCIyTH MO JUIEH3UPOBAHUIO JEATEIBHOCTH MO pa3paboTKe
U TPOU3BOJCTBY CPEICTB 3alIUThl KOH(QUIACHIMAIBHON HWH(pOpMaLUU.
YreepxaeH npukazom @CTIK Poccum ot 12 nrong 2012 1. Ne 84.

17.Cnenmanbapie  TpeOOBaHUS M PEKOMEHJAIMM 10 TEXHUYECKOW 3aIluTe

B W
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koHQuaeHmmansHoii  uHpopmammu  (CTP-K).  VYTBepxknmensl mpukazom
I'ocTexkomuccuu Poccun
ot 30 aBrycta 2002 r. Ne 282.

18.TpebGoBanus o 3ammute UHGOPMAIMK, HE COCTABIISIIOUIEH TOCYJIapCTBEHHYIO
TallHy, COJEpKalllelicsi B TOCYAapCTBEHHBIX HH(POPMAIIMOHHBIX CHCTEMaXx.
Yreepxaens! nmpukazom @CTIK Poccun ot 11 deBpans 2013 r. Ne 17.

19.TpeboBanust o 3ammure HHGOPMAIIUU, COJAEpIKaIICHCsI B HHPOPMAIMOHHBIX
cucTeMax OOHIero moJsib3oBaHusA. YTBepxkaAeHbl npukazamu PCb Poccum u
OCTIK Poccun
ot 31 aBrycra 2010 r. Ne 416/489.

20.TpeOoBanus K cucTeMaM OOHAapy>KEHUS BTOPXKCHHUU. Y TBEPIKIIEHBI MPUKA30M
OCTIK Poccuu ot 6 nexadbpst 2011 r. Ne 638.

21.PykoBomsAmmii  TOKyMEHT. | €OMH(pOpPMAIIMOHHBIE  CHUCTEMBI.  3aIuTa
uH(pOpMAIIUU OT HECAHKIIMOHHUPOBAHHOTO JocTymna. TpeOoBaHUS MO 3alllUTe
undopmaruu. YreepxkaeH PCTIK Poccun, 2008.

22.PykoBoasiuil TOKyMEHT. 3alluTa OT HECAaHKIMOHWPOBAHHOTO JOCTyHa K
uHpopMmaruu. Yactes 2. [IporpamMmmuoe oOecrieueHne 0a30BbIX CHUCTEM BBOJIA-
BBIBO/IA MEePCOHATBLHBIX AJIIEKTPOHHO-BBIYHCIIUTEIbHBIX MaIITiH.
Knaccudukanus 1o ypoBHIO KOHTPOJIE OTCYTCTBUSA HEICKIapUPOBAHHBIX
Bo3MoxkHOCTeH. YTBepxkaeH @CTIK Poccun 10 oxtsiops 2007 r.

23.ITpuxa3z ®AIICU mpu [Ipesunente Poccuiickoit @eneparun ot 13 utons 2001
T.
No 152 «O06 yTBep>KIeHUM HUHCTPYKIIMU OO0 OpraHu3aluu U O0O0eCleueHUU
0€30MacHOCTU XpaHEeHUs, 00pabOTKM W TMepeladyd MO KaHajlaM CBS3U C
UCIIOJIb30BAHUEM CPEJCTB KPUOTOrpapuyecKod 3aluThl HHQOpMaUUU C
OTpaHUYECHHBIM JIOCTYIIOM, HE COJAEpXalleil CBEIECHUN, COCTaBISIOMINX
rOCy1apCTBEHHYIO TAaUHY.

24.1lpukaz ®Cb Poccuum ot 9 depans 2005 r. Ne 66 «O6 yTBepKaeHUU
[Tonoxenuss o pa3zpaboTKe, MPOU3BOJCTBE, peaIU3alldd M DKCIUTyaTalluu
G POBAIBHBIX (KPUNTOTPAPUUECKUX) CPEACTB 3aITUTHI MHDOPMAITUNY.

25.'OCT P UCO/M3K 13335-1-2006 NMudhopmanronHas TeXHOJIOTH. MeTo bl 1
cpeactBa obecneueHus: Oe3zomacHoctu. Yacts 1. KoHumenmuss u momenu
MEHEKMEHTa 0€30MacHOCTH WH(OPMAITMOHHBIX U TEJICKOMMYHUKAIIMOHHBIX
TEXHOJIOTUH

26.'OCT P MCO/MBK TO 13335-3-2007 HudopmarimoHHass TEXHOJIOTHSI.
Metonsl u cpeactBa oOecnedeHus: OezomacHocTH. Yacte 3. MeTtoasl
MEHEeKMEHTa 0€30MacHOCTH MH(DOPMAITMOHHBIX TEXHOJIOTUH

2/.TOCT P HMCO/MBK TO 13335-4-2007 WudopmarimoHHass TEXHOJIOTHSI.
Mertonsl u cpeacTBa obecniedeHus 6e3onacHocT. YacTh 4. BrIOOp 3alIMTHBIX
Mep

28.TOCT P HCO/MBK TO 13335-5-2006 HWudpopmannoHHas TEXHOJIOTHS.
MeTtonsl u cpenctBa obecneuenus Oe3omacHoctu. Yacts 5. PykoBoacTBo mo
MEHEI)KMEHTY 0€30MacHOCTHU CETU

29.TOCT P HMCO/M3BK 17799-2005 HudopmanroHHass  TEXHOJOTHSI.
[TpakTHueckue mpaBuiia yrnpasieHus] HHPOPMAILIMOHHONW O€30MaCHOCThIO
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30.'OCT P UCO/MDK 15408-1-2008 NudopmarimonHasi TexHOJIOTUsI. MeToabl U
cpencrtBa obOecrnieueHust Oe3omacHocTU. Kpurepun oOLeHKH 6e30macHOCTU
uHpopMamoHHbIX TexHoorui. Yacte 1. BBenenue u obmias moiens

31.TOCT P UCO/M3K 15408-2-2008 NudbopmanroHHas TeXHOJIOTHsA. MeTOo bl 1
cpencrtBa obOecrnieueHusi Oe3omacHoCcTU. KpuTepuu OlLeHKHM 6e30macHOCTU
uHOpMAIMOHHBIX TexHoJoru. Yacth 2. DyHKIMOHAIbHBIE TPEeOOBAHMUS
0e30macHOCTH

32.'OCT P UCO/MDK 15408-3-2008 Nudopmarimonnasi TeXHOJIOTUS. MeToAbl U
cpenctBa obOecrnedeHus Oe3omacHOCTH. KpuTepuu OIeHKHM 06€30macHOCTH
uHbopMalMoHHbIX ~ TexHojorui. Yactp 3. TpeboBanus 1oBepus K
0e30MacHOCTH

33.'OCT P 34.10-2001. "UndopmannonHas texnonorus. Kpunrorpapudeckas
3anuTa uHGopMmarmu. [Ipomeccsl GopMUPOBaHUS M TMPOBEPKH DIECKTPOHHOM
1udpoBoi moanucu"

34.MeTtoauka ONpENENIEHUs] aKTyaJbHbIX YIpo3 O€30MacCHOCTH IEPCOHAIbHBIX
JaHHBIX NpU UX 00paboTke B MH(OPMALMOHHBIX CHCTEMax IEPCOHAIBHBIX
nanubiX. YTBepxkiaena @CTOK Poccuu 14 despans 2008 r.

35.COOpHUK BPEMEHHBIX METOJIUK OLEHKH 3alIUIIEHHOCTH KOH(UIEHINAIbHOMI
uHbpOpMallMu  OT YTEUYKHM IO TEXHUYECKUM KaHajlaM. YTBEpXKIECH
IN'octexkomuccuert Poccun, 2002.

36.'OCT P 50922-2006 3ammra wuHpopMmanuu. OCHOBHbIE TEPMUHBI U
onpexaenenus. Pocrexperynuposanue, 2006.

37.TTOCT P 51275-2006 3amurta wuHpopMmamuu. OOBEKT HHPOPMATH3AIUH.
®dakTopbl, BO3JAEHCTBYIOIIME Ha HHPopMauutoo. OOmKe MOJI0KEHUS.
Pocrexperynuposanue, 2006.

38.COOpHUK BPEMEHHBIX METOJIWK OICHKH 3allUIIEHHOCTH KOH(UIEHIINAIBHOMI
uHbOpMallMu  OT YTEYKM 1O TEXHUYECKHMM KaHalaM. YTBEpXKIeH
IN'octexkoccueirt Poccuu, 20mMu02.

39.TpeboBanusi o 3amure WHOOPMAIMU, HE COCTABISIONICH TOCYAapCTBEHHYIO
TallHy, COJep’Kalleiics B TOCYJapCTBEHHbIX HH(MOPMAIMOHHBIX CHUCTEMAX.
Yreepxaens! mpukazom @CTIK Poccun ot 11 deBpans 2013 1. Ne 17.

40.Mepb1  3anmuThl  UHPOpPMAIMM B TOCYAApCTBEHHBIX HWH(OOPMAIIMOHHBIX
cuctemax. YtBepxkaeHs ®CTOK Poccun 11 despans 2014 r.

41.MeToau4ecKkue PEKOMEHJAIMK 110 TEXHUYECKOW 3ammuTe HWH(pOpMaIuy,
cocTaBisifonlel kommepueckyro TanHy. YT1BepxkiaeHsl OCTOK Poccunm 25
nekaopst 2006 r.

a) MporpaMMHOE€ OOeCleYeHHUe: CHEeIUATM3UPOBAHHOE MPOTrPaMMHOE
oOecrieyeHre sl MPOBEPKH 3alIUIIEHHOCTH TIOMEIICHUH OT YTEYKH
uH(poOpMaIIMM MO aKyCTHYECKOMY M BHOpPOAKyCTHUYECKOMY KaHallaM,
CHELHAIbHBIX UCCIICIOBAHUN CPEJICTB BHIUMCIUTEIbHON TEXHUKH;

0) 0a3pl JaHHBIX, WHGOPMAIIMOHHO-CIIPABOYHBIE M TOWUCKOBBIE CHUCTEMBI:
www.fstec.ru; www.gost.ru/wps/portal/tk362.

42 . Xopes II. b. Metoasl u cpeacta 3amuThl UHGOPMAIIUM B KOMITBIOTEPHBIX
cucreMax. - M.: Akagemust, 2016.

43.T'omunpina O.J1., MakcumoB H.B., TlomoB N.U. «ba3bl nanubIX» - DOpyMm-
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HUudpa-M, 2019 r.

44 Heuaes B. W. DOnementsl kpunrtorpadguu. OCHOBBI TEOPUU 3AIIUTHI
uHpopmaruu. - M.: Beicias mkona, 2019.

45.15. B.I'. KenbaukoB Kpunrtorpadus ot nanupyca a0 kommnetorepa. - M.: ABF,
2016.

46. I'punbepr A.C. 3ammra HHPOPMALUOHHBIX PECYPCOB TOCYAapCTBEHHOTO
ynpasienus: yueoHoe nocodue s BY3os - M: FOHUTU-larta, 2018.

47.l'anatenko B.A. Crangaptel uHbOpManmoHHONW Oe3omacHocT - M:
NMHTYUT.PY, 2019.

48 Kynarun B.M. Mexnaynapognas Oe3omacHOCTb: ydeOHoe mmocobue - M:
Acnexkt-IIpecc,2016.

49.I'pummua H.B. Opranumzanusi KOMIUIEKCHON 3amuThl uHGopManuud - M:
I'enmuoc APB, 207
3.2.3. DNEeKTPOHHBIE UCTOYHUKHU:

1. http://wm-help.net/books-online/book/98618/98618-7.html -  npuHIHIEI
3alIUTHI OIICPAIUMOHHBIX CUCTCM

2. http://rudocs.exdat.com/docs/index-56877.html - npuHIUOBI TOCTPOCHHS
OIICPAlIMOHHBIX CUCTCM

3. http://www.winblog.ru/2006/08/21/21080608.html - cuctema mnaposbHOM
3allIUTHI

4. http://lemanual.ru/download/6661.html - cpenctBa Ge3omacHOCTH TSl 3aLTUTHI
CEPBHUCOB

5. http://www.supermegayo.ru/viomprogr/3.ntml - Ataku Ha mnporpamMmHOe
obecrieueHue.

6. http://www.ab-solutions.ru/artides/information  securitv/ - -  MeTonabl
oOecrieueHus: UHHOPMATMOHHON O€30MaCHOCTH MPEITPUITHS.

7. http:/lwww.xnets.ru/plugins/content/content.php?content.113.3 - Cure

oe3onmacHoct Windows

8. http://mitilan.blogspot.ru/2010/03/solaris-10 15.html - Peamu3zanust 6a30BbIX
byHKIMi 110 obecneyeHuto 6e3omnacHocTu Solaris.

9. http://asher.ru/securitv/book/its/08 - mnpuembl oOecrneueHuss 0€30MaCHOCTH
WH(OPMAITMOHHBIX CUCTEM.

10.http://itteach.ru/bazi-dannich/sozdanie-zaprosov-v-bd/vse-stranitsi - 3ampocsr.
Bune! 3anpocoB. Co3nanne 3anpocoB.

11.http://bd.gvm5cheb.ru/pl8aal.html - 3ampoc Ha BeIOOPKY. ['pymmoBbie
OTIECpALUH.

12.http://www.bnti.ru/showart.asp?aid=660&IvI=03.03. - TexHuyeckue KaHaJbI
yTeuKd MH(GOpMAaIMK PU MIepeaade ee Mo KaHaiam CBSI3H.

13.http://www.bnti.ru/showart.asp?aid=957&IvI=03. - TexHuueckne KaHaJbI
YTEUKHU peueBor nHpOpMaIuu.

3.3. OcobenHoctu oOOyueHUsT HWHBAIUAOB U JHUI[ C OrPaHUYCHHBIMHU
BO3MOXKHOCTSIMH 3710POBbSI
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VY4eOHble 3aHATHS MHBAJIWAOB WU JHUL C OrFPAHMYEHHBIMU BO3MOXHOCTSIMHU
3I0POBbsI OPraHU3YIOTCS COBMECTHO C JPYTHUMH OOYy4YalomMUMHCS B y4eOHBIX
rpynmnax, a Takke MHJIUBHUAYyalbHO, B COOTBETCTBUU C TpaUKOM UHIAMBUIYAIbHBIX
3aHATHUM.

[Ipu 3TOM HEOOXOAUMO YUUTHIBATH HECKOJIBKO ACIEKTOB:

- 0COOCHHOCTH HO30JIOTHH 00YYaIOIIUXCsl MHBAJIMIOB U JIUI C OTPAaHUYCHHBIMU
BO3MOXKHOCTSIMU 3/10POBbBS;

- ICUX03MOLIMOHAJILHOE COCTOSIHUS 00YyYaroIInNXcs;

- [ICUXOJIOTHYECKHUM KIIMMAT, KOTOPBINA CIIOKUIICS B CTYJICHYECKOU TPYIIIIE;

- HAacTpOW OTHEIbHBIX OOYYaIOUMXCS M TPYIIbl B I[EJIOM Ha TMPOIECC
oOy4JeHwUs.

[Ipu opranuzanuu ydeOHBIX 3aHSATUH B Y4YEOHBIX TpyNIax HMCIOIb3YIOTCS
COLIMAJIbHO-aKTUBHBIE U  peQJIEKCUBHBIE  METOABbl  OOY4YEHUs, TEXHOJOTUHU
COLIMOKYJIFTYPHOM peaduIuTalMi € LENbI0 OKa3aHWs IOMOIIM B YCTaHOBIJIEHUU
IIOJIHOLIEHHBIX MEXINYHOCTHBIX OTHOILICHUH, CO3J1aHUs KOM(OPTHOTO
IICUXOJIOTUYECKOT0 KJIMMaTa B TPyIIIIE.

B oOpa3zoBaTenbHOI AESITENbHOCTH MPUMEHSIOTCS MaTepUAIbHO-TEXHUUECKOE
OCHAIICHUE, CIECHUAIM3UPOBAHHBIE TEXHUYECKUE CPEIACTBA IpHUeMa-Iepeaadu
yueOHOW MH(pOpMaluu B JOCTYHNHBIX (QopMmax g OoOydarolUXCs C Pa3IUYHbIMU
OCOOCHHOCTSIMM  37I0pOBbs,  DJIEKTPOHHBIE  OOpa30BaTEIbHBIE  PECYPCHl B
aJlanTHPOBAHHBIX (popmax.

Cneunduka oO0ydyeHHs HMHBAJIUAOB M OOyYaroUMXcsi C OrpaHUYEHHBIMH
BO3MOKHOCTSIMU 370pPOBbsSI NIPEAIIONATAET HCIIOJb30BAHUE HWIPOBOTO, IPAKTHUKO-
OPUEHTHUPOBAHHOIO, 3aHUMATEIbHOTO MaTepuana, KOTOpPbI HEOO0XoauM s
MOJIyYeHUs] 3HAHUK U (HOPMHUPOBAHUS HEOOXOAUMBIX KommeTeHIui. [loaroroBka
OOy4arOIMMUCS 3aJaHul JUIsl Y4YEOHBIX 3aHATHA [OJDKHA COYETaTh YCTHBIE U
NUChbMEHHBIE ()OPMBI B COOTBETCTBHHU C UX OCOOCHHOCTSIMU 3/I0POBBSI.

Jng Toro urtoObl NpenoTBpaliaTh HACTYIUIGHHE Y OOydYarommxcs cC
UHBAJIMIHOCTbIO U  OOYyYaloLIUXCsl, HUMEIOUIMX OrpPaHUYEHHbIE BO3MOXKHOCTHU
3JI0pOBBS, OBICTPOTO YTOMJIEHHUS! MOYKHO HCIIOJIb30BaTh CJIEAYIOIINE METO bl pabOThI:

- YepPEJOBAaHUE YMCTBEHHOW U MTPAKTHYECKOM JIEATEIIbHOCTH;

- IPETIOJHECEHUE MaTepurasa ¢ UCIIOIb30BaHUEM CPEACTB HATIISAIHOCTH;

- HUCIOJIb30BaHHWE  TEXHUYECKUX  CpelncTB  OOyudeHus, uepeaoBaHue
NpeabaBIsieMOd Ha  ClIyx HMHPOpPMalMM €  HAIVISIHO-IEMOHCTPAllMOHHBIM
MaTEepUATIOM.

[Ipy ocBOEHMM [HUCUMIUIMH WHBAIMAAMM MW JIMIAMHA C OIPAaHUYECHHBIMHU
BO3MOKHOCTSIMHU 370POBbsl 0O0JIbIIOE 3HAYEHUE JOJKHO OTBOAMUTHCS MPOBEACHUIO C
HUMM WHIUMBHUIYaJbHOW pabOThl CO CTOPOHBI MpemnoaaBatTeneii. B uHauBUayaabHYyIO
paboTy BKJIOYAETCS:

- UHIUBUyalbHas yuyeOHas paboTa (KOHCYJIbTAlKHU), TO €CTh JOMOJIHUTEIbHOE
pa3bsiCHEHHE y4eOHOro Marepualia U YIrIIyOJIEHHOE H3Yy4YeHHE MaTepuajia C TeMHU
00y4aroIUMUCS, KOTOPbIE B 3TOM 3aMHTEPECOBAHBI;

- UHAMBUAYalbHAasl BOCIIUTATeNbHAs paldoTa.

OcoOenHoctn  oOyueHusi OOydaroIUXCs C  HAPYUICHUSAMHU  OMOPHO-
JBUTaTEJILHOTO armapara.
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Jnsa  oOydaromierocs, HWMEIOLIET0 HapyIIeHUsT  OMOPHO-ABUTATEIHHOTO
anmnaparta, HEOOXOAMMO ITIOCOBETOBATh HCIIOJIb30BATh BCIIOMOTATENIbHBIE CPENICTBA
JUIsL yCBOEHHUSI IPOrpaMMBbl, HalIpUMep, JUKTOPOH U JIPYrHe IEKTPOHHbIE HOCUTENN
nHpopMaruu.

[Ipy npoBeneHUM ayJUTOPHBIX 3aHATHM C OOYyYarOIIMMMCS, HMEIOLIUMHU
OCJIO’)KHEHUSI ¢ MOTOPUKOM PYK, BO3MOXHO HCIIOJIb30BaHHUE CIEAYIOIIUX BapHUAHTOB
paboTHI:

- obecrnieueHre 00yJarOIMMXCs JICKTPOHHBIMUA TEKCTaMH JICKITUH U 3aJaHui K
Y4EOHBIM 3aHSITUSIM;

- HCTIOJIb30BAaHME TEXHUYECKHX CPEACTB (PUKCAIMM TEeKCTa (IUKTO(GOHBI) C
MOCJIEAYIOIIMM COCTaBJIEHUEM TE3UCOB JIEKIUU B XOAE CaMOCTOSITEIBHONW pabOThI
oOy4aromnierocsi, KOTOpble OHM BIOCJIEICTBUA MOTYT HCIIOJIb30BaTh MPU MOATOTOBKE
Y OTBETaX Ha y4EOHBIX 3aAHIATHUSIX.

OpHuM U3 BUAOB pabOTHI JUisi 00y4YarOIIMXCsl, UCIBITHIBAIOUINX TPYIHOCTH B
UChbME MOXKET OBbITh MOJATOTOBKA K YYEOHBIM 3aHATHUSM TaKuX 3aJaHUil, KOTOpbIEC HE
TpeOyIOT OT HMX HalMCaHUA JUIMHHBIX TEKCTOB OTBeTOB. Hambonee onTumanbHbIM
BapHaHTOM TaKOIO 3aJ[aHusl, BBIIOJIHAEMOrO B MUCbMEHHON (POpPME, MOKET CIYKUTh
TecToBO€ 3anaHue. lcmonp3oBaHue TecTUpOBaHUS OOYyYaOLUXCS HEO00XOIUMO
COBMEILATh C 00CYK/I€HUEM BapHAHTOB OTBETOB.

KOHTpOJIb 3HaHUI MOYKHO BECTH KaK B YCTHOM, TaK U B IMCBMEHHOM BHJIE.

OcobenHocTr 00yueHHs 00yJaroIUXCs ¢ HApYIIEHUEM CITyXa.

IIpu opranuzamuu 00pa3OBATENLHOIO Mpolecca €O  craadochbllamei
ayJIMTOpHE pEKOMEHIyeTCsl UCII0JIb30BaTh CIEAYIOIINE MeAarornyecKue MpUHIMUIIbL:

- HarJISIIHOCTHU MIPENoIaBaeMoOro MaTepuarna;

- UHJMBHIyaJIbHOTO MOAXO0A K KaKJIOMY 00yYaromeMycs;

- HCTI0JIb30BaHUs UH(POPMALIMOHHBIX TEXHOJIOTUH;

- HCIIOJIb30BaHMsI YYEOHBIX IOCOOMH, alanTUPOBAHHBIX U BOCHPHUSTHS
00y4aroIMMUCS C HApYLICHUEM CITyXa.

OOyuaromeMycsi ¢ HapyIIEHUEM cllyXa cleAyeT MPEeAJIOKUTh 3aHsATh MECTO Ha
NepeHUX MapTax ayJuTOpPHH, a MPErnoAaBaTesito OOJbIIe BPEMEHH HAXOJIUTHCS
psiaoM ¢ paboyuM MECTOM JTOro OOyd4aromerocs. Y4uTblBas, YTO TaKHe
oOyuJaroluecs: Jydille MOHUMAIOT MO ry0am, KelaTelbHO pacHojiaratbCs K HUM
JIMLOM, TOBOPUTH I'POMKO U YETKO.

JUJist TOBBIIIIEHUS] YPOBHSI BOCHPUSTHS Y4eOHOU MH(pOpMAIUU 00y4aroIUMHUCs
paccMaTpuBaeMoOM TpYyMIbl, PEKOMEHAYETCS TMPUMEHEHHE 3BYKOYCUIIMBAIOMICH
anmnaparypbl, MyJIbTUMEIUNUHBIX U APYTuX cpelacTB. CI0KHbIE JUIsi MOHUMAHUS TEMbI
cienyeT CcHa0XaTh KaK MOKHO OOJIbIIMM KOJUYECTBOM HAIJISIAHOTO Marepuala.
OcoOy1o posib B 0Oy4E€HHH JIUIl C HAPYIICHHBIM CIYyXOM, UTPAIOT BUACOMATEPUATIBL.
[Io BO3MOXHOCTH, MpeAbsBIsieMas BHACOMH(DOPMAIUS MOXET COIMPOBOXKIATHCA
TEKCTOBOM OETyIIEel CTPOKON WM CYPAOJIOTHIECKUM MTEPEBOJIOM.

KouTponb 3HaHmii 00ydaromuXcsi yKa3aHHOW HO30JOTMM MOXET BECTUCH
PEUMYIIECTBEHHO B IIMCBMEHHOM BHUJAE, HO JUI1 pa3BUTUS YCTHOM peuH,
PEKOMEHJIyeTCs TPEAJIOKUTh O0ydaromeMycsi paccka3aTb OTBET Ha 3aJaHue B
Te3Hcax.

OcoOenHoctr 00yueHus: 00yUaIOIIUXCSl C HAPYIIEHUEM 3PEHUSI.
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Cnemmnduka o0ydeHUs ClHaOOBUIANIMX OOYYAIONMUXCS 3aKIIF0YaeTcsl B
CJIEIYIOLIEM:

- HEOOXOMMO JTI03UPOBAThH YUEOHYIO HATPY3KY;

- TPUMEHATh CcHelualbHble (OPMBI U METOAbl OOyUYEHHUS, TEXHUUYECKHE
CpEIICTBa, TO3BOJIIONIME BOCHPUHUMATH HHGOPMAILIMIO, a TakXKe ONTHYECKUE U
TU(dIONIEeAArOTMYECKUe YCTPOMUCTBA, PACIIUPSIONINE MO3HABATEIbHBIE BOZMOXKXHOCTH
oOydJarommxcs;

- YBEJIMYMBATh HCKYCCTBEHHYIO OCBEIICHHOCTh ITIOMEIICHUH, B KOTOPBIX
3aHUMAIOTCSA 00YYaIOIIUECcs C TOHUKEHHBIM 3PDEHHEM.

[Tpu 3puTensHOM paboTe y CIIa0OBUIANINX OO0yJarOMIMXCS OBICTPO HACTYHAET
YTOMJICHHE, YTO CHIDKAET UX PabOTOCIOCOOHOCTh, TO3TOMY HEOOXOAUMO MPOBOAUTD
HeOOoJIbIIINE IEPEPHIBHI WIIH NIEPEKITIOUEHNE paboUueii aKTHBHOCTH.

[Ipn urteHuu nekuui, CiIa0OBUIAIIMM OOYYAIOIIUMCS CIEAYET pa3pelInuTh
WCIIOJIb30BaTh 3BYKO3AIUCHIBAIOIIME YCTPOMCTBA U KOMIIBIOTEPHI, Kak Crocod
KOHCIIEKTUPOBaHUsI, BO BpeMs 3aHsATUNA. Heo0X0IMMO KOMMEHTUPOBATh CBOU KECTHI
Y HAJMKCH Ha JOCKE U MepeaaBaTh CIIOBAMU TO, YTO YaCTO BBIPAKAETCS MUMMKOUN U
KECTaMHU.

[Ipu paboTe Ha KOMIBIOTEPE CIEAYET UCIIOIH30BATH MPUHITUTT MAKCUMATILHOTO
CHW)KCHHUSI 3PUTENIbHBIX HArpy3oK, JO3UPOBAaHHE W YEpPEJOBAaHUE 3PUTEIbHBIX
HArpy30K ¢ JIpyrUMU BUJIaMH JIeATeNbHOCTH. KpoMe Toro Heo6XoauMo UCToIb30BaTh
CHeIMAIbHBIC TPOTPAMMHBIE CPEACTBA JIsl YBEIHMUCHUS U300paKCHHSI Ha SKpaHe WU
JUTSL O3BYYHMBAHUS MHGOPMAIIHH.

[Tpu mpoBeaeHNYU MPOIIEAYPHI OIICHUBAHUS PE3yJIbTaTOB OOYUCHHSI WHBAIAIOB
U JIUI] C OTPAaHUYCHHBIMU BO3MOXXHOCTSIMHU 3/I0POBbSI OOECIICUNBAETCS BBIMOJHEHNE
CJICIYIONTUX JOTOJHUTEIBHBIX TPEOOBAHWI B 3aBHCHMOCTH OT WHIAMBHAYATbHBIX
0COOEHHOCTEN 00yUaOIIUXCA:

1. wundopmarusi MO TOPSAAKY TMPOBEACHUS TNPOLEAYpPhl  OICHUBAHUS
MPENOCTaBIsIeTCA B JIOCTymHOW ¢opMe (YCTHO, B MHChbMEHHOW ¢opme, Ha
AJIIEKTPOHHOM HOCHTENE, B Ie4aTHOU (popMe yBeInueHHBIM MIPU(TOM U T.11.);

2. pocrymHasi (opma MpeAoCTaBlICHUS 3aJaHUN OIEHOYHBIX CpPEICTB (B
neyaTHo Qopme, B TmedaTHOM (¢Gopme yBeIWYeHHbIM TpudToM, B dopme
AIEKTPOHHOTO JOKYMEHTA);

3. moctymHas (opma MpeaoCTaBICHHUS] OTBETOB Ha 3ajaHuUsl (MMCbMEHHO Ha
Oymare, Ha0Op OTBETOB Ha KOMIIBIOTEPE, YCTHO U JIP.).

[Tpu HEOOXOAMMOCTH /AJ1si 00YYAIOIINXCS C MHBAIMTHOCTHIO i OOYYAIOIINXCS C
OTpaHUYEHHBIMH BO3MOKHOCTSIMH 3/J0pPOBbS TMPOLIEAYypa OILICHWBAaHUS DPE3yIbTaTOB
0O0y4YeHUsI 10 TUCIUTUTMHE MOXKET MPOBOJIUTHCS B HECKOJIBKO ATAIOB, a TAK)KE MOYKET
OBITH TIPEJIOCTABICHO JOMOJHUTEIHHOE BPeMs IJIsl IOJITOTOBKM OTBETA HA 3a4eTe WU
IK3aMEHE.
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4.  KOHTPOJIb

M  OLEHKA

[TPO®ECCHUOHAJIbBHOI'O MOAVYJIA

PE3VJIbTATOB

OCBOEHUA

Kox n HaumMeHOBaHuE
npodecCHOHABLHBIX U
OOIIMX KOMIIETCHITUH,
(hopMupyeMbIe B paMKax
MOTYJIS

Kputepuu oneHku

MeToOb! OLIEHKHU

[IK 2.1. OcyuiecTBasTh
YCTaHOBKY ¥ HACTPOUKY
OTHEIbHBIX
MPOTPaMMHBIX,
MIPOrPaMMHO-
anmapaTHbIX CPEJICTB
3aIuUThl THPOPMAITUH.

JIeMOHCTpHUpPOBATh YMEHUS U
IIPAaKTUYECKHUE HABbIKU B
YCTaHOBKE U HACTPOUKeE
OTIENbHBIX IPOTPAMMHBIX,
[IPOrpaMMHO-aMNIAPaTHBIX
CPEICTB 3aLIUThI
uHpOpMaIU

TECTUPOBAHUE,
9K3aMeH KBaIU(PHUKAIIMOHHBIH,
JKCIEPTHOE HAOIIIOICHHE
BBITMOJIHEHHSI TAOOPATOPHBIX
pabor,

JKCIIePTHOE HAOII0IeHHE
BBITTOJIHEHHSI TPAKTHYECKIX
pabor,

OLIEHKA PeIICHUS
CUTYaIlMOHHBIX 3a/1a4,

OLIEHKa Ipoliecca U
pe3yJIbTAaTOB BBITTOJIHEHUS
BUJIOB pabOT Ha NPAKTUKE

IIK 2.2. O0ecneunBath
3anMTy nH(GOpPMAIHH B
ABTOMATHU3HPOBAHHBIX
CUCTEMaX OTJCIbHBIMHU
MPOrPaMMHBIMH,
MIPOrPaMMHO-
anmapaTHbIMA
CpeICTBaMHU.

JleMOHCTpUpOBATh 3HAHUS U
yYMEHUS B 00€CTICUCHU
3aIuThl HH(QOPMALIUY B
ABTOMATU3HPOBAHHBIX
CUCTEMAaXx OTJIEIbHBIMU
MPOTPaMMHBIMHU,
MpOrpaMMHO-aNnapaTHbIMUA
CpeacTBaMu

TECTUPOBAHUE,
9K3aMeH KBaIH()UKAIMOHHBIH,
IKCIIEPTHOE HAOIIIOICHUE
BBITTOJIHEHHSI Ta00paTOPHBIX
pador,

JKCTEPTHOE HAOIIIOICHHE
BBITIOJTHEHUSI TPAKTHUECKUX
pabor,

OLIEHKA peIIeHUs
CHUTYallMOHHBIX 33]1ad,

OlIEHKa Mpoliecca u
Pe3yIbTaTOB BBHITIOJTHEHUS
BHUJIOB Pa0OT Ha MPAKTHUKE

IIK 2.3. OcymiecTBasTh
TECTUPOBaHUE (PYHKIIHI
OTIENBHBIX
MPOrPaMMHBIX U
MPOTrpaMMHO-
anmapaTHBIX CPEICTB
3aImuThl HHHOPMAITUH.

Brinonnenue nepeuns padbot
10 TECTUPOBAHUIO PYHKIIUI
OTIENBHBIX MTPOTPAMMHBIX U
IIPOrpaMMHO-aInapaTHBIX
CpPEeACTB 3alIUThI
uHpopMaIu

TECTUPOBaHUE,
9K3aMeH KBaIU(UKALMOHHBIMH,
IKCTIEPTHOE HAOIIIOICHHE
BBITOJIHEHUS 1TAO0OPAaTOPHBIX
pabor,

JKCIIEPTHOE HAOII0IeHHE
BBITTOJTHEHUS TPAKTHYECKUX
paoor,

OIIEHKA PeIICHUS
CUTYallMOHHBIX 33J1ad,

OIIEHKa TIporiecca u
Pe3yabTaTOB BBHIIOJIHEHUS
BHJIOB pabOT Ha MPAKTHKE
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[IK 2.4. OcyuiecTBasiTh
00paboTKy, XpaHEHUE U
nepeaayy HHPOpMaLUU
OrPaHMYCHHOT'O JIOCTYIIA.

[TposiBIIATH 3HAHUS, HABBIKU H
yMeHus B 00paboTke,
XpaHEHUH U Ieperaye
nH(pOpMAIMK OTPAHUYEHHOTO
JocTymna

TECTHUPOBAHUE,

9K3aMEH J€MOHCTPALIMOHHBIH,
JKCIIePTHOE HaOII0IeHHE
BBITTOJIHEHUS J1TA00PATOPHBIX
pabor,

JKCIEePTHOE HAOIIIOICHHE
BBITMIOJTHEHUSI TPAKTUYECKUX
pabor,

OLICHKA PeIICHUS
CHUTYallMOHHBIX 33]1ad,
OIICHKa Ipoliecca U
Pe3yabTATOB BBHIIOJIHEHUS
BUJIOB pabOT Ha MPaKTUKE

[IK 2.5. Yau4Toxarh
nHpOpMaIHIO 1
HOCHUTETH UHPOPMAITIH C
HCIIOJIb30BAHUEM
MIPOrPaMMHBIX U
MIPOrPaMMHO-
anmapaTHBIX CPEJICTB.

JleMOHCTpanus alropuTMa
IIpoBeIeHus paboT 1o
YHUYTOXXEHUIO HHPOPMALIUU
1 HOcHUTeNeH nHpopmanuu ¢
HCII0JIb30BAHUEM
IIPOrpaMMHBIX U
[IPOrpaMMHO-aINIMaPaTHBIX
CpeAcTB

TECTUPOBaHUE,

9K3aMEeH JIEMOHCTPAIIMOHHBIH,
JKCIEPTHOE HAOIIIOICHHE
BBITMIOJTHEHHSI TAOOPATOPHBIX
pabor,

JKCIIePTHOE HAOII0IeHHE
BBITTOJIHEHHSI TPAKTHYECKHIX
pabor,

OLIEHKA PeIICHUS
CUTYallMOHHBIX 3aJ1ad,
OlIEHKa Ipoliecca U
pE3yJIbTaTOB BHIMOJIHEHUS
BHJIOB pa0OT Ha MPAKTUKE

[IK 2.6. OcymiecTBasTh
PETHCTPAIMIO OCHOBHBIX
COOBITHI B
ABTOMATHU3HPOBAHHBIX
(uH(OpPMAITMOHHBIX )
CUCTEMax, B TOM YHUCJIE C
HCIIOJIb30BaHUEM
MIPOrPaMMHBIX U
MIPOrPaMMHO-
anmapaTHBIX CPEICTB
oOHapyX eHHUs,
MIPEeIYIPERKACHUS U
JTUKBUJAITN
MOCJIEACTBUI
KOMITBIOTEPHBIX aTakK.

[IposiBAATH 3HAHUS U YMEHUS
B 3alllUTe
aBTOMaTH3UPOBAHHBIX
(MHpOPMAITMOHHBIX) CUCTEM
C MCIIOJIb30BaHUEM
MPOTPaMMHBIX U
IIpOrpaMMHO-aINnapaTHbIX
CPEICTB OOHApPYKEHHUS,
MpEeNYNPEXACHUS U
JUKBUIALIUU TIOCTEICTBUN
KOMIIBIOTEPHBIX aTaK

TECTUPOBAHUE,
AK3aMEH JEMOHCTPALIMOHHBIH,
JKCIIePTHOE HAOI0IeHHE
BBITIOJTHEHUS JIa0OPATOPHBIX
pador,

JKCTEPTHOE HAOIIIOICHHE
BBITIOJTHEHHSI TPAKTUYECKUX
pabor,

OIICHKA PeIICHHUS
CUTYalMOHHBIX 3a1a4,
OIICHKa Ipoiiecca u
PE3YJIbTAaTOB BBIIIOJIHEHUS
BUJIOB pa0OT Ha MPAKTUKE
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[Ipunoxenue
ITepedens BonpocoB k 3x3ameny no [IM 02 MIK 02.01
[IporpamMHBbIe ¥ MPOrpaMMHO-aNIapaTHbIE CPEICTBA OOECIICUEHUS
nH(popMaIMoOHHOM 6€301aCHOCTH

1. Wcrtopus pa3BUTHS, COCTOSIHUE U TEHACHIIMHU PAa3BUTHUS BHIYUCIUTEILHON
TEXHUKHU.

2. Knaccudukaiys BEIYMCIUTENBHBIX MAIIMH U OCHOBHBIE XapaKTEPUCTUKU

Pa3IMYHBIX KJIACCOB BHIYMCIUTEIBHBIX CUCTEM.

Apxurektypa IBM-coBmectumbix [IDBM.

[TpuHLIUTIBI TOCTPOEHUS ¥ PAOOTHI BEHIYUCIUTEIBHBIX CUCTEM U UX

OCHOBHBIX Y3JIOB.

MS-DOS. Hctopusi, apXuTeKkTypa, BEpCHH.

CemeiictBo UNIX. JlocTonHCTBA, HEIOCTATKH.

YTpo3b1 6€30MaCHOCTH KOMITBIOTEPHBIX CUCTEM.

MeTo/p1 B3110Ma KOMITBIOTEPHBIX CUCTEM.

. 3aluTa KOMIBbIOTEPHBIX CUCTEM OT B3JI0Ma.

10 [Tonutrka 6€30MaCHOCTH KOMITBIOTEPHBIX CUCTEM.

11. Monens HapyUTUTENS.

12. TlonsiTe MporpaMMHO-aIapaTHOro ooecrnedeHus: HGHOPMaIMOHHON
0€30I1aCHOCTH.

13. OpranuzaimoHHO-TIpaBoBas 3amurta nHpopmaiuu. CpeacTBa U METOIBI.

14. Bupycsl: kinaccuukauus, cpeaa oOuTaHusl.

15. Peanuzanusi MexaHU3MOB O€30MIaCHOCTH Ha arnnapaTHOM ypOBHE.

16. Peanuzanus MexaHn3MoB 0€30MaCHOCTH Ha MPOTPAMMHOM ypPOBHE.

17. OCHOBBI 3aIIUTHI JIOKAJIBLHBIX CTAHIIHN.

18. KoHTpomns 1 ynpaBieHue T0CTYIIOM.

19. AnmapaTHble cpeacTBa HISHTU(DUKAINN ayTeHTU(DUKAIIUN TTOJTE30BaTEIs.

20. CpencTtBa BoccTaHOBJICHUS MH(GOPMAIIUH MPUKIIATHOTO YPOBHH.

21. 3ammTa cepBepoB U pabOUUX CTAHITUH.

22. [IporpamMmMHO-anmapaTHbie CpeIcTBa oOecrieueHus] HHGOPMAITMOHHON
0€30MacCHOCTH B BHIYUCITUTENBHBIX CETSIX.

23. IIpoTokombl ayTeHTU(DUKAIIUY TIPU YAAICHHOM JOCTYIIE.

24. CpencTBa 1 METOJIBI 0OeCTICUCHUS 1IETOCTHOCTH M KOH(PUACHIINATLHOCTH.

25. 3ammTa cepBepoB U pabOUUX CTAHITUH.

26. 3amuTa 3aMKHYTBIX MHOXECTB mojiceteit cetu Internet.

217. 3amuTa OTKPBITHIX MojiceTe ceTu Internet.

28. Cuctembl 0OHApPYKEHUSI KOMITBIOTEPHBIX aTak U BTOpKeHU. OTiInyus B
(GYHKIUSX.

29. CkaHepsl 0€30M1aCHOCTH.

30. MexceTeBble SKpaHsbl.

31. MexcereBbie skpanbl Tuna Firewall. JfocronHcTBa M1 HETOCTATKH.
OIHOXOCTOBBIE U MYJIBTHXOCTOBEIE.

32. Knaccudukaius ceTeBbIX MOHUTOPOB.

33.Kpuntorpaduueckas 3amura naHHeix. Kpurepun 3auiieHHOCTH.

B W
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34. 3ammTa OnepaMOHHBIX CUCTEM.

35. Kpurepuu 3amuiieHHOCTH ONEPAIMOHHBIX CUCTEM.

36. CpeacTBa aKkTUBHOM 3alIUTHI.

37. CpencTBa MacCUBHOM 3aIlIUTHI.

38. AHTUBHMpYCHAs 3alIUTa KOMIIBIOTEPHOU CUCTEMBI.

39. DNEeKTPOHHBIE KITIOYH.

40. DnekTpoHHO-1IM(POBast MOIHUCH.

41. 3amuta napopmarmu B CYB]l. OCHOBHBIEC TUIIBI 3aIIUTHI.

42.CpenctBa obecnieueHus 3anuthl nHGopMmaruu B CYB/I.

43. MHOTOYypOBHEBAsI 3aIllMTA.

44. Monenu 6e30MacHOCTH, IPUMEHsieMbIe TIpu ocTpoeHnu 3amuTsl B CYB/I.

45. IIpuumHbI, BUIBI, OCHOBHBIC METO/IbI HAPYIICHUSI KOH(PUACHITUATHHOCTH B
CYB/I.

46. 3agaun U cpeACcTBA aIMUHUCTpATOpa 0€30MacHOCTH 0a3 JaHHBIX.

[Tepeuensb BompocoB k 3x3ameny 1o 11M 02 MJIK 02.02
«Kpunrorpadpudeckue cpeacTBa U METOIbI 3aIIUTHI HHGOPMAITII
1. AndaButHoe KOAMpOBaHKUE UH(POPMAITUU

2. IlomexoycroitunBoe kogupoBanue. Konxg @ano. Kox Xaddmena. Kon
X3MMHHTa

3. OcHoBHBIE anredpanvecKkre CTPYKTYpPbl, IPUMEHSIEMbIE B KPUTITOTpa(uu.

4. ApudmeTnka OCTaTKOB U TEOPHUSI CPAaBHEHUH.

5. IloTounble mpU@TH U T€HEPATOPHI ICEBAOCTYYaHBIX YHCET.

6. OcHoOBHBIC IOHATHS KpUNTOrpaduu.

7. Tlpocteiimme mudpsl U KX CBOMCTBA.

8. Kmaccudukanms mmdpos. Ckutama. Kagpar [Toaubwus. [udp Lle3aps.

9. Ilpocteitmme mmubpsl U uxXx BuAbl: Tabmuna Bmkenepa, mmdp abbata

Tperemuyca, mmdp 1mo KHUTE, Tapabapckas TpaMoTa, YIOJIKU, TapHbIA D,
mU@p € MCIONB30BAHUEM CTUXOTBOPEHMSI, MIU(P TPaHCHO3UIMH, pELIeTKa
Kapnano.

10.Kommnozummu  mmmdpoB. TpebGoBanus k mudpam u Kpunrorpaduyeckas
CTOMKOCTH MU(PPOB

11.Kpunrocuctemsl 1 ux BuAbl. TpeOOBaHUS K KPUIITOCHCTEMAM.

12.Monenu kpuntorpaduyecKux CUCTEM

13.CuMMeTpUYHbIE KPUITOCUCTEMBI.

14. ®yukus ¢ cekperom. Cuctema RSA. KpunrocucreMsl ¢ OTKPBITHIM KITFOUOM

15.. Anroputm DES. Anroputm IDEA

16.0O5nekTpoHHass MOAMKUCH. DJIEKTPOHHAS TMOAMUCH HA OCHOBE ajroputrMma Oiib-
IMamas.

17.Ctanmapt uudposoit moanucu DSS. Cranmapt uudposoii moamucu I'OCT
P34.10-94.

18.YnpaBnenue kiouamu. ['eHepanus kimoueil. Pacripenenenue kitoueit

19.Vnentudukanus. Ayrentudukamnus. YnpaBieHUue JOCTYIIOM.
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20.ITpoTokonupoBaHue U ayauT

21.Coctap AWUC u mpoGiieMbl 3aliMThl HWH(POpMAIUU IS KaxXI0M H3 ee
KOMITOHEHTOB.

22.HopmaTtuBHO- IpaBoBOE oOecneueHrne nupopmarmonHoit 6ezonacnoctu AVC.

23.TexHu4eckre U MporpaMMHbIe CPEACTBA 3alUThl UHPOpMaIUU

24.Ananu3 u olleHKa yrpo3 uHgopmarmonHoi 6ezonacnoctu AVC.

25.0ueHka ymepba BCIEIACTBHE MPOTHBOMPABHOIO BBIXOAA HHGOPMALMH
OTPaHWUYCHHOTO JIOCTyNMa W3 3alumaeMoll chepsl W Mepbl 10  €ro
JIOKAJIM3alHH.

26.CpenctBa 1 MeToAb! (hr3udeckoit 3amuTsel 00bekTOoB AVC.

27.TexHONOruYecKne Mephl ToAAepX)aHus WH(POPMALMOHHONW 0e30macHOCTH
00OBEKTOB

28.1TocTaHoBKa 3a/1auu pacIipeaesIcHHON 00paOOTKU JaHHBIX U CIIOCOOBI 3aIIUTHI
uHdopMaIuu.

29.0OCHOBHBIE TTPOTOKOJIBI, CITYKObI, HYHKIIMOHUPOBAHHE.

30.CpenctBa obecrnieueHusi 6€30MaCHOCTH, CPEJICTBA YIIPABICHUS U KOHTPOJISL.

31.I'mobanbHas ceTh Internet: OCHOBHBIE CITyKObI U TIPEIOCTABISIEMbIC YCIYTH.

32.TexHonoruu obecrneveHust 6€30MacHOCTH, OCHOBHbBIE TIPOTOKOJIBI.

33.OyHKIIMOHUPOBAaHUE, pa3paboTKa U COMPOBOXKICHHE  IPUIOKEHUH,
OCOOEHHOCTH peann3allii Ha Pa3jIudHbIX IaTopmax.

34.0OcHOBHBIE MEXaHHM3MBI OOecmedeHus Oe30MacHOCTH H  YIpPaBICHUS
pacrpeieIecHHBIMU PecypcamH.

35.0pranuzanus 6e30macHbIX KOPIOPaTHBHBIX ceTel Intranet

36.00mmMe MPUHIUIBI TOCTPOCHHUS ©0a3 JaHHBIX C TOYKH 3PEHUS 3alllUThI
uH(popmauu 1 odecrneyeHus: 6e30MacHOCTH.

37.00mas XapakTEepUCTHKA, HAa3HAUYEHWE W BO3MOYKHOCTH CHCTEM YIIPaBJICHHS
6azamu nanHbix (CYB/).

38.0c00eHHOCTH SI3BIKOBBIX CPEACTB YIPABJICHUS] U 00CCIICUCHHS] O€30MaCHOCTH
JNaHHBIX B pesiiuoHHBIX CYB/I.

39.CpencrtBa obecrnieueHust 6€30MacHOCTH 0a3 TaHHBIX.

40.CpenctBa uneHTUPUKALIUY U ayTCHTH(PUKAIINT 00BEKTOB 0a3 JaHHBIX.

41.513pIKOBBIC CpPENICTBA pa3TPAaHUYCHMs JIOCTYIA, KOHIEMIUA W pealu3arus
MEXaHHU3Ma POJIEH.

42.0pranuzanus ayauTa COObBITUN B CUCTEMax 0a3 TaHHBIX

43.Moaenn 0©e30MacHOCTH; TMOJUTHKA O€30MaCHOCTH; KPUTEPUH M  KIIACCHI
3aIIUAIIEHHOCTH CPEJCTB BBIYUCIIMTEIILHON TEXHWKHW W aBTOMAaTH3MPOBAHHBIX
WH()OPMAITMOHHBIX CHCTEM.

44.CtaHgapTel TIO OIIGHKE 3alIUIICHHBIX CHUCTEM; IPUMEPHI IPAKTHYCCKON
peanu3anuu. IlocTpoeHHE TApOJIBHBIX CHCTEM; OCOOCHHOCTH IPUMCHCHHUS
KpUNITOTpahUIeCKIX METOIOB.

45.Crioco0bl peanu3aiuu KpUuntorpauaeckoii moaCuCTEMBI.

46.0co0eHHOCTH peanu3alid CUCTEM ¢ CUMMETPUYHBIMA M HECHMMETPUYHBIMU
KITFOUaMH.

47 KoHrenmusi 3aluIIeHHoro sapa; METOAbl Bepu(HKaIvy; 3allUuIleHHbIC
JIOMEHBI;, METOIbI TOCTPOSHUS 3AIMUIIEHHBIX aBTOMATU3UPOBAHHBIX CHCTEM.
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48. Metoaomorust 00CIeIOBaHUS U TPOCKTUPOBAHMS CHCTEM 3aIUTHI

49.DyHKIMOHANIbHBIE U 00ECTICYHBAIOIIUE TTOICUCTEMBI.

50.Texnonorus, ynpasienue. Meroaonorus GopMupoBaHus 3a7a4 3alIUThI

S51.Uurerpamnust cpeacts MHGOPMAIMOHHON O€30MaCHOCTU B TEXHOJIOTHMUYECKYIO
cpeny.

52.9tansbl npoektupoBanus KCUDB u TpeboBanus k HUM.

53.Benenue cnernuansHoi nHGopMarnronHoi 6a3el maHHbIX KCUB.

54 Metoasl U METOIWUKH TMPOCKTUPOBAHMS. METOAWKA BBISBICHUS BO3MOXKHBIX
kananoB HCJI.

55.11ocnenoBarebHOCT PadOT MPU NPOECKTHPOBAHUUM KOMILIEKCHOW CHUCTEMBI
3amuThl nHGopManmu ot HC/I.

56.[TocnegoBaTenbHOCTE PabOT TPHU TPOEKTUPOBAHUN KOMIUIEKCHONW CHCTEMBI
3aIuThl UHPOpMaIuu OT yTeuku 3a cuet [I[IDMUH
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