[lOKYMEHT NoANMCaH NpOCTO# 3NeKTPOHHOM NOANKUCHI
MHdopmauus o Bragenbue:

®KWO: MawHaHos paHe Jinmkmnesuy

[omxHocTb: U.0. aupekTopa dunmnana

[Jlata nognucanus: 01.08.2024 13:53:27

YHMKaNbHbIA NPOrPaMMHbIi KNHOY:
f29e48b9891aa9797b1ae9fac0693fa267ac161d













COJIEP)KAHUE

1. OBIIIAA XAPAKTEPUCTUKA PABOYEN [TPOI'PAMMBI
[TPOD®ECCHUOHAJIbBHOI'O MOAVYJIA

2. CTPYKTYPA UM COJEPKAHUE ITPO®ECCHOHAJIBHOI'O
MOJIYJIS

3. YCJIOBUA PEAJIM3ALINN ITPOI'PAMMBI
[TPO®ECCHUOHAJIbBHOI'O MOAVYJIA

4. KOHTPOJIb " OLEHKA PE3VJIbTATOB OCBOEHUA
[TPO®ECCHUOHAJIbBHOI'O MOAVYJIA



1. OBIIASA  XAPAKTEPUCTUKA  PABOYEN I[TPOI'PAMMBI
[TPOOECCHUOHAJIBHOI'O MOAVJIA 02 3AIIUTA HWHOOPMALIMMN B
ABTOMATHU3NPOBAHHBIX CUCTEMAX [TPOI'PAMMHbLIMHA n
[TPOI'PAMMHO-AIIITAPATHBIMUA CPEJICTBAMU

1.1. Llenp u mmaHupyeMbie pe3yJIbTaThl OCBOCHUS MPOGECCHOHATBHOTO MOYJIS

1.1.1.B pe3ynbprate mzydeHus mpodeccCHOHATIbHOTO MOAYJS CTYACHT JOJDKEH
OCBOUTH BUJ JAEATEIBHOCTH 3aliuTa HH(POpMALlUK B aBTOMAaTU3UPOBAHHBIX CUCTEMAX
IIPOrPAMMHBIMU U IPOIPAMMHO-AIIIIAPATHBIMKU CPEACTBAMHU U COOTBETCTBYIOLIUE EMY
po(hecCUOHATIbHBIE KOMITETEHIINU:

KO,I[ HanmMeHoBaHue BUJOB JE€SATEIbHOCTH U HpO(i)CCCI/IOHaHBHBIX KOMHeTeHI_[I/Iﬁ

B/ 2 3amurta wuHQOpManMM B aBTOMAaTHU3UPOBAHHBIX CUCTEMaxX MPOTPAMMHBIMU |
MIPOrpaMMHO-aNMNapaTHBIMU CPEICTBAMHU

[IK 2.1. | OcyiecTBisTh YCTAaHOBKY W HACTPOMKY OTAENBHBIX HPOrPAaMMHBIX, MPOTPAMMHO-
anmapaTHbIX CPEJCTB 3alIUThl HHPOPMAITUH.

I1IK 2.2. | O6ecnieunBaTh 3aIUTy HHPOPMALIMU B aBTOMATU3UPOBAHHBIX CUCTEMAaX OTJIEJIbHBIMU
IIPOrpaMMHBIMH, IPOIPAMMHO-AIIIAPATHBIMU CPEICTBAMH.

[1K 2.3. | OcyuiecTBiIsTh TECTUPOBAaHUE (DYHKIMI OTAEIBHBIX MPOTPAMMHBIX U TIPOTPAMMHO-
anmnapaTHbIX CPEACTB 3alIUThI HH(OPMALHH.

[IK 2.4. | OcymecTBisITh 00pabOTKy, XpaHCHHE U Tiepeady HHPOPMAIIUU OTPaHUICHHOTO
JIOCTYTIA.

[IK 2.5. | YHNuTOXaTh HH(GOPMALIMIO U HOCUTEIN HH(OPMALINY C UCTIOIb30BAaHUEM ITPOTPAMMHBIX
U IPOrpaMMHO-ANIAaPATHBIX CPEACTB.

[IK 2.6. | Ocy1ecTBIsITh pEruCTpaLio OCHOBHBIX COOBITUI B aBTOMAaTU3UPOBAHHBIX
(MH(pOPMAIIMOHHBIX) CHCTEMAaX, B TOM YHCJI€ C UCTIOIb30BAHUEM ITPOrPAMMHBIX U
POTPaMMHO-aNNapaTHBIX CPEACTB 00HAPYKEHUS, TPEIYTIPEKIACHUS U TNKBUIANN
NOCJIECTBUIM KOMIBIOTEPHBIX aTaK.

1.1.2. O0Omme KOMIIETEHITAN

KO,[[ HanmeHnoBaHMne BUJIOB A€SITEIILHOCTH U HpO(beCCHOHaHLHBIX KOMIIETCHITUIH

OK 01. | BeibupaTs criocoObI pemieHus 3a1a4 npopecCuOHaIbHON NeSTeTbHOCTH, IPUMEHUTEIBHO
K pa3iaM4HbIM KOHTEKCTaM.

OK 02. | OcymiecTBasATh TIONUCK, aHAIW3 W HHTEPIPETAIIUI0 HHPOPMAITUH, HEOOXOIUMOM ISt
BBITIOJTHEHUS 33124 PO EeCCHOHATBHON JAeSITETbHOCTH.

OK 03. | [ImarmpoBaTh M peaqn30BbIBaTh COOCTBEHHOE NMPO()ECCHOHATEHOE U IMYHOCTHOE
pa3BUTHE.

OK 04. | PaboraTh B KOJUIEKTUBE B KOMaH I, 3()(HEKTUBHO B3aUMOJICHCTBOBATH C KOJIIETAMH,
PYKOBOJCTBOM, KJIMEHTAMH.

OK 05. | OcymecTBisiTh YCTHYIO ¥ MIHCEMEHHYI0 KOMMYHHKAIIAIO HA TOCYIaPCTBEHHOM SI3BIKE C
Y4ETOM O0COOCHHOCTEH COLMAIBHOTO U KYJIBTYPHOTO KOHTEKCTA.

OK 06. | I[TposBIsITH TpaxIaHCKO-IATPUOTHIECKYIO TIO3HIINIO, IEMOHCTPHUPOBATH OCO3HAHHOE
MOBEJICHHE Ha OCHOBE TPAJUIIMOHHBIX OOIIEUEIOBEUECKUX IEHHOCTEH, TPUMEHSTh
CTaHAPThI aHTUKOPPYIIIIUOHHOT'O IOBEAECHMUS.

OK 07. | ConelicTBOBaTh COXpPAaHEHHIO OKPYIKAIOIIEH Cpeibl, pecypcocoepexeHuto, 3 PeKTUBHO
JICICTBOBATH B UPE3BbIYANHBIX CUTYALUsX.

OK 08. | Ucmonw3oBath cpeacTBa (GU3NIECKOM KYIbTYPHI ISl COXPAHEHUS U YKPETUICHHS 3JI0POBbS
B IIpolLiecce MPOoPeCCHOHATBHON ASSITETFHOCTH U MOIepKaHne HE0OX0JUMOTO YPOBHS
(bu3nyecKoil MOAroTOBJIEHHOCTH.




OK 009.

Hcnonp30BaTh HHPOPMALIMOHHBIE TEXHOJIOTHH B IPOPEeCCHOHATIBHOMN IS TETbHOCTH.

OK 10. | [Tons3oBatbest mpodeccHOHATBHOM TOKYMEHTAIMEH Ha TOCYJapCTBEHHOM M HHOCTPAHHOM
SI3bIKAX.
OK 11. | Ucnonws3oBath 3HaHUA 110 GUHAHCOBOM TPaMOTHOCTH, INIAHUPOBATh

PEPUHUMATEILCKYIO ICITeIbHOCTh B ITpodeccnoHanbHOoM chepe.

1.1.3. B pe3ynbpTaTe ocBoeHusI MpodheCcCHOHAIBHOTO MOJYJISL CTYICHT JOJIKEH:

Nmetn

NPAaKTHYCCKAN | aBTOMaTM3UPOBAHHON CHCTEME;

OIIBIT

— YCTaHOBKH, HACTPONKHU MPOTPaMMHBIX CPEACTB 3allUThl HH(GOPMAIUU B

— o0ecrieyeHUs] 3alIUTHl AaBTOHOMHBIX aBTOMATH3MPOBAHHBIX CHCTEM
MPOrPaMMHBIMU U TIPOTPaMMHO-ANIAPaTHEIMU CPEACTBAMHU;

— TecTUpoBaHHs (YHKIMHA, AMATHOCTHKA, YCTPAaHEHHS OTKAa30B  H
BOCCTaHOBIICHHUS ~ PaOOTOCHOCOOHOCTM  HPOTPAaMMHBIX M IIPOIPaMMHO-
anmapaTHbIX CPEICTB 3aIIUTHI HHPOPMALIUH,

— pewenus 3azad 3amutel or HCJ[ k umHpOpmanuum orpaHuyeHHOro
JOCTyNa C IOMOIIBIO TPOTPAMMHBIX M MPOTPAMMHO-aNIapaTHBIX CPEICTB
3aImuThl HHQOpMAaLUH;

— TNPUMEHEHHUs AIIEKTPOHHON MIOJIITHCH, CUMMETPHYHBIX u
ACHMMETPUYHBIX KPUOTOTpapUUECKUX aJTOPUTMOB M CPEICTB IH(POBAHUS
TaHHBIX;

— yuéra, 00pabOTKH, XpaHEHHUS U Tepenadyd MHPOPMAaIUH, Ui KOTOPOM
YCTaHOBJICH PEKUM KOH(UACHIIMATBHOCTH;

— paboThl C NOJCUCTEMAMU PETUCTPALIMU COOBITHIA;

— BBIIBJICHUSA COOBITHH u HHIIUJIEHTOB 0€30I1aCHOCTH B
ABTOMAaTU3HPOBAHHON CUCTEME.

yMEThb

— YyCTaHaBIWBaTh,  HACTpaWBaTh, NPUMEHSATh  NPOTPAMMHBIE |
IIpOrpaMMHO-aIapaTHbIE CPEJICTBA 3aIUThl HHPOPMALIUY;

— yCTaHaBIMBAaThb W HACTPaMBaTh CPEACTBa AHTHBUPYCHOW 3alUTHI B
COOTBETCTBHUH C TPEABABISIEMBIMHI TPEOOBAHUSIMHU;

— JMarHOCTHpOBATH, YCTpaHsTh OTKa3hl, o0ecreunBaTh
paboToCroCOOHOCTh M TECTUPOBATH (PYHKIMHU IMPOrpaMMHO-alIapaTHBIX
CPEACTB 3allUThl HH(OPMALIUH;

— TPUMEHATh MPOrpaMMHbBIE M IPOTrpaMMHO-alapaTHbIE CPEACTBA JUIS
3amuThl HHQOpPMAIU B 0a3ax JaHHBIX;

— TpOBEpATh BHINOJIHEHHE TpeOOBaHMN MO 3ammTe HHGOPMAIMHU OT
HECAHKIIMOHHPOBAHHOTO JIOCTYTIA TIPU aTTECTAllMd 00bEKTOB WH(POPMATH3AITUT
1o TpeboBaHusM Oe30macHOCTH HH(pOpMaIuy;

— TIPUMEHSTH MaTeMaTHYECKHil ammapar ISt BBITTOJIHEHHS
Kpunrorpaguueckux npeoOpa3zoBaHuii;

— UCIMOJIb30BaTh THIOBBIE IPOrPaMMHBIE KPUIITOTpapUUeCKue CpeiCcTBa, B
TOM YHCJI€ YJIEKTPOHHYIO MTO/IITUCH;

— TPUMEHSTH CPEJCTBA TAPAHTUPOBAHHOTO YHUUTOKEHUS HH()OPMAIIHH;

— yCTaHaBIIMBaTh, HACTPAUBAaTh, IPUMEHITh TPOrPaMMHBIE U
MIPOTpaMMHO-aIMapaTHBIE CPEJICTBA 3AIUTH HH(POPMAITIH;

— OCYILECTBJISATh MOHUTOPUHI U PErHCTPALMIO CBEIEHHH, HEOOXOIUMBIX
U 3alIUThl OOBEKTOB WH(pOpPMATHU3ALMU, B TOM YHCIE C HCIOJIb30BaHUEM
IPOrpaMMHBIX M IPOTPaMMHO-alIapaTHBIX  CPEACTB  OOHAPYKEHMS,
NPEaYIPEKACHUS M TMKBUIALUH MTOCIEACTBUN KOMIIBIOTEPHBIX aTak

3HAaTh

— O0COOEHHOCTH U CcrOcOObl MPUMEHEHHsI MPOTrPAMMHBIX M MPOTrPaMMHO-




anmapaTHbIX CPEICTB 3aIIUThl MHPOPMALMU, B TOM YHUCIE, B ONEPAIIMOHHBIX
cucTeMax, KOMIBIOTEPHBIX CETsIX, 0a3ax JaHHBIX;

— METOIbl TECTHPOBaHHWS (QYHKUMH OTIENBHBIX IMPOrPAMMHBIX |
MPOrpaMMHO-AINAPATHBIX CPEJCTB 3aLIUTH HH(pOpMaIH;

— THIOBBIC MOJENU YIPABICHUS JIOCTYIIOM, CPEACTB, METOAOB W
MPOTOKOJIOB HJICHTU(DUKALIMU U ayTeHTH(PUKALINY;

— OCHOBHBIC TOHATHS KpUOTOrpaduu M THUIIOBBIX KPHUITOrpaduyecKux
METOJIOB U CPEJCTB 3aIIUTHI HH(POPMALHIH;

— OCOOGHHOCTH M CHOCOOBI MPUMEHEHHUS NMPOTPaMMHBIX U MPOrpPaMMHO-
anmapaTHBIX CPEJCTB TAPAaHTHPOBAHHOTO YHUUTOKEHUS HH(OpMALINY;

— THIIOBBIC CPEICTBA W METOABI BEICHMS ayJuTa, CPEICTB M CIIOCOOOB
3alIUThl UHPOPMALIUHU B JIOKAJTBHBIX BEIYUCIUTEIBHBIX CETSAX, CPEICTB 3aLIUTHI
OT HECAaHKIIMOHUPOBAHHOT'O JIOCTYTIA.

1.2. Konu4ecTBO 4acoB, OTBOJIMMOE Ha OCBOCHHUE ITPOPECCUOHATBLHOTO MOTYJIS
Bcero 602 yacoB, U3 HUX
Ha ocBoeHue MJIK — 338 gaca, B Tom uuciie
Ha MpoMeXxyTouHyto arrectanuto mo MJIK — 14 gacos,
Ha MPAKTUKU — 252 4acoB



2. CTPYKTYPA 1 COAEPKAHUE ITPOPECCHUOHAJIBHOI'O MOJYJIA

2.1. CtpykTypa npodeccuonanibaoro Moayist 02 3anura nHGOpPMAIMK B aBTOMAaTU3UPOBAHHBIX CUCTEMAaX MPOTrPAMMHBIMHU
Y [IPOrPaMMHO-ANIIapaTHBIMU CPEACTBAMHU

K O6beM podhecCHOHATTLHOTO MOYJIS, Yac.
OMtEt O6bpem O6yuenue no MJIK, B gac. [TpakTuku
npodeccuoH
oOpa3oBa- B TOM YHUCJIC CamocTto
QIBHBIX HanmenoBanus paszienon TeILHO 5 qeGHag | MPOH3BOACTBEH a
001X npodeccnoHanTbHOTO MOIYJIS Bcero, | TACOPATOPHBIX | KypcoBad M Has MpaKTHKa,
1IpOrpaMm U pabota IIPAKTUK TeabHast
KOMIIETEHIIH 9acoB 4acoB
i BL, Hac. IPaKTUYeCKUX | (IPOEKT), | a, 4acoB pabora
3aHATUN 4acoB
K 2.1 - Paznen 1 monynsa. [Ilpumenenne
IIK 2.6 MPOrPAMMHBIX ¥ TIPOTPaMMHO- 252 180 48 30 72 B B
OK 01 - OK | anmapaTHBIX CpeACTB 3alIUTHI
10 nHpopmaluu
K 2.4 Pazgen 2 monyns. [lpumenenue
OK 01 - OK | kpunrorpaguueckux CpeacTB 180 144 56 — 36 — —
10 3amUThl HH)OPMAITAN
ITpon3BocTBEHHAS IPAKTHUKA
(o mpoduIIIo CreruaITbHOCTH),
4acoB (€c/Iu MpeayCMOTpeHa 144 144 —
UTOTOBAsI (KOHIICHTPUPOBAHHAS)
MIPAKTHKA)
[IpomexxyTouHas arrecranus 14 14 — — — — —
DK3aMeH 10
feaven 1 12 12 - - - - -
po¢heCCHOHATTLHOMY MOJTYJIIO
Bcero: 602 350 104 30 108 144 —




2.2. TemaTuueckuil miaH u cojepkanue npodeccrnoHanibHoro moayds (IIM)

HaumenoBanue pasnenos
npodeccuoHaIbHOTO O6Len
moayst (IIM), Conepxanre yaeOHOTo MaTepuaia u GOpMbl OpraHU3AINH ISITETHHOCTH 00YYarOIIIXCS 4ACOB
MEXIUCUUIITIMHAPHBIX
kypcoB (MJIK) u Tem
1 2 3
Paznen 1 moayns. [lpuMenenue nporpaMMHBIX U IPOTrPaMMHO-ANIAPaTHBIX CPEACTB 3alUThI HH(DOpMaLIUU 262
M/IK.02.01. IIporpamMMHBIE€ U TPOTpaMMHO-aNIIapaTHbIC CPEACTBA 3aTUTHI HHPOPMAIIHH 190
Paznen 1. OcHOBHBIE MPUHITUIIBI TPOTPAMMHOM U MTPOTPAMMHO-AMIAPATHON 3alTUTHI HHGOpMAITUU
Tema 1.1. Ilpenmer u Conepxanue 6
3a/1a4u IPOrpaMMHO- [TpenMert ¥ 331291 IPOTpaMMHO-aNTapPaTHOM 3aIUThl HHQOpMauH
annapaTHOM 3aIlUThl OcHOBHbIE OHATHS MPOrPAMMHO-AIIAPATHOMN 3aIIUTHI HHPOPMAIIUU
uH(opmanun Krnaccudukanus METOIOB ¥ CPEICTB MTPOrPaMMHO-AIITAPATHON 3alTUTHI HHPOPMAITUU
Tema 1.2. Crangaptsl Copepxanue 4
0e30MacHOCTH HopMmaTtuBHbIe mpaBoBbIE aKThl, HOPMAaTUBHbBIE METOIMYECKHE JOKYMEHTBI, B COCTaB KOTOPBIX BXOJST
TpeOOBaHUS U PEKOMEHIAINH 10 3aIUTe HHPOPMAIIUU TPOTPAMMHBIMHU U TIPOTPAMMHO-AINTapaTHBIMU
cpenctBamu. [Ipoduin 3anuTsl TPOrpaMMHBIX U IPOTPAMMHO-ANNAPATHBIX CPEICTB (MEKCETEBBIX IKPAHOB,
CPEIICTB KOHTPOJISI CheMHBIX MAITMHHBIX HOCUTEIEH HH(POPMAIINH, CPEJCTB JOBEPEHHOU 3arpy3KH, CPEACTB
AHTUBUPYCHOM 3aIITUTHI)
CranmapTsl 10 3amuTe HHHOPMAIUHU, B COCTaB KOTOPBHIX BXOIST TPEOOBAaHUS U PEKOMEHAIIMH TI0 3aIIHUTe
nH(OpMaIIUK TPOrPaMMHBIMH U TPOTPAMMHO-AMIAPATHBIMU CPEICTBAMH.
TemaTuka npakTHUECKUX 3aHATUHN U J1a0OPaTOPHBIX paboT 2
0O0630p HOPMATUBHBIX MPABOBBIX AKTOB, HOPMATHBHBIX METOJIUYECKUX TOKYMEHTOB 10 3alUTe HH(POpMAILIUH,
B COCTaB KOTOPBIX BXOJSAT TPEOOBAHUS M PEKOMEHIAIIMH T10 3alIUTe HH(POPMAIIUK TPOTPAMMHBIMU U
MIPOrpaMMHO-AMNIMAapPaTHBIMU cpeacTBamMu. PaboTa ¢ cofepkaHueM HOPMATUBHBIX MPABOBBIX AKTOB.
00630p cranmapToB. PaboTa ¢ comep)aHueM CTaHIaAPTOB
Tema 1.3. 3amumennas Conepxanne 16
aBTOMAaTU3UPOBAHHAS ABTomaTH3alus npoiecca 00padboTku nHGOpMaUU
cucrema [ToHsATHE aBTOMAaTU3UPOBAHHON CHCTEMBI.

OcoOeHHOCTH ABTOMATU3HWPOBAHHBIX CUCTCM B 3alIUIICHHOM UCIIOJTHCHHUH.

Ocuosuble BuAbl AC B 3alIHIIIEHHOM HCIIOJHEHUH.




MeToanl CO30aHus 0E30IMaCHBIX CUCTEM

MeTO,Z[OJ'IOFI/IH IMIPOCKTUPOBAHUA I'APAHTHPOBAHHO 3aMUIITCHHBIX KC

JIMCKpenMoOHHbIE MOJEIHN

MasnnaTHeie MOIETHN

Temartuka npakTUYECKUX 3aHITHIA U J1a00paTOPHBIX paboT

VYuer, 06paboTka, XpaneHue u nepegaya uadopmarmu B AUC

OFpaHI/I‘leHI/Ie J0CTyIla Ha BXOJ[ B CUCTEMY.

Wnentudukanus 1 ayTeHTUQHUKAIMS T0JIb30BaTeNIeh

Pasrpannuenue nocryna.

Perucrparnus cobpiTuii (ayaur).

KOHTPOJIb 11€JIOCTHOCTH JTaHHBIX

YHUUTOKEHHE OCTATOYHON MH(pOpMAIIH.

VYnpasienue noautukoit 6ezonacHoctH. [lladnaoHbI Oe30naCHOCTH

Kpunrorpaduueckas 3ammura. O030p nporpamm muppoBaHus JaHHBIX

Ynpasnenue noautukoi 6ezonacHoctu. [lladiaoubl Oe30macCHOCTH

Tema 1.4.
Jecrabunuzupyroiee
BO3JIEHCTBHE HA O0OBEKTHI
3alIUTHI

Coneprxanue

HcTouHuku ,HeCTa6I/IJII/ISI/Ipy10H_ICFO BO3,H€I>'ICTBI/I$I Ha 00OBEKTHI 3alllNThI

CrniocoObl BO3/IeHCTBUSL HA HHPOPMAITHIO

HpI/ILII/IHH H YCJIOBUSA )IeCTa6I/IJ'II/I3I/Ipy10H_[eF 0 BO3JICHCTBHS Ha I/IH(I)OpMaI_[I/IIO

TemaTuka npakTHYECKUX 3aHATUHN U J1a0OPaTOPHBIX paboT

PacnipenieneHre KaHaJIOB B COOTBETCTBUU C MICTOYHHKAMU BO3AE€HCTBUSI Ha HHPOPMAIIUIO

Tema 1.5. ITpuHIumnet
IIPOrpaMMHO-aNNapaTHON
3amUThl HHHOPMAIIUU OT
HECaHKITMOHUPOBAHHOTO
JIOCTyTIa

Conepxanue

[ToHsiTHE HECAHKIIMOHUPOBAHHOTO JOCTYNA K MHHPOpMaLMH

OcHoBHbIE NOAX0/1bI K 3auute uHpopmanuu ot HCJI

Oprannzanus goctyna K (ainaM, KOHTPOJIb AOCTYIA U Pa3TPaHUYCHUE TOCTYIIA, HEPAPXUUECKHH JOCTYII K
¢aitnam. Pukcanus goctyna K Qainam

JlocTyn K TaHHBIM CO CTOPOHBI Mpoliecca

Oco0eHHOCTH 3alUThl JaHHbIX OT u3MeHeHusl. [lludposanue.

TemaTuka IMPAKTUYCCKUX 3aHATHH U J'Ia60paTOpHLIX pa60T

Opranm3anus 10cTyna K ¢aiiam

O3HE[KOMJ'ICHI/IC C COBpCMCHHBIMHU MMPOTrpaMMHBIMHU U ITPOTrpaMMHO-alIapaTHBIMH CPEACTBAMU 3aIIUTHI OT
HCJT

Pazgen 2. 3a1u1/1Ta ABTOHOMHBIX dBTOMATH3UPOBAHHLIX CUCTEM




Tema 2.1. OCHOBBI 3aIIIUTEI
ABTOHOMHBIX
ABTOMATHU3UPOBAHHBIX
CHCTEM

Conepxanue

Pabota aBToHOMHON AC B 3alITUIIICHHOM PEKHUME

AunroputMm 3arpy3ku OC. IllTaTHble Cpe/ICTBA 3aMBbIKAHUS CPEIbI

Pacmmpenue BIOS kak cpencTBo 3aMbIKaHUs IPOTPAMMHOM CpeIbl

CucrteMbl TUIIa DJIEKTPOHHBINA 3aMOK. D3 C MPOBEPKOM 1IETOCTHOCTH NporpaMmHoi cpeasl. [lonstue AM/I3
(moBepeHHas 3arpys3ka)

HpI/IMeHCHI/Ie 3aKJIaJIOK, HAITPABJICHHBIX HA CHUXKCHUE S(b(beKTI/IBHOCTI/I CpCACTB, 3aMBIKAIOIIUX CPEAY.

Tema 2.2.3ammumra
POrpaMM OT U3YUCHHS

Conepxanue

N3yuenue n obpatHoe npoekrupoBanue [10

Cnoco0s1 nzyuenust [10: craTuueckoe U IMHAMUYECKOE U3YUEHHE

33,[[8.‘11/1 3aIllIUTBI OT U3YUYCHUS U CIIOCOOBI UX PCUICHUA

3amura oT OTJIaAKH.

3amuTa OoT Au3acceMOIMpOBaHuUs

3ammra oT TPAaCCUPOBKHU 11O ITPCPLIBAHUAM.

Tewma 2.3. BpegonocHoe
pOrpaMMHOE 00eCTICUCHHE

Coneprxanue

BpenonocHoe nporpamMmmHoe obecriedeHre Kak 0COObIN BU pa3pyLIAONINX BO3ACHCTBHIA

Knaccudukanus BpeoHOCHOTO ITporpaMMHOTO obecrieueHusi. Cxema 3apaxkenusi. CpeacTsa HeUTpaTu3aiu
BpenonocHoro [10. IIpoduiakTuka 3apaxeHus

[Touck cnenoB aktuBHOCTH BpeaoHocHoro [10. Peectp Windows. OcHoBHbIE BETKH, COEpIKALIHE
uHpopmanuto o BpegonocHoM I10. JIpyrue o0bexThl, coaeprxkaiine nHpopmannio o BpegonocHoM [10,
daiianl prefetch.

bor-netsl. [Ipunimn gyHkuroHupoBanus. Metoabl 0OHapyKEHHUsI

Knaccudukanus aHTUBUPYCHBIX cpeAcTB. CUTHATYpHBIN M 9BPUCTUYECKUN aHATIN3

3amuTa OT BUPYCOB B "pydyHOM pexxume"

OcHOBHbBIC KOHICIIIHU IMOCTPOCHUSA CUCTEM aHTHBHPYCHOﬁ 3aIIUTHI Ha MPECANIPUATUA

TemaTuka npakTHUECKUX 3aHATUHN U J1a0OPaTOPHBIX paboT

HpI/IMeHeHI/IH CpCACTB UCCIICAOBAHUA pEeECTPa Windows AJIL HAXOKACHUA CJICA0B AKTUBHOCTU BPEAOHOCHOT'O
110

IIpoMexxyToUyHas arrecTanus

o MJIK.02.01

N

Tema 2.4. 3ammTa
MporpamMM M JTaHHBIX OT
HECAaHKIITMOHHUPOBAHHOT'O
KOITUPOBAHUS

Conepxanue

N

HecankunonnpoBanHoe konupoBanue nporpamm kak tun HCJ{

IOpI/IIlI/ILICCKI/IG ACIICKTbI HCCAHKIITMOHHUPOBAHHOT'O KOIMUPOBAHUS ITPOTpaMM. O6mee IIOHATHUEC 3allINTHI OT
KOITMPOBAHUA.

10




[Tpusszka [10O k annapaTHOMY OKPY’KEHUIO U HOCUTEIISIM.

3anuTHRIE MEXaHU3MbI B COBPEMEHHOM MporpaMmMHoM obecnieueHur Ha npumepe MS Office

TemaTuka NpakTUYECKUX 3aHITHIA U JTa00PATOPHBIX padoOT

3amuTa HHPOPMAIUH OT HECAHKIITHOHUPOBAHHOTO KOTIMPOBAHUS C UCITOJIE30BAHUEM CICIIHATM3HPOBAHHBIX
IPOrPaMMHBIX CPEICTB

3anmTHbBIC MEXaHU3MbI B IpuiiokeHusx (Ha npumepe MSWord, MSExcel, MSPowerPoint)

Tema 2.5. 3amura
uHpOpPMaLIUU HA
MAIIMHHBIX HOCUTEIISIX

Coneprkanue

[TpoGiema 3anuThl OTYYKIaeMbIX KOMITIOHEHTOB [T9BM.

MeTo/b1 32Tl HH(GOPMALIMK Ha OTUYXAaeMbIX Hocutessix. [lludposanue.

CpenctBa BoccTaHOBJICHUS ocTaTtouHON nHpopManmu. Co3ganue nocekTopHbix oopazos HXKMJI.

HpI/IMeHeHI/Ie Cpe€acCTB BOCCTAHOBJICHUA OCTaTOYHOM I/IH(bOpMaI_[I/II/I B Cy,Z[C6HbIX KPUMHUHAIIACTHYCCKHX
OKCIICPTHU3aX U IIPU PaCCICAOBAHNN MHIUICHTOB. HOpMaTI/IBHaﬂ 6333, JOKYMCHTHPOBAHUC PC3YJILTATOB

be3Bo3BparHOe ynaieHHe JaHHbIX. [IpUHIMIIBI ¥ aIITOPUTMBI.

Tematuka npakTUYECKUX 3aHITHIA U J1a00paTOPHBIX paboT

[TpuMeHEeHHEe CpeICTBA BOCCTAHOBJICHHS OCTATOYHON MH(pOpMAIMK Ha TpuMepe FOremost v anaiora

HpI/IMeHeHI/Ie CIICHUAIIM3UPOBAHHOI'O IIPOIrpaMMHO CPCACTBA IS BOCCTAHOBJICHUS YIAJICHHBIX (baﬁHOB

[IpumeneHue nmporpaMm AJisi 6€3B03BPAaTHOrO yAAJIEHMSI JTAHHBIX

HpI/IMeHeHI/Ie [nporpamMmm JJuis H_II/I(i)pOBaHI/ISI JaHHBIX Ha CbC€MHBIX HOCUTCIIAX

Tema 2.6. AnnapatHeie
CpeICTBa UAECHTU(DUKAIINH
U ayTeHTU(UKALIH
II0JIB30BaTEEN

Conepxanue

TpeboBaHust Kk anmapaTHbIM CPEJCTBAM MIEHTU(UKALINY U ayTEeHTU(UKALUU T0JIb30BaTeNe!, IPUMEHSIEMbIM

B O3 n AIIM/I3

Yerpoiicrea Touch Memory

Tewma 2.7. Cucremsl
0oOHapy>XeHUS aTak U
BTOPKECHUI

Conepxanue

COB u COA, otiinuns B pyHkuusix. OcHoBHble apxutekTypsl COB

Hcnonb3oBanue ceteBbix cHUepoB B kauectBe COB

Amnnapatsbiii komnoHeHT COB

[IporpammubIil komnoHeHT COB

Monenu cucteMbl 0OHapY>KeHUs! BTopkeHui, Kiaccudukaiius cucteM oOHapy>KeHUST BTOPKESHHM.
O6napyxenue curHatyp. O6HapyxeHue anomaymid. J[pyrue MeTo 161 0OHApYKEHHsI BTOPKEHUH.

TemaTuka IMPAKTUYCCKUX 3aHATHH U J'Ia60paTOpHLIX pa60T

MonennpoBaHue NpoBeeHUs aTaku. M3yueHne HHCTpYMEHTaJIbHBIX CPEACTB OOHAPYKEHUSI BTOPKEHUI

Paznen 3. 3ammrta HHPOPMALIMU B JIOKAJIBHBIX CETSIX

Tema 3.1. OcHOBEI

Conepxanne
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HOCTpOGHI/ISI AU IIICHHBIX
ceTen

Certu, paboTarolye no TEXHOJIOTMH KOMMYTAlMU TAKETOB

Crek potokosioB TCP/IP. OcobeHHOCTH MapIIpyTH3ALHH.

[ITaTHble cpejcTBa 3aUThl HHPOpMaIMU cTeka npoTokosioB TCP/IP.

CpezncrBa HACHTU(DHUKALUK U ayTeHTH()UKAIIMK HA pa3HBIX ypoBHsX npotokona TCP/IP, noctouHcTBa,
HE/I0CTAaTKU, OrpaHUYECHHUS.

Tewma 3.2. CpeactBa
opranuzaruu VPN

Conepxanue

BI/IpTyaanax qaCTHas CCTh. (D}’HKHI/II/I, HAa3HA4YCHUEC, ITPUHIUII ITIOCTPOCHUA

Kpunrorpaduueckue u HekpunTorpaduueckue cpenctra opraauzanuu VPN

YcerpoiictBa, oopasytonme VPN. Kpunromappytuzatop 1 KpunToQuibTp.

Kpunropoyrep. [IpuHIHIBL, apXUTEKTYpa, MOJIEIb HAPYIIUTENS, JOCTOMHCTBA U HEAOCTATKH

Kpuntodunetp. [IpuHIMIBI, apXUTEKTYpa, MOJI€Th HAPYIIUTENs], JTOCTOMHCTBA U HEAOCTaTKU

Tematuka npakTUYECKUX 3aHITHIA U J1a00paTOPHBIX paboT

Pa3BepreiBanue VPN

Paznen 4. 3amura nndopmaiy

NN B CCTAX 06mero J0CTyIl1a

Tema 4.1.00ecmeuenne
0€e301acHOCTH
MEKCETEBOIO
B3aMMOJIEHCTBHS

Coneprxanue

MeToapl 3aUTH HHGOPMAIMH IPHU pad0Te B CETAX 0OIIEro JOCTYyIIA.

MesxceteBbie 9kpanbl Trmna firewall. JloctonHcTBa, HETOCTATKH, peai3yeMble MTOJUTHKH 0€30MaCHOCTH

Ocnogubie Tuibl firewall. Cummerpuunbie u Hecummerpuunbie firewall.

Yposenb 1. [lakeTHble PUIBTPHI

YpoBens 2. GunpTpalius ciryx0, MOUCK KIOYEBBIX CJIOB B TEJIC MAKETOB HA CETEBOM YPOBHE.

Yposenb 3. Proxy-cepBepa NpUKJIaJHOTO YPOBHS

OnHoxocToBbie U MyJsibTHXOCTOBBIE firewall.

OCHOBHBIC THITBI apPXUTEKTYp MyabTUX0CTOBBIX firewall. TpeboBaHus K KaKIOMy XOCTY HCXO/IS U3
APXUTEKTYPhI U BBIIOJIHSIEMBIX (PYHKITHH

Tpe6OBaHI/I}I 110 CepTI/I(I)I/IKaI_[I/II/I MCIKCCTCBLIX OKPAHOB

TemaTuka npakTHUECKUX 3aHATUHN U J1a0OPaTOPHBIX paboT

W3yuenue u cpaBHenue apxurektyp Dual Homed Host, Bastion Host, Perimetr.

M3ydenue pa3nuyHbIX COCOOOB 3aKphITHs "oNacHbIX" MOPTOB

Paznen 5. 3amura nndopmarg

1y B 0a3ax JaHHBIX

Tema 5.1. 3amura
uH(popmManuu B 6azax
aHHBIX

Conepxanue

OcHoBHbIE THIIBI YTP03. MoJiesb HapyuTens

CpencTBa naeHTU(UKAIMH U ayTeHTU(QUKALMHU. YTIpaBIeHUE TOCTYIIOM

CpencTBa KOHTPOJIS LIEJIOCTHOCTH MH(opManuy B 6a3ax JaHHBIX
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CpenctBa ayura M KOHTpOJIsi Oe3omacHoCcTH. KpuTepuu 3amuieHHocTr 0a3 JaHHbBIX

[Ipumenenue kpunTorpaguueckux CpeACcTB 3alIUTh HHPOpMAIK B 0a3ax TaHHBIX

TemaTuka NpakTUYECKUX 3aHITHIA U JTa00PATOPHBIX padoOT

N3yuyenne Mmexanu3moB 3amutel CYBJI MS Access

N3yuenue mratHbIX cpeacts 3anmTel CYB/] MSSQL Server

Paznen 6. MOHUTOPUHT CUCTEM 3aIUThHI

Tema 6.1. MoHUTOpPUHT
CHCTEM 3aIlUThI

Conepxkanue

[TousiTue 1 000CHOBAHUE HCO6XOI[I/IMOCTI/I HCIIOJIb30BaHUA MOHUTOPUHI'A KaK HCO6XOI[I/IMOI71 KOMITIOHCHTHI
CHUCTCMBI 3allIMThI I/IH(bOpMaHI/II/I

OcobenHocty (hUKcauu COOBITHI, TOCTPOCHHBIX HAa PA3HBIX MPHUHIIAIIAX: CETH C KOMMYTAIUEH COSAMHCHUT,
ceTh ¢ KoMmMmyTanuei makeros, TCP/IP, X.25

Knaccudukanus orciexnBaeMbix coObITHi. OcOOEHHOCTH MOCTPOSHUS CHCTEM MOHUTOPHHTA

Wcrounnku nHMOpMALIUY 1T MOHUTOPUHTA: CETEBBIE MOHUTOPHI, CTATUCTHYECKUE XaPaKTEPUCTUKH
Tpaduka yepez M, npoBepka pecypcoB OOIIEro MOJIb30BAHHUSL.

Knaccudukanus ceTeBbIX MOHUTOPOB

Cucremsl ynpapieHus: cOObITUAMU HH(POpMalMoHHOH 6e3omacHocTu (SIEM).
00630p SIEM-crcteM Ha MUPOBOM M POCCHIICKOM DPBIHKE.

Tematuka npakTUYECKUX 3aHITHIA U J1a00paTOPHBIX paboT

W3yueHune v CpaBHUTENBHBII aHATIN3 PaclpOCTPaHEHHBIX CETEBBIX MOHUTOPOB Ha npumepe RealSecure,
SNORT, NFR wunn 1pyrux aHajioros

[IpoBenenue ayauta JIBC cereBbIM ckaHEpOM

Tema 6.2. 3yuenue mep
3alUThl UH(QOpPMAIMK B
nH(OpMaAITMOHHBIX
cucreMax

Conepxanue

N3yuenune TpeGoBaHuii 0 3amuTe UHGOPMAIIMH, HE COCTABIIAIOLIEH rocy1apcTBEHHYO TaiiHy. M3yueHnue
MeTtondeckux JokyMeHToB @CTOK no npuMeHeHHI0 Mep 3alUThL.

TemaTuka IMPAKTUYCCKUX 3aHATHH U J'Ia60paTOpHI>IX pa60T

Br160op mMep 3amuTsl HHGOpMAIUH 715 UX peau3aluu B ”HGOpMaIllMoHHOH cucteMe. Bribop
COOTBETCTBYIOIIUX MPOTPaMMHBIX M TPOrPaMMHO-ANIIAPATHBIX CPEACTB U PEKOMEHIAIMHI 110 UX HACTPOMKE.

Tema 6.3. M3yuenne
COBPEMEHHBIX
MIPOrpaMMHO-aNIapaTHBIX
KOMILJIEKCOB.

TemaTnka NpakTHYECKUX 3aHATUN U 1a0OPaTOPHBIX paboT

VYcraHOBKa M HACTPO#Ka KOMIUIEKCHOTO cpezcTBa Ha mpumepe SecretNetStudio (yueOHas TUIIEH3US) WIn
JPYTHUX aHAJIOTOB

YcTaHOBKa M HACTPOWKa MPOTPaMMHBIX CPEICTB OLIEHKHU 3AIIUIIEHHOCTH U ayIuTa HH(OPMAIIMOHHOM
0€e30MacHOCTH, n3y4eHne QyHKIUN 1 HaCTpOlKa pe:kUMOB paboThl Ha pumepe MaxPatrol 8 wnu npyrux
aHaJIOTOB
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W3yuyenue TunoBeIX pemienuit s noctpoenust VPN Ha npumepe VipNet win npyrux ananoros

N3yueHne COBPEMEHHBIX CHCTEM aHTHBUPYCHOM 3aIllUThI HA TPUMEPE KOPIOPATUBHBIX PEIICHHUI
KasperskyLab wiu npyrux ananoros

Wzyuenue pyHkuonana u odaacreii mpumenenuss DLP cucrem na npumepe InfoWatchTrafficMonitor nm
JPYTHX aHAJIOTOB

KypcoBas pabora 30
[TpumepHas TeMaTHKa KypCOBBIX paboT
1. Onenka 3¢ (heKTUBHOCTH CYIIECTBYIOMIMX MPOTrPaMMHBIX U IPOTPAMMHO-ANIapaTHBIX CPEACTB 3aLIUThI HH(OPMAIMH C
IPUMEHEHHUEM CIIELUAIN3UPOBAHHBIX HHCTPYMEHTOB U METOJI0B (MHIMBUAYAJILHOE 3aJaHHE)
2. O030p 1 aHAJIN3 COBPEMEHHBIX MPOTPAMMHO-ANIIAPATHBIX CPEJICTB 3AIMUTHI HHPOPMALUHU (MHAUBHIYAIBHOE 33 JaHHE)
3. BbI60p onTHManbHOro CpeaCcTBa 3aUIUTHI HH(OpMAMK UcX0s U3 Metoandeckux pekomenaauuii ®CTOK u numeromuxcs
UCXOJHBIX JJAHHBIX (MHIUBUAYaIbHOE 3aJaHUE)
4. TlpuMeHeHHe MPOrpaMMHO-AINAPAaTHBIX CPEACTB 3aLUTHI MHYOPMAIIMK OT PA3JIMYHbBIX THIIOB YI'PO3 Ha IPEANPUITUN
(MHIMBUYaJbHOE 3a/laHuUE)
5. IIpobGsema 3amuTsl HHGOpMaUK B 00JauHbIX XpaHmwnmax naHHsix u [0/ lax
6. 3ammrTa cpen BUPTyaIM3aluu
ITpomesxyrounas arrecranus no MJIK.02.01 6
Y4eOHast mpakTHKa 10 pa3zaeny 1 Momyis 72

Buner pabort:

[TprMeHeHHe NpOrpaMMHBIX U TPOTrPaMMHO-aNIapaTHBIX CPeACTB o0ecrneueHust HH(OPMAIIMOHHON 0€30MacHOCTH B
ABTOMATU3UPOBAHHBIX CUCTEMAX

JlnarnocTrka, yCTpaHeHHE 0TKa30B U 00ecredeHre padoTOCIIOCOOHOCTH MPOrpaMMHO-AIIAPATHRIX CPEACTB oOecneyeHust MH(HOPMAITMOHHON
0Oe30macHOCTH

Onenka 3¢ (eKTUBHOCTH MPUMEHSIEMBIX TPOrPaMMHO-AINIAPATHBIX CPEJICTB 0OecredeHuss HHPOPMALMOHHOM 6€3011aCHOCTH
CocraBieHue J0KyMEHTAIMM [0 yueTy, 00paboTKe, XpaHEHHUIO U nepeiaue KOHPUIeHIMaTbHON HHpopMauu
Hcnonp3oBaHre IporpaMMHOTo odecriedeHust 11l 00pabOTKu, XpaHEHU U Iiepejaur KoH(uIeHIMaIbHOU nHpopManuu

CocraBieHre MapiIpyTa 1 cocTaBa MPOBEACHUS Pa3IMUHbIX BUJOB KOHTPOJIbHBIX MPOBEPOK MIPH aTTECTALIUU OOBEKTOB, IIOMEIIEHUH,
MPOTrpaMM, aIrOPUTMOB.

VYcTpaHeHne 3aMe4aHuii 1o pe3ysbTataM IpOBEPKU

AHaIM3 ¥ COCTaBJICHUE HOPMAaTUBHBIX METOAMYECKUX JOKYMEHTOB 10 00ecreueHn o0 HH(HOpMallMOHHON 0€3011acCHOCTH MPOrpaMMHO-
annapaTHbIMM CPEICTBAMHU, C YYETOM HOPMATHUBHBIX MPABOBBIX aKTOB.

[IpuMeHeHne MaTeMaTHIeCKIX METOIOB JIJIsl OIIEHKH Ka4eCTBa M BRIOOpA HAMIIYYIIIETO MPOTPAMMHOTO CPEJICTBA
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https://www.infowatch.ru/products/traffic_monitor_enterprise

Paznen 2 monyns. [lpumenenue kpunrorpaduyeckux CpeicTB 3alluThl HHGOpMaLUn

184

M/IK.02.02. KpunTorpadudeckue cpencTa 3amuThl HHPOpMaIuu

148

BBenenue

Conepxkanue

[Tpenmer u 3apaun kpunrorpaduu. Mcropus kpunrorpapuu. OCHOBHbIE TEPMUHBI

Paznen 1. MaremaTnyeckue OCHOBBI 3alIUThHI HH(GOpMAIUU

Tema 1.1. MaremaTuueckue
OCHOBBI Kpurntorpaduu

Conepxanue

24

DneMEHTHI TEOPUHU MHOXKECTB. I'pymnnbl, KOJIbLA, MOJIsL.

Jenumocts uncen. [IpusHaku nenumoctu. [IpocThie U COCTaBHBIE YHCIIA.

OcHoBHas Teopema apudmeruku. Hanbonpmmit odumii nenurens. Bzaumuo
npoctele yncaa. AnroputM EBxiinaa nis Haxoxaenust HOJL.

OtHomenus cpaBuuMocTu. CBolicTBa cpaBHeHUN. MoaymsipHasi apudMeTHka.

Kiaccel. [Tonnas u npuBeneHHas cucreMa BeiuetoB. Oynkius Ditnepa. Teopema @epma-Oiinepa. AIroputm
OBICTPOr0 BO3BE/ICHUS B CTEIIEHb 10 MOJIYJIIO.

CpaBHeHus iepBoii crenenu. JInnelinsie 1nopanToBsl ypaBHeHus1. Pacimpennslii anroputm EBkimna.

Kuraiickas Teopema 00 ocTaTKax.

[IpoBepka yrcen Ha MPOCTOTY. AJTOPUTMBI T€HEPAIMH MTPOCTHIX Yncesr. MeTo mpoOHBIX nenenuii. Pemero
Opatocena.

PaznoxxeHue ynciia Ha MHOXKHUTEIH. AJ'IFOpI/ITMBI (baKTOpI/BaI_[I/II/I. (DaKTOpI/IBaI_[I/IH qbepMa. Merton Honnapz[a.

Anroputmsl TuckperHoro sgorapudmuposanusi. Metox [Homnapaa. Meton loppa.

ApudmeTnueckre onepaluu Hajl O0JbIIMMH YUCIAMHU.

OJUIUIITHYECKUE KPHUBBIC U UX MMPUIIOKCHUS B KpI/IHTOl"pa(I)I/II/I.

TemaTuka MpakTUYECKUX 3aHATUN U J1a00OpaTOPHBIX paboT

[Tpumenenue anropurma EBkinaa muis HaxoxaeHus HOJI. Penenue inHeiHbIX AM0(GaHTOBBIX YPaBHEHU

[IpoBepka yrcen Ha IPOCTOTY

Penienue 3agad ¢ aneMeHTaMu TCOPHUHU YHCCII.

Paznen 2. Knaccuueckast kpunrorpadust

Tema 2.1. MeTonsl
KpunTorpaduueckoro
3amuThl HHQOpPMALIUU

Conepxxanue

Knaccudukaiiys 0OCHOBHBIX METOJI0B KpUntorpabuieckon 3aumThl. MeToapl CHMMETPUYHOTO MIH(PPOBaHUS

Tudpsl 3amensl. [Ipoctas 3amena, MHOroasi)aBuTHasl OICTAHOBKA, IPONOPLUOHATIBHBIN mHdp

MeTtopl nepecTaHoBKU. TabinyHas mepecTaHOBKA, MapIIPyTHAs IEPECTAaHOBKA

lammupoBanue. ['ammupoBaHue ¢ KOHEYHON U OECKOHEYHON raMMaMu

15




TemaTuka NpakTUUYECKUX 3aHATUN U J1a00paTOPHBIX paboT

HpI/IMeHCHI/Ie KJIACCHMYCCKHUX H.IPI(prB 3aMCHBI

[TpuMeHeHHEe KIaCCHUECKUX MU(PPOB MePECTaHOBKH

IIpuMeHeHne MeTo1a FaMMHUPOBAHUS

Tema 2.2. Kpunroanaius

Coneprxanue

OcCHOBHBIE MCTOAbI KpUIITOAHAINU3a. KpI/IHTOFpa(l)I/I‘IGCKI/IC aTaKH.

Kpunroraduyeckas croikocTb. AGCOMIOTHO cToiikue kpuntocucteMbl. [Ipuammner Kupkxoddcea

IlepcneKTHBHBIE HANIPABJICHUs KPUIITOAHAIN3A, KBAHTOBBIM KPUIITOAHAIINS.

TemaTuka MpakTUYECKUX 3aHATUN U J1a00OpaTOPHBIX paboT

KpI/IHToaHaHI/IS mmbpa HpOCTOﬁ 3aMCHBI MCTOAOM aHaJIn3a 4YaCTOTHOCTHU CMMBOJIOB

KpunToananns KjaaccuyecKux Mmu@poB METOAOM IOJHOIO nepedopa Kirouei

Kpunroananus mudpa Buxunepa

IIpoMexxyTouyHas arrecTauus

o MJIK.02.02

N

Tema 2.3. IToTouHbIE
mmdpsl ¥ TeHEPATOPHI
MCEBAOCTYYaHBIX YUCEI

Cogepxanue yueOHOro Marepuasa

OcHoBHbIE IPUHLUIIBI TOTOYHOTO HK(poBaHus. Ilpumenenue reneparopos I1CY B kpunrorpapuu

MeTo1bI TOTy9YeHHS TICeBI0CTyUaliHbIX nocaenoBatenbHocTel. JIKI, meton @ubonauun, merox BBS.

TemaTuka MpakTUYECKUX 3aHATUN U J1a00OpaTOPHBIX paboT

[Tpumenenne metonoB renepannu [1CH

Paznen 3. CoBpemenHas kpunrorpadus

Tewma 3.1. KogupoBanue
uH(pOopMaLUH.
Komnrerorepuszanus

I PpPOBaHUSL.

Cogepxanue yueOHOT0O MaTepuana

KonupoBanue nnpopmannu. CumMBosiabHOE KoupoBanue. CMBICIOBOE KOJUpOBaHUE. MexaHu3auus
mmdposanus. [Ipencrasnenne nabopmanmu B BonuHoM Koze. Tadbmuma ASCII

Komnbrotepuszanus mudposanus. AnnapaTHoe U IporpaMmHoe mrdposanne CtaHnapTu3aus
POrpaMMHO-AINAPaTHBIX KPUMITOTpapUUECKUX CUCTEM U CPEICTB. V3yueHne coBpeMeHHBIX MPOrpaMMHBIX
U almnapaTHbIX KpUOTOrpapHUeCKUX CPEACTB

TemaTuka MpakTUYECKUX 3aHATUN U J1a00OpaTOPHBIX paboT

Koauposanue undopmanmu

[IporpammHuas peanu3anus KJIaCCHYECKUX mMudpos

W3yuenue peanusayy KJIacCHIeCKUX MU(GPOB 3aMEHbI U TIepecTaHOBKHU B mporpamme CrypTool win
aHaJsore.

Tewma 3.2. CummeTpruuHbIe

Coneprkanue yueOHOTo MaTepuana
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CUCTeMbI MU(POBAHUSL

O6ume cBenenus. CTpyKTypHasi cXeMa CHMMETPHUYHBIX KPUNITOTPahUIECKUX CUCTEM

OteuectBennbie anroputMel Marma u Kysneunk u crangaptsl 'OCT P 34.12-2015 u TOCT P 34.13-2015.
Cummetpuunbie anroputmbl DES, AES, 'OCT 28147-89, RC4

TemaTuka MpakTUUYECKUX 3aHATUN U 1a00paTOPHBIX paboT

W3ydenue nporpaMMHO# peann3aiui COBPEMEHHBIX CHMMETPUYHBIX IIH(PPOB

Tema 3.3. AcummeTpuuHbIe
cucTeMbl IH(POBaHUS

Conepxanue yueOHOro MaTepraia

KpunrocucreMsl ¢ OTKpbITBIM KiITtouoM. HeoOparumocTs cucteM. CTpyKTypHas cxema mudpoBaHUs C
OTKPBITHIM KJIFOYOM.

DeMEHTEI TCOPHUU YUCCII B KpI/IHTOFpaCI)I/II/I C OTKPBITBIM KIIFOYOM.

Temaruka npakTUYECKUX 3aHATHIA U 1a00paTOPHBIX padoT

HpI/IMeHeHI/IC pa3INYHbIX ACUMMCTPHUYHBIX aJITOPUTMOB.

W3ydeHnue mporpaMMHO# peain3aiui aCuMMETpUYHOro airoputmMa RSA

Tema 3.4. Ayrentudukanus
JAaHHBIX. DJIEKTPOHHAS
IIOIINCH

Cogepxanue yueOHOro MaTepuana

Aytentuduxanus nanueix. O6ume noustus. 1. MAC. OgHonanpaBieHHbIe Xell-QPYHKIMA. AJITOPUTMBI
1M (POBOY TIOJIITUCH

Temaruka npakTUYECKUX 3aHATHIA U 1a00paTOPHBIX padoT

[TpuMeHeHne pa3nTUUHBIX QYHKIUI XeIUpOBaHUsl, aHAJIN3 OCOOEHHOCTEN Xelen

[TpumeHeHne kpunrorpaguyeckux aTak Ha Xeml-(OyHKIHH.

N3yuenne mporpaMMHO-aIapaTHbIX CPEJCTB, PeATU3YIONUX OCHOBHbIE (pyHKIMHN D11

Tema 3.5. Anroputmsl
oOMeHa KIIIouel u
MIPOTOKOJIBI
ayTeHTUUKAITTT

Copepxanue yueOHOT0O MaTepuana

ANTOPUTMBI pacIpeeNIeHHs KIIFOUEH C IPUMEHEHNEM CUMMETPUYHBIX M ACUMMETPUYHBIX cXxeM IIpoTokosst
ayreHTudukauuu. Bzanmuas aytrentuduxainusi. OTHOCTOPOHHSS ayTEHTU(QUKALIMS

TemaTuka MPAKTUYCCKUX 3aHATHH U J'Ia60paTOpHBIX pa60T

[Tpumenenne npotokona Judppu-Xemmana st oOMeHa KitoyaMu mudpoBanus.

HV3ydeHre NPUHIMIIOB pabOTHI MPOTOKOJIOB Ay TeHTU(UKALIUK C UCTIOIh30BAHUEM IOBEPEHHON CTOPOHBI Ha
npumepe npotokosa Kerberos.

Tewma 3.6. Kpunro3zammura
nH(pOpMaIUU B CETAX
nepeaavn JaHHBIX

Cogepxanue yueOHOTO MaTepuana

AbonenTtckoe mudpposanue. [laketnoe mmdpopanue. 3amuTa HEHTpa TeHEPALIH KITIOYEH.
KpunTtomapupytusarop. [lakeTHblil puiibtp
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Kpunrorpaduueckas 3amura 6eCripoBOAHBIX COeAUMHEHHH B ceTsax cranaapTa 802.11 ¢ ucnonab3oBaHneM
npotokoioB WPA, WEP.

Tewma 3.7. 3amura Cogepxanue yaeOHOT0O MaTepuaa 4
uHDOPMAIH B [MpuHIHMIIB GYHKIHOHAPOBAHUS JIEKTPOHHBIX IUIATEKHBIX CUCTEM. DIICKTPOHHBIE TJIACTUKOBBIC KAPTHI.
SJICKTPOHHBIX ITATCKHBIX | [TepcoHanbHbIM HACHTH(PHUKALMOHHBIA HOMED
chcTeMax [IpuMeHenne KpUNTOrpahuIecKuX IMPOTOKOJIOB JUIs 0OeCTIeYeHUsT GE30MACHOCTH 3IEKTPOHHON KOMMEDIIUH.
TemaTuka MpakTUUECKUX 3aHATUN U 1a00paTOPHBIX paboT 4
[Ipumenenne ayTeHTH(PUKALNY 110 OJJHOPA30BBIM MapoJisiM. Peanu3anus anropuTMoB CO371aHUsL OJTHOPA30BbIX
napoJieit
Tewma 3.8. KomnbroTepHas Conepxkanue yueOHOro MaTepuasa 6
creraHorpagus CkpplITas nepenaya HHGOpPMALUU B KOMIIBIOTEPHBIX cuctemax. [Ipobiema ayTeHTHDUKALMH
MYJIbTHMEIMHHON nH(MOpManmy. 3anTa aBTOPCKUX MPAB.
Metoapl KOMIbIOTEpHOM cTeranorpadun. Llndpossie BoasHBIE 3HAKH. AITOpUTMBI BcTpanBanus [1B3
TemaTuka npakTHUYECKUX 3aHATHH U 1a00paTOpHBIX padoT 4
0O0630p u cpaBHUTENBHBIN aHanu3 cymecTBytomiero [10 mis BecrpanBanus 11B3
Peanu3zanus npocTeiliinx creraHorpadUyecKux aaropuTMoB
IIpomexxyrounas arrectanus no MJIK.02.02 2
VYuyeOHast mpakTHKa pa3zena 2 MOoayJis 36
Bugst pabor:
— Hcnonp3oBaHuE TUIIOBBIX KPUOTOrpaUUECKUX CPEICTB U METOJOB 3aIUThl HHPOPMAIIMH, B TOM YUCIIE U 3JIEKTPOHHOHN MOAMNKUCH
[IpousBoxacreenHas npakruka no [TM.02 144
Buast pabot
— AHaiM3 NPUHLIKIIOB TOCTPOSHHSI CUCTEM MH(POPMALIMOHHOM 3alIUThI MPOU3BOJCTBEHHBIX MO/Ipa3/eiICHU.
— TexHn4YecKas HKCILTyaTalus IEMEHTOB IPOrPaMMHOM U allllapaTHOM 3aIlMThl aBTOMAaTU3UPOBAHHON CUCTEMBI.
— YyacTue B IMarHOCTUPOBAHHUH, YCTPAaHEHUH OTKA30B U 0oOecreueHu paboTOCIOCOOHOCTH MPOrPaMMHO-aNIapaTHBIX CPEICTB
obecrieueHrss ”HPOPMAIIMOHHOMN O€30MacHOCTH;
— AHanu3 3¢ (peKTHBHOCTH MPUMEHSIEMBIX POTrPaMMHO-AMIAPATHBIX CPEACTB o0ecrieyeHus MH(POPMALIMOHHOM 0€301MacHOCTH B
CTPYKTYpPHOM MOJpa3/ieIeHUH
— Yyactue B obecrieueHun yuera, 00paboTKH, XpaHEHHUs U Nepeaadn KoHpUIeHIHanbHON nHpopMaIiu
— IlpuMeHeHne HOPMATUBHBIX MPABOBBIX aKTOB, HOPMATUBHBIX METOJIMYECKUX TOKYMEHTOB 0 00eCIe4eHnI0 HHPOPMaIIHOHHOM
0€30I1aCHOCTH TPOrpaMMHO-AINAPATHBIMU CPEJICTBAMHU ITPH BHIMOJIHEHUH 3324 IPAKTUKH.
[IpomexyTouHas aTTecTaiys (1€eMOHCTPAIIMOHHBIA SK3aMeH ) 12
Bcero: 602
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3. YCJOBUA PEAJIM3ALIUN TTPOI'PAMMBI ITPOGECCHUOHAJIBHOI'O
MOAVJIA

3.1. JIns peanmzaruu nporpaMmbl TPo(hecCHOHATEHOTO MOTYIIS TOJKHBI OBITh
MIPETYCMOTPEHBI CIICIYIONINE CIIEITUATbHBIC TIOMEIICHUS:

Peanuzanust mporpaMmbl MpearnoiaracT Hajluyue Y4YEOHBIX KaOMHETOB —
JICKIIMOHHBIE ayJUTOPUH C MYJbTUMEIUUHBIM 000pYyIOBaHUEM; JIabOpaTOPHUH
«IIporpaMMHBIX U IPOTrPaMMHO-aNMapaTHBIX CpEIICTB oOecrieueHus
uH(OpMaAITMOHHON 6e30MacHOCTH», MacTepckoi «KnbepOe30macHOThY.

OG6opynoBanue yueOHOTO KabuHETa U paboynux MeCT KaOMHeTa — JICKIIMOHHAS
aynuropus: mocafgouHbix mecT - 30, pabouee MecTo MpernojaBarelis, MPOEKTOp,
MEPCOHANIbHBIN KOMIBIOTEP, KOMIUIEKT MPE3CHTALIUN.

ObopynoBanue mnabopatopuu «lIporpaMMHBIX ¥ MPOTPaMMHO-aMNMaAPaTHBIX
cpeacTB obecrnieueHuss HWHPOPMAIMOHHOM 0O€30mMacHOCTH» M paboYuX MeEcCT
nabopatopuu:

— paboune  MecTa  CTYJICHTOB, 000OpyJIOBaHHBIE  MEPCOHAIBHBIMU

KOMIIBIOTEPAMU;

— snabopaTopHbIe Y4EOHBIC MAKETHI;

— pabouee MecTO MpenoaaBaTers;

— y4eOHO-METOUYECKOe 00eCIIeueHUe MOTYIIS;

— WHTEpPaKTUBHAsI 10CKa, KOMILJIEKT MPE3CHTAIIH;

— QHTUBHUPYCHBIE TPOTPAMMHbBIE KOMILJIEKCHI,

— MporpaMMHO-amnmaparHeie cpeacTBa 3ammtbl uHbopmarmu ot HC/I,
OJIOKUPOBKH JJOCTYTIA U HAPYIIEHUS 1[EJTOCTHOCTH;

— IporpaMMHBICE W MPOrpaMMHO-AINIApaTHBIE CPEACTBA OOHAPYKEHUS aTaK
(BTOp KEHUI), IOMCKA YSI3BUMOCTEH;

— CpeICTBAa YHUYTOXEHUSI OCTATOYHOM MH(POPMAIIUK B 3aTTIOMUHAIOITUX
YCTPOMCTBAX;

— TpOrpaMMHBIE CPEJICTBA KPUNITOTpaPUUIECKON 3aIUThl HHGOPMAIUH.

3.2. Undopmarnmonnoe obecrieueHrne o0yIeHus
3.2.1. OCHOBHBIE ITEUYATHBIE UICTOYHUKH:

1. Kazapun, O. B. OcHoBbI HH()OPMAIIMOHHOM 0€30MaCHOCTH: HAJIEKHOCTD U
0e30MacHOCTh MPOrpaMMHOT0 o0ecreueHus : yueOHOe ocoOue ISl CPEeTHETO
npodeccuonansaoro odpaszosanus / O. B. Kazapun, U. b. Ilyounckuit. —
Mockga : U3gatensctBo FOpaiit, 2018. — 342 c. — (ITpodeccuonanbHoe
obpazoBanue). — ISBN 978-5-534-10671-8.

3.2.2. JlonoTHUTEIbHBIE TIeYaTHBIC UICTOYHHKH .

1. BacunwkoB A.B., BacunskoB U.A. be3onacHOCTb U yIpaBlieHHE JOCTYIIOM B
uHPOPMAIMOHHBIX ~ CHCTeMax: ydeOHoe  mocobue/  A.B.Bacuibkos,
N.A.BacunbkoB.- M.: @®OPYM,2010.- 368c.- (IIpodeccrnonansroe
oOpa3oBaHue)



2. Kazapun, O. B. OcHoBbl MHGOpPMAIIMOHHONW O€30MaCHOCTH: HAJEKHOCTh U

0€30MMacHOCTh MPOrPAMMHOTO OOecreueHus : yueOHoe mocoOue sl CPeAHETO

npodeccuonansHoro obpazosanus / O. B. Kazapun, U. b. lllybunckuit. —

Mocksa : UznmarensctBo IOpaiit, 2019. — 342 c. — (IlpodeccronansHoe

obpazosanue). — ISBN 978-5-534-10671-8. — Texkcr : anextponHslit / DbC

FOpaiit [caiit]. — URL: https://urait.ru/bcode/431080 (mata oOpamieHus:

16.12.2019).

Brenenue B kpunrorpaduto/moa.pen.B.B. SAmenko/CII6.: ITutep,2001.-288c.

4. ®denepanbubiii 3akoH oT 27 wutonsg 2006 1. Ne 149-03 «O06 undopmanuu,
MH(OPMAITMOHHBIX TEXHOJIOTHSX U O 3alIUTe NHHOPMALIHID.

5. ®enepanbubiii 3akoH OoT 27 utonga 2006 r. Ne 152-03 «O nepcoHaNbHBIX
JTAHHBIX».

6. ®enepanbubiii 3akoH oT 27 aexadpst 2002 r. No 184-d3 «O TexHUYECKOM
pEeryaupOBaHUI.

7. ®enepanbHbli 3ak0H oT 4 Masg 2011 1. Ne 99-®3 «O nuueHzupoBaHUU
OTJIEJbHBIX BUJIOB ACSTEIBHOCTIY.

8. ®enepanbubiii 3akoH oT 30 mexadps 2001 1. Ne 195-®d3 «Koxaeke Poccuiickoit
®denepannu 00 aIMUHUCTPATUBHBIX MPABOHAPYILEHUSIX).

9. Vka3 Ilpesunenta Poccuiickoit @enepanuu ot 16 aBrycra 2004 . Ne 1085
«Bonpocel ®PenepanbHOil  COyKObl MO TEXHUYECKOMY U SKCIOPTHOMY
KOHTPOJIIO».

10.VYxka3 Ilpesunenta Poccuiickoit denepamuu ot 6 mapra 1997 r. Ne 188 «O6
YTBEPKACHUU MEPEUHs CBEACHUM KOH(DUICHIIMATIBHOTO XapaKTepay.

11.VYxa3 Ilpesunenta Poccuiickoit denepamuu ot 17 mapra 2008 r. Ne 351 «O
Mepax II0 oOecreueHur0 HH(pOpMaIMOHHON Oe3omacHocTH Poccuiickoi
denepaniii PH KCIIONIB30BAaHUU WH(OPMAIITMOHHO-TEIEKOMMYHUKAIIMOHHBIX
ceTell MeXIyHAapOJHOTO HH(OPMAILIMIOHHOTO OOMEHAY.

12.TTonoxxeHne 0 cepTUPHUKAIMU CPEACTB 3aIIUTHl MHPOPMAIUHU. Y TBEPKICHO
noctaHoBiieHneM IlpaBurensctBa Poccuniickont ®enepaunu ot 26 nuronsa 1995
r. Ne 608.

13.CoctaB U cojepkaHWe OpPraHU3allMOHHBIX W TEXHUYECKUX Mep IO
oOecrieyeHnto O€30MaCHOCTU TMEPCOHANBHBIX JAHHBIX MPU UX 00paboTKe B
MH(OPMAIMOHHBIX CUCTEMAX NMEPCOHAIBHBIX IaHHBIX. Y TBEPKIEHBI IPUKA30M
OCTOIK Poccum ot 18 dpespans 2013 r. Ne 21.

14 Mepbl  3amuTbl  WHGOPMAIMM B TOCYJAPCTBEHHBIX HH(POPMAIIMOHHBIX
cuctemax. YtBepxkaeHs ®CTOK Poccun 11 despans 2014 r.

15. AnmunuctpatuBsblid - pernmameHT DOCTOK Poccum no mnpenocraBieHUIo
rOCyJapCTBEHHOM  YCIyTH MO  JIMIEH3UPOBAHHMIO  JEATEIBHOCTH  TIO
TEXHUYECKOW  3amuTe KOH(PUIASHIHAIbHOW uHGOpMAUH. Y TBEPKICH
npukazoM OCTIOK Poccnn ot 12 nrons 2012 r. Ne §3.

16. AnmunuctpatuBHblii  perameHT ®OCTOK Poccum mno mnpenocraBieHHIo
roCyJapCTBEHHOW YCIYTH 1O JIMLIEH3UPOBAHUIO JCSITEIBHOCTU MO pa3paboTke
U TPOU3BOJICTBY CPEICTB 3alMThl KOHPUACHIHAIbHOW HWHGOPMALIHH.
Vrepxaen npukazoM @CTIK Poccum ot 12 urons 2012 r. Ne 84.

17.Cneunanbubie TpeOOBaHUS W PEKOMEHAALMM 10 TEXHUYECKOW 3allluTe

w
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koHpuaeHuuanbHo  uHDopManuu (CTP-K).  VTBepxkaeHsl mnpukazom
['ocTexxomuccun Poccun
ot 30 aBrycra 2002 r. No 282.

18.TpeboBanus o 3ammuTe WHGOPMAIMH, HE COCTABJISAIONIEH TOCYIapCTBEHHYIO
TallHy, COJEp’Kaleics B TOCYAApCTBEHHBIX HH(POPMAIMOHHBIX CHCTEMaX.
YrBepxkaens! npukazom @CTOK Pocecun ot 11 despans 2013 r. Ne 17.

19.TpeboBanusa o 3amure uHPOpMalMU, coAepxkamencs B WHPOPMAIMOHHBIX
cucTeMax OOIIero moJjib30BaHUs. YTBepxKaeHbl mpukazamu PCb Poccun u
OCTOK Poccun
ot 31 aBrycta 2010 r. Ne 416/489.

20.TpeboBanus K cucreMaM OOHApY>KEHUsI BTOP>KEHUU. Y TBEPKIEHBI MPUKA30M
OCTIK Poccum ot 6 nexabps 2011 r. Ne 638.

21.PykoBomsmuii  gOokyMeHT. ['eoMH(pOpMalMOHHBIE  CUCTEMBI.  3aluTa
uH(pOpMaAIMU OT HECAHKLIMOHUPOBAHHOIO JO0CTyna. TpeOoBaHMs MO 3alluTe
uHpopmanuu. YtepxkaeH PCTIOK Poccun, 2008.

22.PykoBomsamui JOKyMEHT. 3aliuTa OT HECAaHKIIMOHWPOBAHHOTO JOCTyIa K
uHpopmanuu. Yacts 2. [IporpammHoe oOecrieueHne 0a30BBIX CUCTEM BBOAA-
BBIBO/JIA MEePCOHATBHBIX AJIEKTPOHHO-BBIYUCIUTEIBHBIX MaIIIYH.
Knaccudukaiuys 1o ypOBHIO KOHTPOJIS OTCYTCTBUS HEICKIAPUPOBAHHBIX
Bo3MoxHOcTel. YTBepxkaeH @CTIK Poccun 10 okts16ps 2007 r.

23.1Tpuka3z ®AIICU npu IIpesunente Poccuiickoit deneparuu ot 13 utons 2001
T.
Ne 152 «O06 yTBepkJIeHMM WHCTPYKIIMHM 00 OpraHM3alud u 00ecreYeHUU
0e30macHOCTH XpaHEHUus, O0OpabOTKM W TMepefadyd MO KaHajdaM CBSI3U C
WCIIOJIb30BAHUEM CPEJCTB KPHUNTOrpapUUecKoil 3amuThl WHOpManuu ¢
OTPAaHUYEHHBIM JOCTYNIOM, HE€ COJEprKallled CBEICHUH, COCTaBJISIIOIINX
TrOCYJapCTBEHHYIO TAWHY.

24.1lpukaz ®Cb Poccuu ot 9 depamss 2005 r. Ne 66 «O0 yTBepKIeHUU
[Tonoxenuss o pa3zpaboTKe, MNPOU3BOJCTBE, peaIU3aldd M SKCIUTyaTaluu
UG POBAIBHBIX (KPUNTOTPAPUUECKUX) CPEACTB 3aLIUTHI MH(DOPMALTUNY.

25.'OCT P UCO/M3K 13335-1-2006 Undopmarmonnas Texuonorusi. Metonasl u
cpeactBa obOecnedeHus: Oe3zonmacHoctd. Yacte 1. Konuemmuss w1 monenu
MEHEPKMEHTa 0e30MacHOCTH UH(POPMAITMOHHBIX M TEJIEKOMMYHHUKAITMOHHBIX
TEXHOJIOTUH

26.'OCT P HUCO/MBK TO 13335-3-2007 HudpopManmnoHHas TEXHOJIOTHS.
Metonsl u cpeactBa obOecredeHuss OesomacHocTH. Yacte 3. MeTomasl
MEHEeKMEHTa 6€30MacHOCTH MH(POPMAITMOHHBIX TEXHOJIOTUN

27.TOCT P HNCO/MBK TO 13335-4-2007 HudpopmarmoHHass TEXHOJIOTHS.
MeTtonp!l u cpenctBa obecnieuenus: 6e3onacHocTu. YacTts 4. BeiOop 3amuTHBIX
Mep

28.0CT P HMCO/MBK TO 13335-5-2006 HudpopmarimoHHass TEXHOJIOTHSI.
Metoasl u cpeacTBa obecnedeHus Oe3zornacHocTH. YacTe 5. PykoBosicTBO Mo
MEHEKMEHTY 0€30MaCHOCTH CETH

29.T0CT P MHMCO/MBK 17799-2005 UudopmarmoHHas  TEXHOJOTHS.
[IpakTrueckue npaBuia ynpapjieHus HHPOPMAIMOHHOM 0€3011aCHOCTHIO
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30.'OCT P UCO/M3K 15408-1-2008 MudopmanrionHast TexHoyorus. MeToibl u
cpenctBa obOecrnedeHus Oe3omacHOCTH. KpuTepuu OIEHKH O€30macHOCTH
uHpOpMaIMOHHBIX TexHoiorui. Yacte 1. BBenenue u o61mas moienb

31.TOCT P UCO/MDK 15408-2-2008 NudopmaiimonHast TeXHOJIOTUSI. MeToAbl U
cpenctBa obOecnedeHns Oe3omacHoCcTH. KpuTepuum oOleHKH 0e30macHOCTH
uHGOpMaIMOHHBIX TexHoJoruil. Yacth 2. DyHKIHMOHAIbHBIE TpeOOBaHUS
0e30MacHOCTH

32.'OCT P UCO/M3K 15408-3-2008 NudopmanrionHass TexHoorus. MeTo bl 1
cpencrtBa obecrnieueHus: Oe3omacHocTU. KpuTepuu oleHkn 0Oe30macHOCTU
uHopManmoHHbIX TexHojoru. Yacte 3. TpeOoBanusi goBepus K
0e30macHOCTH

33.'OCT P 34.10-2001. "Undopmanmonnas texuosnorusi. Kpunrorpaduueckas
3amurta uHpopManuu. [Iporeccel hopMHUpPOBaHUS U MPOBEPKHU DIICKTPOHHOM
uudpoBoii moanucu"

34.Metoauka OMpENENeHUsl aKTyalbHBIX YIrpo3 O€30MacHOCTH TEPCOHATIBHBIX
JAHHBIX TMpPU UX 00pabOTKEe B MH(POPMALMOHHBIX CHUCTEMAX MEPCOHAIBHBIX
nansbix. YTBepxaeHa @CTOK Poccuu 14 despans 2008 r.

35.CO0pHUK BPEMEHHBIX METOJMK OICHKH 3aIUIIECHHOCTH KOH(MUICHIINATLHOM
uHQopMaIM  OT yTEUYKHM IO TEXHUYECKUM KaHajmaMm. Y TBEPXKICH
I'ocTtexxomuccueit Poccun, 2002.

36.'OCT P 50922-2006 3amurta wunpopManud. OCHOBHBIE TEPMHUHBI H
onpenenenus. Pocrexperynuposanue, 2006.

37.TOCT P 51275-2006 3amura wuHpopmammu. OOBEKT HHPOPMATHU3ZAIUY.
dakrTopbl, Bo3neHcTBYIOmMEe Ha wuHPopManuio. OOmue MOJI0KEHUS.
Pocrexperynuposanue, 2006.

38.CO0pHUK BpPEMEHHBIX METOJMK OIICHKW 3alllUIIEHHOCTH KOH(MUICHIIUATLHOM
uHQOpMAIIMU  OT yTEYKH IO TEXHUYCCKUM KaHajaM. Y TBEpXKICH
I'octexkoccueit Poccuu, 20mMu02.

39.TpeboBanust o 3ammre MHPOPMAIMU, HE COCTABJISIONICH TOCYyAapCTBEHHYIO
TaliHy, COJepJKalleiics B TOCYJapCTBEHHBIX WH(GOPMAIMOHHBIX CHCTEMaXx.
Yreepxaens! npukazom @CTIK Poccun ot 11 deBpans 2013 r. Ne 17.

40.Mepbl  3anmThl  MHPOpPMALMKM B TOCYJApPCTBEHHBIX HH(OPMAIMOHHBIX
cuctemax. Y1eepxaeHsl ®CTIOK Poccuu 11 despansa 2014 r.

41 Metonuyeckne pEKOMEHJAIMKM 10 TEXHUYECKOW 3amuTe WH(opMaIuu,
COCTaBJISIIOLIEN KoMMepuecKyro TaiHy. YTBepxkaeHsl PCTOK Poccum 25
nekaopst 2006 r.

a) MporpaMMHOE OOecledeHHne: CHEeIHATU3UPOBAHHOE IPOTrPAMMHOE
oOecrieyeHre ISl MPOBEPKM 3aUIUIIEHHOCTH MOMEUICHUM OT YTEUYKH
uH(pOpMaLlMM MO aKyCTHYECKOMY M BHOpPOAKYCTUYECKOMY KaHaJaM,
CHeIUaIbHBIX UCCIICTOBAHUMA CPECTB BEIYUCIUTEILHON TEXHUKH,

0) 0a3bl JaHHBIX, MHGOPMAIMOHHO-CIPABOYHBIE W TMOUCKOBBIE CHUCTEMBI:
www.fstec.ru; www.gost.ru/wps/portal/tk362.

42.XopeB II. b. MeTtoapl U cpeacTBa 3aluThl HHPOPMAIIUU B KOMIIBIOTEPHBIX
cucremax. - M.: Akagemus, 2016.

43.T'omuupina O.JI., MakcumoB H.B., TTonoB M.UM. «ba3bl manabix» - @opym-
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Nudpa-M, 2019 r.

44 Hewaes B. WM. DOnementsl kpunrorpaduu. OCHOBBI TEOPUU  3aAIIUTHI
uHpopMmaiuu. - M.: Beicmas mkosa, 2019.

45.15. B.I'. KenpaukoB Kpunrorpadus ot nanupyca a0 kommneiorepa. - M.: ABF,
2016.

46. I'puabepr A.C. 3ammra HHPOPMAIMOHHBIX PECYPCOB TOCYAAPCTBEHHOTO
ynpasieHus: yueoHoe nocooue s BY3os - M: JOHUTU-/1ata, 2018.

47 Tanatenko B.A. Crangaptel uHbOpMaIMOHHOW Oe3onmacHoCTH - M:
NHTYUT.PY, 2019.

48.Kynarun B.M. MexnayHapoanas 0Oe€30macHOCTh: yueOHoe mocobue - M:
Acnekrt-IIpecc,2016.

49.T'pummna H.B. Opranuzanus KOMIUIEKCHOM 3ammuTbl uHGopMammu - M:
I'enmuoc APB, 207
3.2.3. DNEeKTPOHHBIE HICTOYHUKHU:

1. http://wm-help.net/books-online/book/98618/98618-7.html -  mpuHIUIEI
3aIlIUThI OIICPAINOHHBIX CUCTEM

2. http://rudocs.exdat.com/docs/index-56877.ntml - npuHOKIBI TOCTPOCHUS
OIICPAIMOHHBIX CUCTCM

3. http://www.winblog.ru/2006/08/21/21080608.html - cucrema naponbHOMH
3alIUTHI

4. http://lemanual.ru/download/6661.html - cpemcrBa Ge30macHOCTH IS 3aIUTHI
CEPBUCOB

5. http://www.supermegayo.ru/vlomprogr/3.html - Ataku Ha mnporpamMMHoOe
obecricucHue.

6. http://www.ab-solutions.ru/artides/information  securitv/ - -  Metoasl
oOecrieueHuss UHOOPMAITMOHHON O€30MACHOCTH MPEIITPHUITHS.

7. http://www.xnets.ru/plugins/content/content.php?content.113.3 - Cure

oe3zomacHoctn Windows

8. http://mitilan.blogspot.ru/2010/03/solaris-10 15.html - Peanmzamnus 6a30BbIX
byHKLHMI 110 oOecrieueHuto 6e3onacHocTu Solaris.

9. http://asher.ru/securitv/book/its/08 - mnpuemsl oOecnieueHuss Oe30MaCHOCTH
MH(OPMAITMOHHBIX CUCTEM.

10.http://itteach.ru/bazi-dannich/sozdanie-zaprosov-v-bd/vse-stranitsi - 3ampocsl.
Buasi 3anipocoB. Co3ianue 3arpocos.

11.http://bd.gvmb5cheb.ru/pl8aal.ntml - 3ampoc ©Ha BbBIOOPKY. ['pymmoBbie
OIepaluu.

12.http://www.bnti.ru/showart.asp?aid=660&IvI=03.03. - TexHuuyeckue KaHaJbI
yTeuKu MHGOPMAIINK MPU TIepeaade ee Mo KaHaaaM CBSI3H.

13.http://www.bnti.ru/showart.asp?aid=957&Ivi=03. - TexHuueckne KaHabI
yTEUKHU peueBoi nHpopMaIuu.

3.3. OcoOeHHoCcTH OOy4Y€HMs] HWHBAIMAOB W JIMI C OrpaHUYEHHBIMU
BO3MOXKHOCTSIMHU 3/I0POBbSI
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VYyeOHble 3aHATHS MHBAJIUAOB U JIUI[ C OrPAHMYECHHBIMHU BO3MOXHOCTSIMHU
3I0POBbsI OPTAaHU3YIOTCSI COBMECTHO C JAPYTUMH OOyYarOIIMMHUCS B y4eOHBIX
TpyIax, a TakkKe WHANBUAYAIHLHO, B COOTBETCTBUU C Tpa(UKOM WHIWBHUIYATBHBIX
3aHATHM.

[Ipu 5TOM HEOOXOIUMO YUUTHIBATH HECKOJIBKO ACIIEKTOB:

- 0COOEHHOCTH HO30JIOTMH 00YYaOIINXCsl MHBAJIMJOB U JIUL C OTPAaHUYEHHBIMU
BO3MOYKHOCTSIMU 3/I0POBbBSI;

- ICUX03MOIIMOHATILHOE COCTOSTHUSL 00yYaronInxcs;

- ICUXOJIOTMYECKUI KIMMAT, KOTOPBIA CIOKUJIICS B CTYA€HUECKOU IPYIIIE;

- HAcCTpOM OTAENbHBIX OOy4YalOIIMXCA W TPYyHIbl B I1E€JIOM Ha Mpolecc
oOyueHus.

[Ipu opranuzanuu y4eOHBIX 3aHSATUH B y4E€OHBIX TpPYyIIax MCIOIb3YIOTCS
COLIMAJIbHO-aKTUBHBIE U  pedJCKCUBHBIE  METOAbl  OOY4Y€HHUs, TEXHOJOTUU
COLIMOKYJITYPHOM peaOUiuTaluu C I1EJNbI0 OKAa3aHHs MOMOIIM B YCTAHOBJIEHUU
MOJHOLICHHBIX ~ MEKJIMYHOCTHBIX OTHOILICHUH, co3gaHusi  KOM(OPTHOTO
MICUXOJIOTUYECKOT0 KJIIMMAaTa B IPYIIIE.

B o0pa3zoBarenbHOM JAEATEIBHOCTH MPUMEHSIIOTCS MaTepHaTbHO-TEXHUYECKOE
OCHAILIEHWE, CHEUUaIU3UPOBAaHHBIE TEXHUYECKUE CpPEACTBA IpUEMa-lepeaadn
y4eOHOM HH(pOpPMAIMU B JOCTYMHBIX (opMax [Jsi OOy4YaroIIMXCS C Pa3IuYHBIMU
OCOOCHHOCTSIMH  3JI0pPOBbS,  AJIEKTPOHHBIE  00pa3oOBaTENIbHbIE  PECYpPChl B
aJanTUPOBAHHBIX (Popmax.

Cneunduka oO0ydeHHUs WHBAIUAOB M OOyYalOUUXCS C OTPaHUYCHHBIMH
BO3MOXXHOCTSIMUA 370POBbsSl TPEAIOIAraeT HCIOJIb30BAHUE HWIPOBOr0, MPAKTHUKO-
OpUEHTHUPOBAHHOTO, 3aHUMATEIBHOTO MaTepuana, KOTOPbIH HEOO0XOoauM s
MOJIy4eHHUs] 3HAHUN U (HOPMHUPOBAHUS HEOOXOAMMBIX KommeTeHIui. [loaroroBka
OOyJaroIIMMUCS 3aJlaHui JUIsl Y4YeOHBIX 3aHATUNA JOJDKHA COYeTaTh YCTHBIE U
NUCbMEHHbIE ()OPMBI B COOTBETCTBUU C UX OCOOEHHOCTSIMU 3/I0POBbSI.

JUiss  Toro 4ToObl MPENOTBpAIlaTh HACTYIUIEHWE Yy OOydarommxcs ¢
WHBAIMJHOCTBIO W OOYYalOIIUXCS, HWMEIONIUX OrpaHUYEHHBIE BO3MOXKHOCTU
3JI0pPOBbsI, OBICTPOIO YTOMJICHUS MOXKHO HCIIOIb30BATh CIEAYIOIINE METOABI PAOOTHI:

- YepeI0BaHUE YMCTBEHHON U MPAKTUYECKOM €SI TeIbHOCTH;

- IPENOIHECEHNE MaTepurasa C UCIOJIb30BAHUEM CPEJICTB HATJISIHOCTH;

- WCMOJb30BAHME  TEXHUYECKUX CPEACTB  OOydYeHHMs, uepelOBaHHE
NpEeabIBISIEMO Ha  CIyx HWHPOpPMAIMM C  HAMISIIHO-JAEMOHCTPAIMOHHBIM
MaTepHaJIOM.

[Ipu ocBoeHMM JUCHUIUIMH WHBAIUJIAMUA W JIMIIAMH C OTPAHUYCHHBIMH
BO3MOXKHOCTSIMHU 3JI0pPOBbsI OOJIBIIIOE 3HAYEHHE JIOJKHO OTBOIHUTHCS MPOBEICHUIO C
HUMHU WHJWMBHUIyaJbHOW pabOTHI CO CTOPOHBI MpemnoiaBarenieil. B nHANBUAyaIbHYIO
paboTy BKIIIOUAETCS:

- UHIUBUAyaJbHas yueOHas paboTa (KOHCYIbTAIMH), TO €CTh JOMOJHUTEIHHOE
pa3biACHEHHE Y4YeOHOro marepuaia U YriiyOJeHHOE€ H3yueHHE Marepuana ¢ TeMH
00y4aroIIMMUCs, KOTOPbIE B 3TOM 3aMHTEPECOBAHBI;

- UHJIMBHlyaJIbHasl BOCIIUTATeNIbHAs paboTa.

OcobenHoctn  00y4yeHHst OOydyarolUMXcsi C  HapyUIeHUSIMH  ONOPHO-
JIBUTATEJILHOTO arIapara.
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Jns  oOydaromierocs, HWMEIOMIETO HApyIICHUsS  OMOPHO-IABUTATEIHLHOTO
amnmaparta, HEOOXOAMMO IOCOBETOBAaTh HCIIOJIb30BAaTh BCIIOMOTATEIbHBIE CPENICTBA
JUTsl YCBOGHUS TTPOTPAMMBI, HAITPUMED, TUKTO(OH U IPYTHE IJICKTPOHHBIC HOCUTEIH
uH(bOpMaIUu.

[Ipu mpoBeneHUM AayaUTOPHBIX 3aHATHH C OOYYAIOIIMMUCS, WMEIOITUMHU
OCIIO)KHEHHSI ¢ MOTOPHKOW PYK, BO3MOXHO HCIIOJb30BaHUE CIICAYIOMNUX BapUAHTOB
paboOThI:

- obecrieueHre 00YyJarOIIMXCsl MIEKTPOHHBIMU TEKCTaMU JICKIIUK U 3aJaHui K
y49eOHBIM 3aHATUSM;

- HCIIOJIb30BAaHME TEXHUYECKHX CPEICTB (PUKCAIMM TEKCTa (IUKTOGOHBI) C
MIOCIICAYIONUM COCTABJICHUEM TE3HCOB JICKIIMM B XOJE CaMOCTOSTEIIBHOW pPabOThI
oOy4aromierocsi, KOTOpble OHU BIOCIJIEJICTBUA MOTYT HUCIIOIb30BaTh MPHU MOATOTOBKE
U OTBETaX Ha y4YE€OHBIX 3aAHITHUSIX.

OnauM w3 BUAOB pabOTHI ISl 0O0YYaAIOIINXCS, MCTIBITHIBAIOIINX TPYIHOCTH B
MACHME MOJKET OBITh MOJTOTOBKA K YUCOHBIM 3aHATHSAM TaKUX 3aJaHHM, KOTOPHIE HE
TpeOYIOT OT HUX HAIMCAaHWS JUIMHHBIX TEKCTOB OTBETOB. Hamboiiee omTuManbHBIM
BapHAHTOM TAKOTO 3a/IaHMS, BBITTOJIHSIEMOTO B MMUCbMEHHOW (hOpME, MOKET CITY)KHUTh
TecToBOe 3amaHue. lcmomb3oBaHUME TECTUPOBAHUS OOYyUYAIOMUXCS HEO0OX0IUMO
COBMeEIIATh C 00CYX/ICHUEM BapHAHTOB OTBETOB.

KoHTposb 3HaHMIT MOYKHO BECTH KaK B YCTHOM, TaK U B TMCHEMEHHOM BHJIC.

Ocobennoctr 00ydeHus1 00yJarOIINXCS ¢ HapYyIICHUEM ClTyXa.

[Ipu opranuzamuu 00pa3oBaTENLHOIO MpoIlecca €O  craabocHblmanei
ayJIMTOpPUEH PEKOMEHTyEeTCsl UCTIOJIb30BaTh CICAYIONTUE TIearornyeCKue MPUHIUIIbL:

- HarJIS,THOCTH TIPETI0IaBaéMOro MaTepurara;

- UHJIMBUIyAIBHOTO MOXO0/a K K&KI0MY 00y4aromeMycs;

- HCTIOJIh30BaHUS UH(POPMAITMOHHBIX TEXHOJIOTHUIA;

- WCTOJIb30BaHMUS YYEOHBIX TMOCOOMWH, aTanTHPOBAHHBIX I BOCIIPUATHS
00y4arOIMMUCS C HAPYIIICHUEM CITyXa.

OOyuaromiemycsi ¢ HapyIICHUEM CITyXa CIeAyeT MPEJIOKUTh 3aHATh MECTO Ha
MEepeHUX TapTax ayJuTOPUH, a TPENoAaBaTeI0 OOJbIIe BPEMEHH HaXOIUTHCS
psiaoM ¢ paboyMM MeCcTOM JToro oOydJamIerocs. YUYWThIBas, YTO TaKHe
oOyuJarolyecs: Jyd4llle TMOHUMAIOT MO Ty0am, JKelaTelbHO pacrlojaratbCsi K HUM
JIUIIOM, TOBOPUTH T'POMKO U YETKO.

J1J1s1 TIOBBITIICHUS] YPOBHST BOCIPUSITHS yueOHOU nH(MOpMAIUU 00yJaroIIMMHICs
paccMaTpUBaEeMO TPYyMIMbl, PEKOMEHAYETCS TMPUMEHECHHE 3BYKOYCHJIMBAIOIICH
anmaparypbl, MyJbTUMEIUNHBIX U APYTUX cpeacTB. CIOKHBIE ISl TOHUMAHUS TEMbI
clenyeT CHa0XaTh KaK MOXKHO OOJIBIIUM KOJUYECTBOM HATJISIIHOTO Marepuasa.
OcoOyto posib B OOYYEHHH JIMIl C HAPYIICHHBIM CIYyXOM, UTPAIOT BHICOMATECPUAIIHI.
[To BO3MOXHOCTH, TpeabsBIsieMas BHUACOUH(POPMAIUS MOXKET COMPOBOXKIATHCS
TEKCTOBOM Oeryliel CTPOKON WU CYypI0JIOTUUECKUM MEPEBOJIOM.

KonTponb 3HaHMiI 00yYarOmUXCS YKa3aHHOW HO30JIOTHM MOXET BECTHUCH
NPEUMYIIECTBEHHO B TMHCHMEHHOM BHUJAE, HO JJIA pa3BUTHA YCTHOW peyH,
PEKOMEHIYETCSl TPEAJIOKUTh OO0yJarolmieMycsi paccka3aTh OTBET Ha 3aJaHHE B
TE3Ucax.

OcobenHocTH 00yUeHHUsT 00yUJaOIINXCS ¢ HAPYIIICHHEM 3pEHUSI.
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Cnemudurka o00ydeHHs ClIA0OBUAAIIMX OOyYaIOMUXCA 3aKJIF0YaeTcs B
CJIE Ty IOLIEM:

- HEOOXOAMMO JTO3UPOBATh YUEOHYIO HArpy3KY;

- TPUMEHATH CHOCIHaTbHBICE (OPMBI W METOABI OOyYCHHUS, TEXHHUYECKHE
CPEICTBa, MO3BOJSIONINE BOCIPUHUMATh HH(OpPMALMIO, a TaKXKE ONTUYECKUE U
TU(IONEarOTUYECKUE YCTPOICTBA, PACHIUPSIONINE TO3HABATEIbHbBIE BO3MOXKHOCTH
00yJaroIuxcs;

- YBEJMYMBATh HCKYCCTBEHHYIO OCBELICHHOCTh IOMEIIEHUI, B KOTOPBIX
3aHUMAIOTCS 00yYaroUuecs ¢ TOHMKEHHBIM 3PEHUEM.

[Ipu 3putensHOIl padoTe y ClIabOBUIAIIMX O0yUYarOMIMXCs ObICTPO HACTYHAET
YTOMJICHHE, YTO CHUXKAET UX PaboTOCIOCOOHOCTh, MOATOMY HEOOXOJIMMO MPOBOJIUTH
HEOOJIbIITNE TIEPEPHIBLI WK TIEPEKITI0UeHNE pabodeil akTHBHOCTH.

[Ipu yteHuu nekui, CIA0OBUIANIMM OOYYAIOIIUMCS CIEAYET pa3peuIuTh
UCTIONIb30BaTh 3BYKO3AIMCHIBAIOIINE YCTPOMCTBA W KOMIIBIOTEPHI, Kak CHOC00
KOHCIIEKTUPOBAHUs, BO BpeMsl 3aHsaTHil. Heo0X0auM0O KOMMEHTHPOBATh CBOU KECTHI
Y HaJIUCHU Ha JIOCKE W MepeaaBaTh CIOBAMU TO, YTO YACTO BBIPAKAECTCS MUMHUKOHN U
KECTaMHU.

[Ipu paboTe Ha KOMITBIOTEPE CIEAYET UCIOIB30BATh MPUHITUI MAKCUMAaJIHLHOTO
CHIDKCHHUS 3PHUTEIBHBIX HArpy30K, IO3MPOBAHUE U UYEPEIOBAaHHE 3PUTEIbHBIX
Harpy30K C IPYTUMH BHAAMHU JAesTeIbHOCTH. Kpome Toro Heo0XoaumMo UCIob30BaTh
CHeIuaibHbIe MPOTPAMMHBIE CPEJICTBA JUIsl YBEJIMUEHUSI M300paKEHUS Ha YKpaHe WIIN
JUTSL O3ByYHUBaHUS MHGOPMAIIHH.

[Ipu nmpoBeeHNYU MPOIEAYPHI OLICHUBAHUS PE3YJIbTaTOB O0yUCHUS WHBAIUIOB
U JIMI] C OTPAaHUYECHHBIMH BO3MOKHOCTSIMU 37I0pPOBbsI 00€CIIEUNBAETCS BHITIOJIHEHUE
CJIEIYIONIUX JOTIOJHUTENIBHBIX TPEOOBaHMI B 3aBUCHUMOCTH OT WHIAMBUIYaJbHBIX
0COOEHHOCTEM 00yUarOIIUXCS:

1. wabopMarus MO TOPSAAKY TPOBEACHUS TPOLETYPHl  OICHUBAHMSI
NpPEeIOoCTaBIsIeTCd B JOCTynHOW QopMe (YCTHO, B MNHCbMEHHOW ¢opme, Ha
AJIIEKTPOHHOM HOCHTENE, B IEYaTHOU (hOpME YBEIIMUEHHBIM MIPU(TOM U T.11.);

2. poctynHasi ¢opma MNpPeaOCTaBICHHS 3aJaHUN OILICHOYHBIX CPEeACTB (B
neyaTHo Qopme, B TmedaTHOM (¢opme yBeJIWYEHHbIM IpudToM, B Qopme
AJIIEKTPOHHOI'O JJOKYMEHTA);

3. mocrymnHas (popMa mpeAocTaBiCHUS OTBETOB Ha 3ajaHus (IMUCbMEHHO Ha
Oymare, HaOOp OTBETOB Ha KOMITBIOTEPE, YCTHO | JIp.).

[Tpu HEoOXO0AMMOCTH NIJIsi 00YUAIOMUXCS C MHBAIMHOCTHIO U 00YYAIOIIUXCS C
OTPaHUYCHHBIMA BO3MOKHOCTSIMU 3JI0POBbsI MPOIEAYpa OIICHUBAHUSI PE3yJIbTATOB
OOy4eHHS TI0 TUCIUTUTNHE MOXKET TIPOBOIUTHCS B HECKOJIBKO 3TAIOB, a TAKKE MOXKET
OBITH MTPEIOCTABIICHO JIOMIOJTHUTEILHOE BPEMSI JIsl TIOJITOTOBKHU OTBETA HA 3a4eTe WIIH
JK3aMEHE.
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4.  KOHTPOJIb

M  OLEHKA

[TPO®ECCHUOHAJIbBHOI'O MOAVYJIA

PE3VJIbTATOB

OCBOEHUA

Kon u HauMmeHOBaHUE
poeCCUOHAITBHBIX U
00X KOMIICTCHIIUH,
(hopMupyeMbIe B paMKax
MOJYJISI

Kpurepuu onenku

Metobl OLICHKH

[IK 2.1. OcyiiecTBasiTh
YCTaHOBKY U HACTPOUKY
OTJIETBLHBIX
MPOTPaMMHBIX,
MPOrpaMMHO-
anmapaTHBIX CPEJICTB
3aIUThl HHOPMAITUH.

JleMOHCTpHPOBATh YMEHUS U
MIPAKTUYECKIE HABBIKU B
YCTaHOBKE W HACTPOHKE
OTJICIBHBIX MPOTPAMMHBIX,
MPOrpaMMHO-aIapaTHBIX
CPEACTB 3alIHUTHI
nHpopmanuu

TECTUPOBaHUE,

9K3aMeH KBaIU(UKALMOHHBIMH,
IKCHEPTHOE HAOIIOICHUE
BBITTOJIHEHUS J1TA00PATOPHBIX
pabor,

JKCIEPTHOE HAOIIIOICHHE
BBITOJIHEHHSI TPAKTHYECKIX
pabor,

OLICHKA PEIICHUS
CUTYaIlMOHHBIX 33]1ad,
OLIEHKa TIpoliecca u
Pe3yIbTaTOB BBHIIIOTHEHHUS
BUJIOB Pa0OT HA MIPAKTUKE

IIK 2.2. OOGecrneuuBarth
3amuTy HHQOpPMaLIUY B
ABTOMATU3HPOBAHHBIX
CHCTEMAX OTENbHBIMU
MIPOTPaMMHBIMH,
MPOrpaMMHO-
anmapaTHBIMHU
CpelICTBaMH.

JIeMOHCTpHUpOBATh 3HAHUA U
yMEHUs B 00ecrie4eHuu
3anIUThl HH(OPMAIHH B
aBTOMaTU3UPOBAHHBIX
cucTeMax OTACITbHBIMU
IIPOrpaMMHBIMH,
MIPOrpaMMHO-aIMapaTHBIMU
CpeAcTBaMU

TECTUPOBAHUE,

9K3aMeH KBAIH(PHUKAIIMOHHBIH,
JKCIEePTHOE HAOIIIOICHHE
BBITMIOJHEHHSI TAOOPATOPHBIX
pabor,

JKCIIePTHOE HAOI0IeHHE
BBITTOJTHEHUS TIPAKTHUECKUX
pador,

OIIEHKA peIICHUS
CUTYallMOHHBIX 3a]1ad,
OIIEHKa Tporecca u
pE3yIbTaTOB BHITIOJIHEHUS
BHJIOB pabOT Ha MPAKTUKE

[IK 2.3. OcyuiecTBasTh
TECTUPOBaHUE (PYHKIIHI
OTENIbHBIX
MIPOTPaMMHBIX U
MIPOrPaMMHO-
ammapaTHBIX CPECTB
3aIUThl HOPMAITUH.

BrimonHenue nepeyns padbot
10 TECTUPOBAHUIO (PYHKLINH
OTJENbHBIX IPOTPAMMHBIX U
MIPOrpaMMHO-aMNIapaTHBIX
CPEICTB 3aIUThI
nHpopmanuu

TECTUPOBAHUE,
9K3aMeH KBaIM(PUKAIIUOHHBIH,
JKCIIEPTHOE HAOII0IeHHE
BBITIOJTHEHUS JTA00PATOPHBIX
paoor,

IKCTIEPTHOE HAOIIIOICHHE
BBIMOJIHEHUS PAKTHYECKUX
pabor,

OLIEHKA peIIeHUs
CUTYaIlMOHHBIX 33]ad,

OLIEHKa Tpoliecca u
Pe3yIbTaTOB BBHITOTHEHHUS
BUJIOB Pa0OT Ha MPAKTUKE

27



[IK 2.4. OcyuiecTBasiTh
00paboTKy, XpaHEHUE U
nepeaayy HHPOpMaLUu
OrPaHUYEHHOIO JOCTYIIA.

[IposiBNATH 3HAHUS, HABBIKU U
yMEHUsS B 00paboTKe,
XpaHEHUH U Tepeaayue
nH(pOpPMAIIMY OTPAHUYCHHOTO
J0CTyma

TECTUPOBAHUE,

9K3aMeH JIEMOHCTPAIIMOHHBIH,
JKCIEePTHOE HAOIIIOICHHE
BBITMOJIHEHUS JTAOOPATOPHBIX
pabor,

JKCIIePTHOE HaOII0IeHHE
BBITTOJIHEHUS IPAKTHYECKUX
pabor,

OLIEHKA PeIICHUS
CUTYallMOHHBIX 3a/1a4,
OLIEHKa Ipoliecca U
PE3yJIbTaTOB BBIOJIHEHUS
BUJIOB pabOT Ha MPAKTUKE

[IK 2.5. Yau4Toxarhb
nHpOpMaIHIO U
HOCHUTETH HHPOPMAITIH C
HCIIOJIb30BAHUEM
MIPOrPaMMHBIX U
MIPOrPaMMHO-
anmapaTHBIX CPEJCTB.

JleMOHCTpalus aJiropuT™Ma
IIpOBEIEHUS padoT 1O
YHHUYTOXKCHUIO UHPOPMALIUU
Y HOCHTEJIeH nH(OPMALIUU C
WCIOJIb30BaHUEM
MPOTPaMMHBIX H
MPOrpaMMHO-aIapaTHBIX
CpencTB

TECTHUPOBAHUE,
9K3aMEH JI€MOHCTPALMOHHBIH,
JKCIIePTHOE HAOII0IeHHE
BBITTOJIHEHHSI Ta00paTOPHBIX
pabor,

JKCIEPTHOE HAOIIIOICHHE
BBITMIOJTHEHHSI PAKTUYECKUX
pabor,

OLICHKA PeIICHHUS
CUTYaIlMOHHBIX 33]1ad,
OlIEHKa Tpoliecca u
Pe3yIbTaTOB BBHITOTHEHHUS
BUJIOB Pa0OT HA MPAKTUKE

[IK 2.6. OcymiecTBasTh
PETUCTPAIIIO OCHOBHBIX
coOBITHH B
aBTOMaTH3UPOBAHHBIX
(uH(OpPMAITMOHHBIX )
cucreMax, B TOM YHCIIe ¢
UCTOJIb30BaHUEM
MIPOTPAaMMHBIX H
POTpaMMHO-
anImapaTHbIX CPEJICTB
oOHapyXeHHUs,
NpeaypeKaCHUs U
JMKBHIAIIT
IIOCJIEICTBUI
KOMIIBIOTEPHBIX aTaK.

[TposiBIATE 3HAHUS U yMEHUS
B 3alllUTe
aBTOMATH3UPOBAHHBIX
(nH(OpPMAIIOHHBIX) CHCTEM
C UCTIOJIb30BaHUEM
MIPOrPaMMHBIX U
MPOrpaMMHO-aIapaTHBIX
CpeAcTB OOHapY KEHHUS,
MPEIYTPESKACHUS U
JMKBUIALNY TTOCIIEACTBUI
KOMITBIOTEPHBIX aTaK

TECTUPOBaHUE,

9K3aMEH JIEMOHCTPALMOHHBIH,
JKCTEPTHOE HAOIIIOICHHE
BBINOJIHEHHS Ta00PaTOPHBIX
pabor,

JKCIIEPTHOE HAOIOIeHNE
BBITTOJTHEHUS IPAKTHYECKUX
paoor,

OIIEHKA PeIICHUS
CUTYaIlMOHHBIX 33]1ad,
OIIEHKa TIporiecca u
pe3yJIbTaTOB BBHIIOTHEHHUS
BUJIOB pa0OT Ha MPAKTUKE
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[Tpunoxxenune
[Iepeuens Bonpocos k 3k3ameny no [IM 02 M/IK 02.01
[IporpamMmmHbIe U TPOrpaMMHO-aIIAPATHBIE CPECTBA O0ECIICUCHHS
nH()OPMAITMOHHON O€30MTaCHOCTH

1. Wcropus pa3BUTHS, COCTOSTHUAE U TCHACHIINYN Pa3BUTHUS BEIYUCIUTEIHLHON
TEXHUKHU.

2. Knaccudukanusi BEIYUCIUTETHHBIX MAIIMH U OCHOBHBIC XapaKTEPUCTHKU

Pa3TUYHBIX KJIACCOB BBIUUCIUTEIHHBIX CUCTEM.

Apxurektypa IBM-coBmectumbix IIDBM.

[TpuHIUIIBI TOCTPOCHUS U PAOOTHI BEIYUCIUTENBHBIX CUCTEM M UX

OCHOBHBIX Y3JIOB.

MS-DOS. ctopusi, apxuTekTypa, BEpCUH.

CewmetictBo UNIX. JIocTronHCTBa, HEAOCTATKHY.

YTrpo3bl 6€30MaCHOCTH KOMIIBIOTEPHBIX CUCTEM.

MeTobl B3710Ma KOMIBIOTEPHBIX CUCTEM.

. 3ammTa KOMIBIOTEPHBIX CUCTEM OT B3JIOMA.

10 [Tonutrka 6€30MaCHOCTH KOMIIbIOTEPHBIX CUCTEM.

11. Mopenb HapyIIUTEIIS.

12. TlonsTHE MPOTpaMMHO-aNIapaTHOTO oOecTeueHus: THPOPMAITIOHHOM
0€30MacHOCTH.

13. OpranuzarmoHHO-TIpaBoBas 3amuTa nHpopmaruu. CpeacTBa U METOIBI.

14. Bupycsl: kiaccudukanus, cpeaa OOuTaHusl.

15. Peanuzanust MexaHU3MOB O€30ITaCHOCTH Ha anmapaTHOM YPOBHE.

16. Peanmu3anust MeXxaHU3MOB O€30ITaCHOCTH Ha MPOTPaAaMMHOM YPOBHE.

17. OCHOBBI 3aIIUTHI JIOKAJIbHBIX CTAHIIUH.

18. KoHTpoJb 1 yIIpaBIeHUE JOCTYTIOM.

19. Anmaparsble cpencTBa UICHTU(PHUKAIIMN ayTeHTHU(UKAIIIHN TOJTB30BaATEIIS.

20. CpenctBa BOCCTaHOBIEHUS HHPOPMAIH MPUKIATHOTO YPOBHSL.

21. 3amuTa cepBepoB U pabOUNX CTAHIUH.

22. IlporpaMMHO-amnmapaTHbIe CpeACcTBa obecrneueHus] HHPOPMAIIHOHHOM
0€30MacCHOCTH B BBIYUCITUTEIIBHBIX CETSIX.

23. [IpoTokomsl ayTeHTU(UKAIIMY TPU YAAIEHHOM J0CTYIIE.

24. CpencTBa u METOJIbI 00ECTICUEHUS 1IETOCTHOCTH U KOH(PUACHIIMATBLHOCTH.

25. 3amura cepBepoB U pabOYUX CTAHITUH.

26. 3ammTa 3aMKHYTBIX MHOXKECTB TojiceTelt cetu Internet.

27. 3amuTa OTKPHITHIX MmojiceTe ceTu Internet.

28. Cuctembl 0OHApYKEHUSI KOMITBIOTEPHBIX aTak ¥ BTOpKeHu. OTIinuus B
byHKIUSX.

29. CxaHepsl 0€301aCHOCTH.

30. MexceTeBbie IKpaHbl.

31. MesxcereBbie 3kpanbl Tuna Firewall. locronncTBa n He1oCTaTKH.
OIHOXOCTOBBIE U MYJIbTUXOCTOBBIE.

32. Knaccudukarms ceTeBbIXx MOHUTOPOB.

33.Kpunrorpaduueckas 3amura JaHHbIX. Kputepun 3aliMIeHHOCTH.
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34. 3amuTa onepanyoHHbIX CUCTEM.

35. Kpurepuu 3amuiieHHOCTH OTIEPAITHOHHBIX CHCTEM.

36. CpencTBa aKTHBHOM 3aIIUTHI.

37. CpencTBa MacCUBHOM 3aIUTHI.

38. AHTHBUpYCHAs 3aIIUTa KOMIIBIOTEPHOU CUCTEMBI.

39. DNIeKTPOHHBIC KITFOYH.

40. DnexTpoHHO-IU(POBAs MOIIHUCH.

41. 3amura uadopmaruu B CYBJl. OCHOBHBIE THITBI 3aIIIUTHI.

42.CpenctBa obecrieueHus 3amuthl nHGopmaruu B CYB/I.

43. MHOTOYypOBHEBAS 3aIIUTA.

44. Mopaenu 6e30MacHOCTH, PUMEHsIeMbIe ITpH nocTpoeHuu 3amuTsl B CYB/I.

45. [IpuumnHbl, BUJIbI, OCHOBHBIE METO/IbI HAPYIICHUS] KOH(PUACHIIUATHHOCTH B
CYBU.

46. 3agaum U CpeACTBA AIMHHUCTPATOPA 0€30MaCHOCTH 0a3 JaHHBIX.

[Tepedens BompocoB k dk3ameny mo [IM 02 M/IK 02.02
«Kpunrorpadpuyeckue cpeacTBa U METObI 3alIUTHI HH(OPMALIUN
1. AndaButHOE KOJMpOBaHKE HH(GOPMALIUU

2. TlomexoycroitunBoe komupoBanue. Komxg @ano. Kox Xaddmena. Kon
X3MMHHTA

3. OcHOBHbIE aNredpandecKrue CTPYKTYpbl, IPUMEHSIEMbIE B KpUITOrpapuu.

4. ApudmeTnkra OCTaTKOB U TEOPHUS CPAaBHEHUH.

5. Ilorounbie mpu@TH U TEHEPATOPHI TICEBAOCTYYAMHBIX YHACET.

6. OCHOBHbBIC TOHATHUS KPUNITOTpapUU.

7. Tlpocteitmme mudpsl U UX CBOMCTBA.

8. Kmaccudukamus mmdpon. Ckutana. Ksagpar [Tonubus. [udp Lezaps.

9. Ilpocreiimme mwmdpsl W ux BuAsl: Tabmuma Bmkenepa, mmdp abdOata

Tperemuyca, mudp no KHUre, Tapadapckas rpaMoTa, yrojaku, TapHbld mudp,
mupp C HUCHONb30BAHUEM CTHUXOTBOPEHHMS, IIH(PpP TPAHCIO3UIIMH, PEIIETKA
Kapnano.

10.Komnozunmu 1mmdpos. TpeboBanuss k mmudppam U Kpunrorpapuyeckas
CTOMKOCTH IIU(POB

11.Kpunrocuctemsl U Ux Bubl. TpeOOBaHUS K KPUITOCUCTEMAM.

12.Monenu kpuntorpadu4ecKux CUCTEM

13.CuMmeTpUYHbIE KPUITOCUCTEMBI.

14. ®ynkuus ¢ cekperoM. Cucrema RSA. Kpunrtocucremsl ¢ OTKPBITHIM KIIFOUOM

15.. Aaroputm DES. Anroputm IDEA

16.2OnekTpoHHasT MOANMUCH. DJIEKTPOHHAS TOJNUCH HA OCHOBE alTOpUTMa Jib-
Mamas.

17.Cranpapt tmudposort nmoamucu DSS. Cranmapt umudporoit noamucu ['OCT
P34.10-94.

18.Ynpasnenue kimrouamu. ['eHepanus kiatouei. Pactipenenenue kitoueit

19.Unentudukanus. AyreHTudukaiys. Y npaBJIeHUE JOCTYIIOM.
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20.IIpoTokoaMpoOBaHUE U AYTUT

21.CoctaB AWC wu mpoOiieMbl 3ammThl HWH(POpMAIUU IS KaXAOW H3 €¢
KOMITOHEHTOB.

22.HopmaTtuBHO- mpaBoBoe obecrieuenne nadpopmarmonaon 6ezonacaoctan AVC.

23.TexHUYEeCKUE U MPOTPAMMHBIE CPECTBA 3aIIUTHI HH(pOpMaLIUH

24. Ananus u onieHKa yrpo3 nnpopmanronHon 6e3omacunocta AUC.

25.0uenka ymepba BCIEACTBHE MPOTUBOIMPABHOIO BBIXOJA HH(POPMAIIH
OTPAaHUYEHHOTO0 JOCTyNa M3 3alluilaeMod cdepbl W MeEpbl IO €ro
JIOKaJIN3aIUH.

26.CpenctBa 1 MeToibl (hu3ndecKoi 3anuThl 00bekToB AUC.

27.TexHomornueckue Mepbl MOJJepKaHus HWH(POPMAIIMOHHON 0e30MacHOCTH
00BEKTOB

28.IlocTanoBKa 3a7a4u pacrpeeeHHon o0pab0OTKU JaHHBIX U CIIOCOOBI 3alUThI
uH(popmMaruu.

29.0OCHOBHBIC TTPOTOKOJIBI, CITYkKObI, HyHKIIHOHUPOBAHHE.

30.CpenctBa obecnieueHusi 6€30MaCHOCTH, CPEICTBA YIIPABICHUS M KOHTPOJISL.

31.I'mobanpHas ceTh Internet: OCHOBHBIE CITy OBl ¥ TIPEIOCTABISIEMBIC YCIYTH.

32.TexHomoruu obecrneueHus 0€30MacHOCTH, OCHOBHBIE TIPOTOKOJIHI.
33.DyHKIIMOHUPOBaHKE, pa3paboTKa HM  CONPOBOXACHUE  IPUIOKCHHH,
O0COOCHHOCTH pean3allii Ha Pa3INdHbIX aT(hopmax.

34.0OcHOBHBIE MeEXaHU3Mbl oOOecreueHuss O€30MaCHOCTH U YIPABICHUS
pacrpeieieHHBIMU pecypcamu.

35.Opranu3anus 0€30MacHBIX KOPIIOPATUBHBIX ceTel Intranet

36.00mme MNpUHIMIB TMOCTPOSHUS 0a3 JaHHBIX C TOYKH 3PCHHS 3alllUThI
uHdopmaIuu u odecredeHus: 6e30MacHOCTH.

37.00mas XxapakTEepUCTUKA, HA3HAYEHHWE W BO3MOXKHOCTH CHUCTEM YTIPABIICHUS
0azamu nanHbix (CYB/).

38.0co0eHHOCTH S3BIKOBBIX CPEACTB YIPaBJICHUS U OOecredeHus: 0€301MacHOCTH
JTaHHbIX B pensiunoHHbIX CYDB/I.

39.CpenctBa obecnieueHus 0€30MacHOCTH 0a3 TaHHBIX.

40.CpenctBa uaeHTU(GUKAIUYA U ayTeHTUPUKAIIMA 00bEKTOB 0a3 TaHHBIX.

41.513pIKOBBIC CpENICTBA pasTPaHUYCHHS JIOCTYIA, KOHICHINS W pean3arus
MEXaHU3Ma POJIEH.

42.0pranuzanus ayauTa COOBITHH B CUCTEMax 0a3 TaHHBIX

43.Monenn 0e30macHOCTH; TIOJWTHKA O€30MAaCHOCTH; KPUTEPUH U KIIACChHI
3aIUIIEHHOCTH CPEJCTB BBIYUCIUTEILHON TEXHUKHA W aBTOMATHU3HPOBAHHBIX
WH(OPMAITMOHHBIX CUCTEM.

44 CtaHmapTbl MO OIICHKE 3alUIIEHHBIX CHCTEM; MPUMEPHI IPAKTHYECKOU
peanu3aiuu. [locTpoeHHe NapOJIBHBIX CHCTEM; OCOOCHHOCTH TMPUMEHEHUS
KpUINITOTpadUueCcKX METO/0B.

45.Crioco0sI peanuzaiuy KpunTorpad@uieckoi moacucTEMBI.

46.0co0eHHOCTH pealli3allid CUCTEM C CUMMETPUYHBIMH U HECUMMETPUIHBIMHU
KJIFOYaMHU.

47.KoHuenmusi 3aldIieHHOTo s/pa; METOAbl Bepu(HUKaIMW; 3alUIICHHbIE
JIOMEHBI; METO/IbI TOCTPOEHUS 3aITUIIIEHHBIX ABTOMATU3UPOBAHHBIX CHUCTEM.

31



48. Metoponorus 00ciieoOBaHusl U TPOESKTUPOBAHUS CUCTEM 3aIIUThI

49. dyHKIMOHATEHBIE 1 00SCTICYHBAIOIINE TIOICHCTEMBI.

50.Texnomorusi, ynpasierue. Merogomorus GopMUpoBaHUS 3a71a9 3aIUTHI

51.UnTterpamus cpeacts WHGOPMAIMOHHON 0€30MMaCHOCTH B TEXHOJOTHYECKYIO
cpeny.

52.93tanw1 npoektupoBanuss KCUDB u TpeboBanus Kk HUM.

53.Benenue cnennansHol nHpopManmonHon 6a3el qanHbIXx KCUB.

54.Metoapl U METOIUKU MPOCKTUPOBAHUS. MeTONMKa BBISIBICHHS BO3MOKHBIX
kaHaimoB HCJI.

55.1TocnenoBarenbHOCT, pabOT MPU MPOESKTUPOBAHUU KOMILIEKCHOW CHCTEMBI
3amuTel uHGopmaruu ot HCJI.

56.[TocnenoBarenbHOCT, PabOT MPU MPOCKTHUPOBAHUU KOMILUIEKCHOW CHCTEMBI
3amuThl HHGOpMaIKK OT yreuku 3a cuet [IDMUH
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