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1. OBIIASI XAPAKTEPUCTUKA PABOYEHN ITPOT'PAMMBbBI
HPOPECCHUOHAJIBHOI'O MOAYJIA
IIM.01 SKCIIVIYATAIIUA ABTOMATU3UPOBAHHBIX

(MH®POPMAIIMOHHBIX) CUCTEM B 3AINMIIEHHOM UCITIOJTHEHUHU

1.1. Ileqb U NJIaHUPYeMBbIe Pe3yJbTATHI 0CBOCHUA PO eCCHOHAIBLHOI0 MOYJIsI

1.1.1. B pe3ynbTaTe uzyueHus npodeccuoHaIbHOTO MOYJISl CTYJEHT JIOJKEH OCBOUTD

OCHOBHOU

BHU ACATCIIBHOCTHU 3KCHJ’IyaTaI_[I/I$I ABTOMATU3UPOBAHHBIX

(nH(MOpPMALIMOHHBIX) CUCTEM B 3alIUIIEHHOM HCIIOJHEHUH U COOTBETCTBYIOIIUE €My

npodeCCUOHANIbHBIC U OOIINE KOMITETCHITUU:

Kon

HaumeHoBaHue BHIOB JeSTEJbHOCTH U MNpPodecCHOHATBHBIX
KOMIIeTEeHI M

B 1

IKCIUIyaTAlMsI ABTOMATU3UPOBAHHBIX (MH(POPMALMOHHBIX) CHCTEM B
3al{UIIEHHOM HCIIOJHECHUH

I[IK 1.1.

[TpousBoguth YCTAHOBKY 51 HACTPOMKY KOMIIOHEHTOB
aBTOMATU3UPOBAaHHBIX (MH(MOPMAIIMOHHBIX) CHUCTEM B 3alUIIEHHOM
UCIIOJIHEHUM B COOTBETCTBHHM C TPEOOBAHUSIMU HSKCIUTyaTallHOHHOM
JOKYMEHTALMH.

I[IK 1.2.

AJIMUHHUCTPUPOBATh  MPOTPAMMHBIE M MPOrpaMMHO-aNNapaTHbIE
KOMITOHEHThl aBTOMAaTU3UPOBAHHOM (MHPOPMALIMOHHON) CHUCTEMBI B
3aIIHIIEHHOM UCIIOJIHEHUH.

IIK 1.3.

ObecneunBaTh  OecmepeOoitHyt0 ~ paboTy  aBTOMATHU3UPOBAHHBIX
(MH(OPMAIIMOHHBIX ) CUCTEM B 3aAIIHICHHOM UCTIOJTHCHHH B COOTBETCTBHU
¢ TpeOOBaHUSAMH IKCIUTYATAI[MOHHOMN TOKYMEHTAIHH.

[IK 1.4.

OcCymecTBIATh TMPOBEPKY TEXHUYECKOTO COCTOSHUS, TEXHHUECKOE
o0Ocy>)KMBaHUE U TEKYIIIUN PEMOHT, YCTPAHATh OTKa3bl U BOCCTAHABIINBATH
paboTOCTIOCOOHOCTh aBTOMATU3UPOBAHHBIX (MH(POPMAITMOHHBIX) CUCTEM B
3aIUIIEHHOM UCTIOJIHEHUH.

1.1.2. O01mue KOMMETEHIINH:

Kon HanMeHOBaHHEe BU/IOB JAeITEJIbHOCTH U MPO(eCcCHOHATbHBIX
KOMIIeTeHI M

OK 1. | BeiOupats crocoObl pemieHust 3aga4 NpodecCUOHATBHON eI TeIbHOCTH,
MPUMEHUTENHHO K PA3IMYHBIM KOHTEKCTaM.




OK 2. |OcymecTtBiarh TNOWUCK, aHaIUW3 © HUHTEpIpeTanuio uHPOpMaIuy,
HEOOXOMMOM JIs BBIOJTHEHUS 33124 NPOo(eCCUOHATBLHON JEeSITEIbHOCTH.

OK 3. |IlnmanupoBarb U peaau30BBIBATb COOCTBEHHOE MNPO(PECCHOHAIBHOE U
JUYHOCTHOE Pa3BUTHE.

OK 4. |PaboraTh B KOJJIEKTUBE M KOMaHA€, 3PPEKTUBHO B3aMMOJECHCTBOBATH C
KOJUIEraMH, PyKOBOJICTBOM, KIIMEHTaMU.

OK5. | OcymecTBiasiTb  yCTHYHO M NIUCBMEHHYI0  KOMMYHUKALIMKO  Ha
rOCyJapCTBEHHOM SI3BIKE C YYE€TOM OCOOEHHOCTEH COLMAJIBHOIO U
KyJIBTYPHOTO KOHTEKCTA.

OK 6. |IlposBasaTh Ipa)kAAHCKO-MATPUOTHUECKYIO MO3MUIMIO, JIEMOHCTPUPOBAThH
OCO3HAHHOE IOBEJCHUE HAa OCHOBE TPAAUIMOHHBIX OOLIEUETIOBEUECKUX
LEHHOCTEM.

OK 7. | ConeiicTBOBaTh COXPAHEHHUIO OKPYXAIOILIEH Cpe/bl, pecypcocOepexXeHHtIo,
3¢ (HEeKTUBHO AEMCTBOBAThH B UPE3BBIYANHBIX CUTYALIHSX.

OK 8. | HUcnons3oBaTh cpenctBa (PU3MUECKONW KyJIbTYpbl [UIsl COXPAHEHUS W
YKpPEIUIEHUsI 3[0pOBbsl B Ipolecce MPOPECCHOHATBHON AESITENbHOCTH U
noJiepaHrue He0OX0IMMOTO YPOBHS (PU3NUECKON MOATOTOBIEHHOCTH.

OK 9. | Hcnons3oBarh WH(MOPMAIIMOHHBIE TEXHOJOIMM B MNpOo(ecCHOoHaNbHON
NESATEIBHOCTH.

OK 10. | ITonp3oBaThcst npohecCHOHATBHON JOKYMEHTalMel Ha TOCYJapCTBEHHOM U

HMHOCTPAHHOM A3bIKaX.

1.1.3. B pe3ynbTaTe ocBoeHUs mpodheCCHOHAITBHOTO MOYJISl CTYICHT JOJDKEH:

NmMmeTn

npaKTHYecKuii | KHPopMauuu aBTOMAaTU3UPOBAHHBIX (uHpOPMAIIMOHHBIX )

OIIBIT

— YCTAHOBKH U HaCTpOP'IKI/I KOMIIOHCHTOB CHCTEM 3alllUThI

CHUCTEM,

— aIMUHHCTPUPOBAHHUS  aBTOMATU3UPOBAHHBIX  CHUCTEM B
3aIUIIIEHHOM UCIIOJIHCHUU,

— DKCIUTyaTallid KOMIIOHEHTOB CHCTEM 3alllUThl HH(OPMAIIUH
aBTOMATU3UPOBAHHBIX CHCTEM;

— JMAarHOCTUKH KOMIIOHEHTOB CHCTEM 3allluThl HH(OpMaIUH
aBTOMATU3UPOBAHHBIX  CHUCTEM, YyCTPAHEHUS  OTKAa30B W
BOCCTAHOBJICHUSI  PabOTOCIIOCOOHOCTH  aBTOMATH3WPOBAHHBIX
(mH(MOPMAITMOHHBIX ) CUCTEM B 3aIUIIIEHHOM HCIIOJHCHUHN

yMeThb

— OCYILECTBIATH KOMIUIEKTOBAaHHUE, KOH(UTYpUPOBAHUE,
HAaCTPOMKY aBTOMATHU3UPOBAHHBIX CHUCTEM B 3alMILIEHHOM
UCIIOJIHEHUM  KOMIIOHEHT CHCTEM  3allUThl  MH(MOpManuu
aBTOMATU3UPOBAHHBIX CUCTEM,




— OpraHHU30BbIBATH, KOHPUTYPUPOBATH, TPOU3BOJUTH MOHTAX,
OCYUIECTBJISATh AMATHOCTUKY U YCTPAHATh HEUCITPABHOCTH
KOMIIBIOTEPHBIX CeTeH, padoTaTh C CETEBBIMU MPOTOKOIAMH
Pa3HBIX YPOBHEH;

— OCYHIECTBIISITh KOH(MUTypUpPOBAaHUE, HACTPOMKY KOMIIOHEHT
CUCTEM 3allUThl H(OPMALIMK aBTOMATU3UPOBAHHBIX CUCTEM;

— IPOU3BOAUTH YCTAHOBKY, aJalTallMi0 U COIPOBOXKJIECHUE
TUTIOBOTO MPOTPAMMHOTO OOECTICUeHUs, BXOMSIIEIO B COCTaB
CUCTEM 3aIlluThl HH(OPMALIUK aBTOMATU3UPOBAHHON CHCTEMBI

— HACTpamBaTh M YCTPAHATh HEHCIPABHOCTH MPOTPaAMMHO-
anmapaTHbIX CPEJCTB 3alUThl MHPOPMAIUU B KOMITBIOTEPHBIX
CETSIX 10 33JIaHHBIM TPaBUIIAM;

— obecrieunBaTh ~ pabOTOCIOCOOHOCTh,  OOHApPY)KHUBaTh  H
yYCTpPaHATh HEMCIPABHOCTH

3HATh — COCTaB W MPHUHIMIBI pabOThl aBTOMATU3MPOBAHHBIX CHCTEM,
OTEpPALIMOHHBIX CUCTEM U CPE[I;

— MPUHIUIB  pa3paOOTKH  aJITOPUTMOB TPOTPaMM, OCHOBHBIX
MIPUEMOB MPOTPAMMHUPOBAHNS;

— Mojienu 0a3 JaHHBIX;

— IPUHIIMIBI  TIOCTPOCHUS, (PHU3NYECKUEe OCHOBBI  PabOTHI
nepupepuitHbIX yCTPOICTB;

— TEOPETUYECKUE OCHOBBI ~KOMIIBIOTEPHBIX CETEeH H  UX
anmapaTHbIX KOMIIOHEHT, CETEBBIX MOJIEJeH, MPOTOKOJIOB U
MPUHITUTIOB aJIpecaluu;

— MOPSA0K YCTAaHOBKH M BBOJIA B AKCIUTyaTaIMIO CPEJCTB 3aIUThI
nH(OpMAITUU B KOMITBIOTEPHBIX CETSX;

— IPUHIMIIBI OCHOBHBIX METOJIOB OpraHu3aliid U IMPOBEACHUS
TEXHUYECKOTO OOCTY)KMBAHUS BBIUUCIUTEIHPHOM TEXHUKU U
JPYTUX TEXHUYECKUX CPEJICTB MH(OpMaTU3aLUu.

1.2. KosmyecTBO 4acoB, 0TBOAMMOE HA OCBOCHHE NMPO(EeCCHOHATBHOI0 MOXYJIA
Bcero 710 yacoB, u3 HUX
Ha ocBoeHue MJIK —422 gacoB, B TOM 4ucCIie
Ha NpoMexyTouHyto arrectanuto no MK — 18 gacos,
Ha MpakTuku — 288 yacos

1.3. Ilnanupyemble JIMYHOCTHBIE Ppe3yJabTaTbl B  XO0Ae  peaau3aluu
0o0pa3oBaTeJIbHOH POIPAMMBI:

B pesynbrate ocBoeHus y4uyeOHOW JUCHMILUIMHBI B COOTBETCTBUUM C paboueit
IIPOTPaMMON BOCIIUTAHUSA oOpa3oBaTenbHON IIpOrpaMMBbl CpeaHero
npogecCHOHATBHOIO 00pa30BaHMs MOATOTOBKU CIEIMAIUCTOB CPEIHEro 3BEHa IO



cnermanbHocT  10.02.05  OGecnevyenne  mHOpMAMOHHOW  OGE30MACHOCTH
aBTOMATU3UPOBAHHBIX CHUCTEM pEAM3yeTCs BOCMUTATEIbHAS II€NIb - JIMYHOCTHOE
pa3BUTHE OOYUYAIOMIMXCA W WX COLUATW3AIMS, TPOSBISIONINECS B PAa3BUTUU WX
MO3UTHUBHBIX OTHOIICHUH K OOINECTBCHHBIM IICHHOCTSM, INPUOOPETEHUH OIIBITA
MOBEJICHUSI U TIPUMEHEHUST C(HOPMHUPOBAHHBIX OOIIMX KOMIETCHIIMM CICIIHAINCTOB
CpEIHEeTro 3BeHa Ha MPAKTHKE.

JInuHOCTHOE pa3BUTHE OOYHAIOUIUXCS U X COLIMANU3ALIMS, TPOSBIISIONINECS B
Pa3BUTUU UX NO3UTUBHBIX OTHOUIEHUH K OOIIECTBEHHBIM LIEHHOCTSIM, TPUOOPETEHUN
OMbITa TIOBEJCHUS W TPUMEHEHUS C(POPMUPOBAHHBIX OOIIUX KOMIIETEHIIUN
MPEICTABIICHO CIEAYIONUMHU JUYHOCTHBIMH PE3yJIbTaTaMu:

JIP 3. CoOmomaromuii  HOPMBI  MPABOMOPsSJKA, CIASAYIOUIMNA Hacanam

IpaXJIaHCKOTO 00IIecTBa, oOecreuyeHus 0e30MacHOCTH, MpaB U CBOOOA TpakaaH
Poccun. JlosnpHBIM K YCTaHOBKaM M IPOSIBJICHUSM IPEACTABUTENEH CYOKYJBTYD,
OTJIMYAIOIIUN HX OT TPYIN C JACCTPYKTUBHBIM M JEBUAHTHBIM IOBEJICHUEM.
JleMOHCTpUpyIOIIMK ~ HENPUATHE W MOPEAYNPEKTAIOMNAN  COUUAIBHO  OIMAaCHOE
IIOBEJICHUE OKPYKAIOIIUX.

JIP 7. Oco3Haiomyii MOPUOPUTETHYIO IEHHOCTh JIMYHOCTH YEJIOBEKA;
YBaXAIOMUH COOCTBEHHYIO U UY>KYI0 YHUKAIHHOCTD B PA3JIMYHBIX CUTYaIUAX, BO BCEX
dbopmax u BUIAX EATETLHOCTH.

JIP 12. [IpuHuMaromuii ceMeNHbIE EHHOCTH, TOTOBBIA K CO3/IAHUI0 CEMBU U
BOCIIUTAHUIO JI€TE€W; NEMOHCTPUPYIOIINM HENPUATHE HACWIHAS B CEMBE, yXOJa OT
POAUTENBCKOM OTBETCTBEHHOCTH, OTKAa3a OT OTHOLIEHWW CO CBOMMM JETBMH U HX
(bUHAHCOBOTO CO/ICP>KAHMUS.

JIP 13. JleMOHCTpHpYIOMHI TOTOBHOCTh M CIOCOOHOCTh BECTH C JIPYTUMHU
JIOJbMU, JIOCTUTaTh B HEM B3aUMOIIOHUMAHHWA, HAXOAUTH OOIKUE IeNIH U
COTPYIHHUYATH JUIsl KX JOCTHKECHUS B MPOGECCUOHATBHOU EATETLHOCTH.

JIP 20. Oco3HaHHBI BbIOOp Oyaymied mnpodeccuu Kak IyTh W CHOCOO
peanu3anuu COOCTBEHHBIX KU3HEHHBIX TJIAHOB.



2. CTPYKTYPA U COAEP KAHUE TIPO®PECCHOHAJIBHOT'O MOAYJIA

2.1. CtpykTypa npohecCHOHAIBLHOT0 MOYJIsI

O0bem npodeccHoOHATIBLHOTO MOYJIs, Yac.
Ko O6nen Oo6yuenue no M/JIK, B yac. IIpakTuku
06pa3013aTe B TOM 4YHUCJIC
npodeccroHan HanmenoBanus pasnenos N Camocrost
JIHOM KypcoBasd yueOHast IIPOU3BOICTBEHHAS
bHBIX O6IHI/IX HpO(i)CCCI/IOHaJ'ILHOFO MonyJid BCCTO, J'Ia60paTOpHBIX u TCIIbHAA
N MIPOrpaMMBbl pabora MIPAaKTHKA, MPaKTHKA, 1
KOMTIETEHITHi 4acoB IIPAKTHYECKHX pabora
, dac. . (HpoeKT)’ qacoB qacoB
3aHATHHU
qacoB
K 1.1. Pa3znen 1 monyJs.
OK 1= OK 10| YcraHoBKa " HACTpPOKMKa
aBTOMATH3UPOBAHHBIX 188 152 76 - 72 - -
(uHpOpMaIMOHHBIX) CHUCTEM B
3aIUMIIEHHOM UCIIOJIHEHUH
K 1.2., Pazgen 2 MOY.JIA.
K 1.3, AJIMUHUCTPUPOBAHKE
K 1.4 ABTOMATHU3UPOBAHHBIX 312 240 110 - 36 - -
OK 1- OK 10 (uHpOPMAITMOHHBIX) CHUCTEM B
3aIMUIEHHOM UCIIOJIHEHUH
[Tpou3BoACTBeHHAsT MpakTUKa (10
MIPO(IITIO CTHEIIMAIIEHOCTH), YacOB 180 180 _
(ecnmu  TpeIyCMOTpEHA HTOTOBas
(KOHIIEHTPUPOBAHHAS ) IPAKTHKA)
IIpome:kyTouHas1 aTTecTalUs 18 18 - - - - -
DK3aMeH o
npoeCCHOHATEHOMY — MOJYJIIO 12 12 - - - - -
(IeMOHCTPAIMOHHBIN SK3aMEH )
Bcero: 710 422 186 - 108 180 -

MIpumepHas TemMaTHKa CaMOCTOATENLHBIX PAabOT B paMKax 00pa3oBaTelIbHOMN IIPOrpaMMBbl IIIAHUPYETCs 00pa30BaTe/IbHOM opraHusanueil ¢ coorBercTBHM ¢ Tpeboanusmu GIOC CITO
B Ipenenax oobemMa NnpodecCHOHAIBHOrO MOJYJS B KOJMYECTBE YacoB, HEOOXOAWMOM JUIsi BBIIIOJIHEHHUS 3aJlaHUH CaMOCTOSTENbHOW paboThl 00YYaroIIUXCs, MPEILyCMOTPEHHBIX
TEMaTHYECKUM IIJTAHOM M COJIepIKaHUeM y4eOHOM MTUCIUILINHBL.



2.2, TemaTn4yeckuii IVIaH U coiep:kaHne npodeccuonaabHoro mony.s (IIM)

HaumeHoBaHue pa3ieioB U TeM

npoteccuonanbHoro Moxys (IIM), Coaep:xanue yue0OHOro MaTepuaJa, jabopaTopHbie padoThl M NPAKTHYECKHeE 3aHATHS, Oo0bem
caMoCTOsITe/IbHAs padoTa 00y4arIMXCs 4acoB
MeKTUCHUIIMHAPHBIX KypcoB (MK)
1 2 3
Pa3znen 1 moayJisi. YCTAaHOBKA M HACTPOIKA AaBTOMATU3UPOBAHHBIX (MHGOPMAIIMOHHBIX) CHCTEM B 3allIMIIICHHOM HCIOJIHEHUHU 177
M/K.01.01 OnepanuoHHbIe CHCTEMBI 76
Cemectp 4
Pazneun 1. DiieMeHTHI TeOpUH onepalluOHHBIX cucTeM. CBOCTBa OllepPAllMOHHBIX CHCTEM
Tema 1.1. OcHOBBI TEOpHUH Conep:xanue 6
OIEpPALMOHHBIX CUCTEM Omnpenenenue onepanuoHHOM cucteMmbl. OcHOBHBbIE MOHATUA. Mcropus pa3BUTHS ONEpallMOHHBIX
cucreM. Bunel omepanuoHHBIX cucTeM. Kiaccudukanus oOnepanMoHHBIX CHUCTEM 10 pa3HbIM
npu3HakaM. OmnepalMoOHHas CUCTeMa Kak HHTep(deic Mexay NporpaMMHBIM U allapaTHbIM
obecnieuenneM. CrucreMHble BbI30BBL. MccienoBanus B 00J1aCTH ONEepaliMOHHBIX CUCTEM.
Tema 1.2. MamuHH0-3aBUCUMEIE U Copep:xxanue 8
MalIMHHO-HE3aBUCUMBIE CBOMCTBA 3arpy3uuk OC. MHnnmanusanus annapatHsix cpeacts. Ilponecce 3arpysku OC.
OTIEpPAIIMOHHBIX CUCTEM [Iepenocumocts OC. MammnHo-3aBucuMbie Moy OC. 3agaun OC no ynpaBieHUIO ONeparusiMu
BBOJ1a-BbIBOZIA. MHOTOCIIONHAs1 MOJIENb OACUCTEMBI BBOIa-BbIBOA. JpaliBepsl. [loanepxka onepanuii
BBO/Ia-BBIBOJIA.
Pa6ota c daitnmamu. ®aiinosas cucrema. Busl daiinoBsix cucreM. duzudeckas opraausanus GanaoBoi
cucteMsl. Tumsl aiinos. DaitnoBsie onepau, KOHTPOJb 10CTyMa K (aiiiam.
TemaTnka NpaKTHYECKUX 3aHATHH U J1a0OpaTOPHBIX padoT 8
Buptyansusie mamuabl. Co3nanue, Mogudukanms, padbora
VYcranoska OC
Coznanue 1 u3y4eHHe CTPYKTYpPbI Pa3/IesoB )KECTKOTO AUCKa
Onepanuu ¢ daitnamu
Conepxanue 2




Tema 1.3. MoaynbHas cTpykTypa
OTIEPALIMOHHBIX CHCTEM, TPOCTPAHCTBO
MOJIb30BATENS

Ok3051p0. Mojens kiueHT-cepBep. Pabora B pexxumMe monb3oBarelis. PaboTa B KOHCOJILHOM PEXHUME.
O00109KH OTICPAITMOHHBIX CHCTEM.

TeMaTuKka NPAKTHYECKUX 3AHATHI U J1a00PaTOPHBIX padoT

PaboTa B KOHCOJIBHOM U TpapUueCcKOM peKuMax

Tema 1.4. YrpasiieHue namsTbio

Conepxanue

OcHoBHoe ynpasieHue namsateio. [lonkauka. BupTtyanbHas naMaTb. AIrOpUTMBI 3aMELLEHUS] CTPAHULL.
Bompockl pa3paboTku cucteM €O CTpaHMYHON oOpraHusanueil mnamstu. Bompocel peanu3zaiui.
CermeHnTanuus namMsarTu

TeMaTuKka NPAKTHYECKUX 3AHATUI U J1a00PaATOPHBIX padoT

MOHHTOpI/IHF 3a UCIIOJIb30BaAHUEM ITaMsTH

Tema 1.5. Ynpasnenue npoueccamy,
MHOT'OIIPOLIECCOPHBIE CUCTEMBI

Conepxanue

[Tonstue mpornecca. Ilonsarue moroka. [loHsATHE TpHOpHTETa U OYEPEIN MPOIECCOB, OCOOCHHOCTH
MHOTOIIPOIIECCOPHBIX CUCTEM. MeXIporeccopHOe B3auMOACICTBIE

[lonsatne  B3auMOONIOKMpPOBKU.  Pecypchl,  oOHapykeHHME  B3aUMOOJIOKHMPOBOK.  M30eranue
B3aUMOOJIOKHPOBOK. [IpetoTBpamienue B3anMoOI0KHPOBOK

TemaTHka NpaKTHYECKUX 3aHATHH U J1a0OpPaTOPHBIX padoT

VYipasiieHue mmporueccamm

HabmroneHune 3a UCIOIb30BaHUEM PECYPCOB CUCTEMBI

Tema 1.6. Buptyanu3zaius u o6adysble
TEXHOJIOTHH

Conepxanue

TpeGoBanus, mnpuMeHsieMble K BuUpTyanu3auuu. [unepBusopsl. TexHomorun 3¢pdeKTuBHON
BUpTyaIM3aluuu. Bupryanusanus namsatu. Bupryanusanus BBoga-BbIBoAa. BupTyanbHble yCTPONCTBA.
Bomnpoce! nuiieH3upoBaHus

O6uaunble TexHosoruu. MccnenoBanus B 06J1aCTH BUPTyalln3aluy U 00JIaKoB

TeMaTuKka NPAKTHYECKUX 3AHATUI U J1a00PaTOPHBIX padoT

W3yuenue npuMepoB BUpTyainbHbIX MamuH (VMware, VBOX)

Pasnen 2. be3onacHOCTb OnepallHOHHBIX CHCTEM

Conepxanue

10




Tema 2.1. [IpuHUIMIIBI TOCTPOECHUS
3alIUThl HH()OPMAIMY B ONIEPATUOHHBIX
cucreMax

[onsarue 6e3omacnoctn OC. Knaccudukanms yrpoz OC. Hcrounmku yrpo3 wuH(DOpMaMOHHON
Oe3omacHOCTH U OO0BEKTH Bo3neicTBus. llopsmok obecrneuenus Oe3omacHOCTH HHGOpPMAIMKA TPU
JKCIUTyaTanuu onepanroHHbix cucteM. [lTaTabie cpeacta OC s 3amuThl HHGOPMAIIHH.

AytenTudukaus, aBTOpu3aIs, ayamr.

TemaTnka NpaKTHYECKUX 3aHATHH U J1a0OpaTOPHBIX padoT

YnpasieHrue y4eTHBIMU 3alIMCSIMU MOJIb30BaTENEH U JOCTYIIOM K pecypcam

Ayaut cOOBITHIA CUCTEMBI

W3y4eHne mTaTHBIX CPECTB 3aUIUThl HHPOPMAIMH B ONIEPALIMOHHBIX CHCTEMaxX

Pa3zpgen 3. Ocodennoctu padboTsl B cOBpe

MCHHBIX OIIEPANUMOHHBIX CHCTEMAX

Tema 3.1. OnepannoHHbIE CUCTEMBI
UNIX, Linux, MacOS u Android

Conepxanue

00630p cuctemsl Linux. IIporeccsl B cucteme Linux. Ympasnenue namsaTeio B Linux. BBoa-BeiBO B
cucreMe Linux. daitnosas cucrema UNIX.

OnepaunonHsie cucteMsl cemeiictBa Mac OS: 0coOeHHOCTH, TPeUMYIIeCTBa U HEAOCTATKH.

Apxurekrypa Android. [Tpunoxxenust Android

TeMaTHKa NPaKTHYECKUX 3aHATHI U J1A0OPATOPHBIX padoT

Cosnanue nuctpuObsrotuBalinux. YcraHoBka.

Pa6ora B OC Linux.

Tema 3.2. OnepannonHas cucrema
Windows

Conepxanue

CrpykTtypa cucremsl. [Ipouecce u motoku B Windows. Ynpasienue namstbio. BBoa-BbIBOA B
Windows.

TemaTnka NpakTHYeCKUX 3aHATHH U J1a0OpaTOPHBIX padoT

YcraHoBKa 1 niepBUYHas HacTpoiika Windows.

Tema 3.3. CepBepHbie OlepaliMOHHBIE
CUCTEMBI

Copnep:xxanue

OcHoBHoe HazHaueHue cepBepHbIXx OC. Ocobdennoctu cepepHbix OC. Pacnipenenennsie (aitoBbie
CHUCTEMBI.

TemaTnka NPaKTHYECKUX 3aHATHH U J1a00PATOPHBIX padoT

Pabora ¢ cereBoii (haiiI0BOM CHCTEMON.

Pa6ota ¢ cepseproit OC, nanpumep, AltLinux.
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IIpumepnasi TeMaTuka camocTosiTe1bHOM padoTsl npu n3ydennu M/IK.01.01

1. Co3naHue BUpTyalbHON MalllWHBI.
2. YcTaHOBKa ONEpaIrMOHHONW CHCTEMBI.

3. Amnamus xypHana ayauta OC Ha paboyem MecTe.
4. V3ydeHue aHAIUTUYECKHX 0030pPOB B 0OJIACTH MOCTPOSHUS CHCTEM O€30IMaCHOCTH ONEPALMOHHBIX CUCTEM.

IIpomexyrounas arrecranus no M/IK.01.01 2
M/K.01.02 ba3bl JaHHBIX 76
Pa3jnen 1. OcHOBBI Teopuu 6a3 JaHHBIX
Tema 1.1. OCHOBHBIE MTOHSATHS TEOPHUH Conepxanue 2
0a3 maHHbIX. MoJenu JaHHBIX [Tonsitne 6a3pl naHHBIX. KOMMOHEHTHI cucTeMBbl 0a3 MaHHBIX: JaHHBIE, ammapaTHOe oOecreydeHue,
nporpaMMHOe oOecrieueHue, Moab3oBaTend. OIHOIMONB30BATEILCKUE W MHOTOMOJIb30BATEIbCKHE
cuctemMbl 0a3 maHHbIX. WHTEerpmpoBaHHBIe W o0mme AaHHble. OOBEKTHI, CBONCTBA, OTHOIICHHS.
LleHTpanu3oBaHHOE yIIpaBIeHUE TaHHBIMH, OCHOBHBIC TPEOOBAHUSI.
Mopemu nanubiX. Hepapxuueckuwe, CETE€BbIE W PEIAINMOHHBIE MOJIETH OpPraHWU3allud JAHHBIX.
[TocTpensiiimoHHbIe MOACTN JAHHBIX.
Tepmunonorus pensiunoHHbIX Mozenel. Knaccuduxarms cymnocreit. /[senaanars npasun Kogna ms
orpeieNieHus] KOHIEIIUY PEeNIIUOHHON MOJIEIH.
Tema 1.2. OCHOBBI peSILIMOHHON Coaep:xkanue 2
anreopsl OCHOBBHI penAnOHHON anreOpbl. TpaauimoHHbIe onepauu HajJ oTHOMmEeHUsIMU. CriennanbHbIe
omepanuu HaJl OTHoIeHUAMH. Oniepaluy HaJl OTHOUIEHUSIMU JTOTIOJTHEHHBIE JeiToM.
TeMaTuKka NPAKTHYECKUX 3AHATUI U J1a00PATOPHBIX padoT 2
Onepanuu HaJ OTHOIICHUSIMH
Tema 1.3. ba3oBble MOHATHS U Conepxanue 2
KJaccu(uKaIus CUCTEM YIPaBICHUS bazossie nousitust CYB/]. OcuoBHble (hyHKIHH, peanu3yembie B CYBJl. OcHoBHbIe KoMToHEHTH CYB/]
0a3amMu JTaHHBIX u ux B3ammozeiicteue. Mutepdetic CYB/]. AzbikoBeie cpenctBa CYBJl. Kmaccuduxamms CYBI.
CpasnautenbHas xapakrepuctuka CYB/I. 3nakomctBo ¢ CYB/I (1o BeIOODPY)
Tema 1.4. Conepxanue 2

HCJ’IOCTHOCTL JaHHBIX KaK KJIFOYCBOC
MoHATHE 0a3 JaHHBIX

Ilonsatue HCJIOCTHOCTHU U HCIPOTUBOPCYNBOCTH JAHHBIX. HpI/IMepLI HapymcHUs HCJIOCTHOCTH U
HCIMIPOTHUBOPCUMNBOCTU JaHHBIX. HpaBI/ma " OI'paHUYCHUA.
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Pazpnea 2. IlpoexTnpoBanue 6a3 JaHHBIX

Tema 2.1. UadopmanimonHbsie MOJETH
PETSIMOHHBIX 0a3 TaHHBIX

Conepxanue

Tunel nHGOPMAIIMOHHBIX MoJienel. Jlornueckue Moenu naHHbIX. PU3ndecKkrne MOACI JaHHBIX.

TemaTnka NpaKTHYECKUX 3aHATHH U J1a0OPaTOPHBIX padoT

HpOCKTI/IpOBaHI/Ie HH(I)OHOFHHCCKOﬁ MOACIN JaHHBIX

Tema 2.2. Hopmanu3zanus Tabaui
PENSILIMOHHON 0a3bl TaHHBIX.
[IpoekTupoBaHue CBA3EH MEXIY
TabJIMIaMu.

Conepxanue

HeoGxoaumocTs HOpManu3anuyu. AHOMaJIMU BCTaBKH, yJalleHus 1 oOHoBieHus. [IpuBenenue
Ta0JIMLBI K TIEPBOI1, BTOPOH U TpeThell HopMabHBIM (hopMaM. JlanpHelas HopMaau3anus TaOIuiI.
YetBepras U msATas HopMaibHble hopMel. [IpumMeHeHne npouecca HOpMaIU3aLUH.

TemaTnka NpakTHYECKUX 3aHATHH U J1a0OpaTOPHBIX padoT

[IpoexTupoBanue CTPyKTYpbl 0a3bl JAaHHBIX

Tema 2.3. CpeacrBa aBTOMaTHU3AINHT
HpOGKTI/IpOBaHI/IH

Conepxanue

CASE-cpencrsa, CASE-cucrema u CASE-texnonorus. Knaccudukanus CASE-cpencts.
I'paduueckoe npeacraBiaenne Moaeneit mpoekrupoanus. UML. Jluarpamma CyIiHOCTh-CBS3b,
JMarpamMMa MoTOKOB JaHHbBIX, THarpaMma mpere/ICHTOB UCIOJIb30BaHUS.

TemaTnka NpaKTHYeCKUX 3aHATHH U J1a0OpPaTOPHBIX padoT

[IpoexTupoBanue 6a3bl 1aHHBIX ¢ ucnonb3zoBanueM CASE-cpencts

Pa3zpgen 3. Opranusanus 6a3 1aHHBIX

Tema 3.1. Co3ganne 0a3pl JaHHBIX.
MaHI/IHy.]'H/IpOBaHI/IC JAaHHBIMHA.

Conepxanue

Co3nanune 6a3bl naHHBIX. PaboTta ¢ TabnuaMu: co3nanue TabIuIlbl, U3MEHEHHE CTPYKTYPHI,
HAIOJTHEHNE TaOIHIIBI JaHHBIMU. Y TIPaBJICHHUE 3alHCAME: JOOABICHUE, PEAAKTUPOBAHNUE, yIAICHAE U
Hauranus. Pabota ¢ 6a30ii JaHHBIX: BOCCTaHOBIICHHE U C)kaTHe. OTKPHITHE U MOAN(DUKAIINS TaHHBIX.
Komanne! xpanenus, 100aBiaeHus1, peAaKTUPOBAHUS, yIaJI€HUS U BOCCTAHOBIICHHS JJAHHBIX.
HaBuranus no Habopy AaHHBIX.

TemaTnka NPaKTHYECKUX 3aHATHH U J1a00PATOPHBIX padoT

Co3nanue 6a3b1 nanabix cpeacramMu CYBJI. Pabota ¢ Tabnuiamu: qo0aBiieHue, peliakTHpoBaHue,
yJIaJieHue, HaBUTalus 10 3aIUCsIM.

Conepxanue
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Tema 3.2. Unpaexcel. CB3u MEXAY
ta0mamu. O0beauHenne TadIInL]

[MocnenoBarenbHbI MOMCK TaHHBIX. COPTHPOBKA U GUIbTpaLUs NaHHBIX. HIekcupoBanue Talmuim.
Pasnuunbie THIIBI HHACKCHBIX (aiinoB. Paboune o6macti u nceBnoHUMBL. CBsI3b TaOIHUIL.
O0benrHeHne TaOJINII.

TeMaTuKa NPAKTHYECKUX 3AHATHI U J1a00PaTOPHBIX padoT

Co3nanne B3anMOCBSI3€el

CopTupoBka, MoucK U GUIBTPALUs JAHHBIX

Cnooco0bl 00beIMHEHUS TA0IUL]

Pa3nen 4. YnpagJiienue 6a30ii 1aHHBIX ¢ moMolib0 SQL

Tema 4.1. CTpyKTypUpOBaHHBIN SA3bIK
3anpocoB SQL

Conepxanue

OO11as XapakTepUCTHKA S3bIKa CTPYKTYPUPOBaHHBIX 3anpocoB SQL. CTpyKTyphl U THUIIBI JAaHHBIX.
Cranpaptsl s3pika SQL. KoManab! onpeeneHus 1aHHbIX ¥ MaHUITYJIMPOBAHUS TaHHBIMU.

TemaTnka NpakTHYeCKUX 3aHATHH U J1a0OpaTOPHBIX padoT

Cozmanne 6a3pl JaHHBIX ¢ TOMoIIbI0 KoMaH SQL. PegaktupoBanue, BcTaBKa M yJaIeHUE JTaHHBIX
cpeactBamu si3bika SQL

Tema 4.2. Onepatopsl ¥ QYHKIINH sI3bIKA
SQL

Conepxanue

Crpykrypa komansl Select. Yenosue Where. Oniepatops! v (hyHKIIMH IPOBEPKU YCIOBUH.
Jlornueckue oneparopsl. I'pynmnossie pyHKiun. OyHKIUN 1aThl 1 BpeMeHU. CUMBOJIbHbIE (DYHKIMH.

TemaTnka NPaKTHYECKUX 3aHATHH U J1a00PATOPHBIX padoT

Cozianue U UCIOJIb30BAHUE 3aIIPOCOB. ['pyIIUpoOBKa U arperupoOBaHUE TaHHBIX

KoppenupoBaHHbI€ BIOKEHHBIE 3aIIPOCHI

COSI[aHI/Ie B 3alIpOCax BbIYHUCIACMbBIX nojei. Mcmonp3oBanue yCHOBI/Iﬁ

Pa3zpnen 5. Opranuszaunus pacnpeaeéHHb

IX 023 TaHHBIX

Tema 5.1.
APXHTEKTYPBI pacpe/Ie]ICHHBIX 0a3
JTAaHHBIX

Conepxanue

ApPXUTEKTYpBI KIIMeHT/cepBep. JJocTOMHCTBA M HETOCTATKU MOJIEIICH apXUTEKTY Pl KIIMEHT/CepBep U
ux BiusiHKE Ha (pyHKIMoHupoBaHue cereBoix CYB/I. IIpoekTupoBanue 6a3pl JAHHBIX MO/
KOHKPETHYIO apXUTEKTYpy: KIIMEHT-CEPBEp, pacipe/ieieHHble 0a3bl TaHHbIX, MapaljeabHast
00paboTKa JaHHBIX.
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OTim4us ¥ IPEeNMYIIECTBa yAaJCHHBIX 0a3 JaHHBIX OT JIOKAJBHBIX 0a3 paHHbIX. [IpenmymiecTna,
HEJIOCTaTKX U MECTO INIPUMEHEHHS IBYX3BEHHOU M TPEX3BEHHON apXUTEKTYPHI.

TeMaTuKka NPAKTHYECKUX 3AHATHI U J1a00PaTOPHBIX padoT

praBJ’ICHI/IC AOCTYIIOM K 00BeKTaM 0a3bl JaHHBIX

Tema 5.2. CepBepHas yacTb
pacnpe/ieieHHO# 0a3bl JaHHBIX

Conepxanue

[Tnanuposanue u pazsépreiBanue CYB/] ais paboThl ¢ KIIMEHTCKUMHU MPHIIOKEHUSIMU

TeMaTuKa NPAKTHYECKUX 3AHATHI U J1a00PaTOPHBIX padoT

VYcranoBka CYB/I. Hacrpoiika komrnonenToB CYB/I.

Tema 5.3. Kiiuenurckas yactn
pacnpe/eneHHoi 0a3bl JaHHBIX

Conepxanue

ITnanupoanue npmioxkennii. Opranu3zanus nHTEp@eEiica ¢ moap30BaTeIeM. 3HAKOMCTBO C MacTepaMu
¥ KOHCTPYKTOpPaMHU IIPY MPOEKTUPOBaHUH GopM U oTueToB. Turbl MeHto. Paborta ¢ MeHIo: coznanue,
MO (UKALIHSL.

Hcnons3oBanne O6T)CKTHO-OpI/IeHTI/IPOBaHHI)IX A3BIKOB IIPOTpaMMHUPOBAaHUA OJId CO3OaHHA KIUCHTCKOM
4acTu 0a3bl JaHHBbIX. TexHnonoruu AocTyna.

Onrummzanus npou3BoauTenbHoCcTH padoTl CYB/I.

TemaTnka NpaKTHYeCKUX 3aHATHH U J1a0OpPaTOPHBIX padoT

Cozmanne GopM U OTIETOB

Cosnanue MeHto. ['eHeparus, 3amyck.

[TpodunupoBanue 3apOCOB KIMEHTCKUX MPUITOKESHHIH.

Pasnen 6. AnmuHuCcTpHpOBaHue U 0€30aCHOCTH

Tema 6.1.

Oo0ecrieueHue MeaI0CTHOCTH,
JIOCTOBEPHOCTH W HEITPOTUBOPECUHNBOCTH
JAHHBIX.

Conepxanue

VYrpossl nenoctHocty CYBJI. OcHOBHBIE BUABI M IPUYMHBI BOSHUKHOBEHUS YIPO3 LIEJIOCTHOCTH.
CnocoOs1 npotuBoaeiictus. [IpaBuiia, orpanuyeHus.

[TonsiTre XpaHUMOI Tpoueyphl. JlIOCTOMHCTBA U HEAOCTATKU MCIOIb30BaHUS XPAHUMBIX ITPOLIEYP.
[Tousite Tpurrepa. SA3bIk XpaHUMBIX poUEAYp U TpUTTepoB. KackagHbie BO3IEUCTBUS. Y IPaBICHUE
TpaH3aKUUsAMHU U K3IIUPOBAHUE MTAMSTH.

TemaTnka NpaKTHYECKUX 3aHATHH U J1a0OpaTOPHBIX padoT

Pa3paboTka XpaHUMBIX IPOLEAYP U TPUITEPOB

Copep:xxanue
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Tema 6.2. [lepexBar UCKITIOUUTEIBHBIX
CUTyalui 1 00paboTKa OmudOoK

[ToHsiTHE UCKIIOUNTENIBHOM CUTYyaluuu. MSATKUI U )KECTKUIA BBIXOJ U3 UCKIIOUUTEIBHON CUTYaAllUH.
MecTo BOSHUKHOBEHHUS UCKITIOUUTENLHOM cuTyanuu. Onpe/eieHne Xapakrepa OInOKY, BbI3BaBIICH
HCKJTIOYUTENIbHYIO CUTYaLUIO.

Tema 6.3. MexaHn3MbI 3alATEI
nH(}OpMAaIIUY B CUCTEMAaX yNPaBICHUS
0OasamMu JaHHBIX

Conepxanue

CpenctBa uaeHtudukanum 1 ayreHtudukanuu. O6mue ceenenns. OpraHusanus B3auMoJIeHCTBUS
CVYB/1 u 6a3oBoit OC. CpenctBa ynpasieHus 10cTynoM. OCHOBHbIE MOHATHUS: CYObEKTbI U OOBEKTHI,
IpyIIbl I0JIb30BAaTENEH, TPUBUIIETHH, PO U NPEACTABIEHUS. SI3bIKOBBIE CPEJICTBA PA3TPAaHUYEHUS
noctyna. Bunel mpuBuieruii: npuBuieruu 6€30nacHocTy U qoctyna. Konnenuus u peanuzanus
Mexanu3ma poseir. CooTHomenue npas aoctymna, onpenensieMbix OC u CYB/I.

Cpenctsa 3amuThl HHGOpPMAIMU B 0a3ax TaHHBIX

TemaTnka NpakTHYECKUX 3aHATHH U J1a0OpaTOPHBIX padoT

YrpasieHue npaBaMu JOCTyma K 0a3aM JaHHBIX

Tema 6.4. KonupoBaHue 1 nepeHoc
JaHHBbIX. BoccranoBnenue JaHHBIX

Conepxanue

Co3nanue pe3epBHBIX KOMHIA BCeil 0a3bl JAaHHBIX, )KypHala TPAH3aKIHiA, a TAK)KE OJJHOTO TN
HECKOJbKUX (hailyioB uiu (aiinoseix rpynm. [lapannenusm onepaunit Moau@UKanuy JaHHBIX U
KonupoBaHus. THUIIBI pe3epBHOTO KOMMPOBaHMs. Y IPABJICHNE PE3CPBHBIMU KOMUSAMH. ABTOMAaTH3aLUA
IIPOLIECCOB KONMPOBaHMs. BoccTaHOBIIEHUE TaHHBIX

TemaTnka NpakTHYeCKUX 3aHATHI U J1a0OpPaTOPHBIX padoT

Aymut mansabix ¢ momoiipio cpeacts CYBJl u Tpurrepos

Pe3epBHoe KOIMUPOBAHUEC U BOCCTAHOBJICHUC 0a3 JaHHBIX

IIpumepHasi TeMaTHKA CAMOCTOSITEJIbHOM padoThl npu udydyenun MJIK.01.02

O No gk~ wDdE

Brinonnenue nHAMBUIYaIbHOTO 3a1aHus 110 TeMe «lIpoekTrpoBanne nH(OIOrHUEeCcKoil MoienH 6a3bl JAHHBIX.

BrinonHenne MHAMBUAYAIBHOTO 3a/1aHus 110 Teme «HopManuzaiusi OTHOIICHUIN.

[TonroroBka pedeparos Ha Temy «Pazsurue CYBJI» (konkperHoirt CYB/I).

BrimonHenre HHIUBUyaIbHOTO 3a1anus o TeMe «Co3nanue 6a3el qaHHbIX. Co3nanue Tabmwi. Opranu3anus MeXTaOIMIHBIX CBS3CHD)
BLIHOJIHCHI/IG I/IHI[I/IBI/IILyaJII)HOI‘O 3aJaHUsI 110 TEME ((OpI‘aHI/I?,aIII/ISI 3aHpOCOB».

BrinosiHeHME MHIMBUAYAJIBHOTO 3a1aHus 10 TeMe «Co3jaHne MOoJIb30BATEIbCKOT0 MpuiioxkeHus cpeactBamu CYBJ».

Pa36op cuHTaKkcHca XpaHUMBIX MIPOLIEAYP U TPUTTEPOB.

[ToaroroBka pedeparos no Teme «OpraHuzais U UCIOIb30BaHUE MEXAaHU3MOB 3aIIUTHI 0a3bl JAHHBIX).
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IIpomexyrounas arrecrauusa no MJIK.01.02

IIpuMepHBIe BUABI CAMOCTOSITEJILHBIX Pa0OT NPHU U3YyYeHUM paszaesa 1 moayJs

CuctemaTuieckas mpopadOTKa KOHCIIEKTOB 3aHATHH, YUeOHOU U CIIeIMAIbHON TEXHHUYECKOU TUTEpaTyphl (110 BOMpocaM K rmaparpadam, riaBam
y4eOHBIX TOCOOMH, COCTABIICHHBIM TIPEIO/1aBATEIIEM )

[ToaroroBka K MpakTUYECKUM pabOTaM C HCIIOIH30BAHHEM METOJAMYECKUX PEKOMEHIAINI TIpenoaaBarens, opopMieHHE MPAKTUIECKUX padoT,
OTYETOB K UX 3aIIUTE.

YuyebHas npakTuka pasgena 1 moayJs

Buasbl patdor

YcraHoBKa IPOrpaMMHOTO 00€CIIeUeHHUsT B COOTBETCTBUU C TEXHUYECKOW TOKYMEHTAIIUCH.

Hactpoiika napamMeTpoB paboThl IPOrpaMMHOT0 0OecTieueHus], BKIYasi CHCTEMBI yIIpaBleHUs 0a3aMu JaHHbBIX.

HacTpoiika KOMIOHEHTOB MOACUCTEM 3aIUTHl HHPOPMAITUHU OTIEPAIIMOHHBIX CHCTEM.

VYnpapiieHue y4eTHbIMU 3aMTUCSAMU TOJIb30BaTENEH.

PaboTta B onepanroHHbIX cHCTeMax ¢ COOJIOCHNEM JISHCTBYIOMIMX TpeOOBaHUH 1O 3alIUTe HH()OPMAIIHH.

YcTaHoBKa OOHOBJICHHUSI IPOTPAMMHOTO 00ECTIeUeHHSL.

KoHTpOob 11€T0CTHOCTD MOACUCTEM 3aIIUTH HHPOPMAIUH ONEPALMOHHBIX CUCTEM.

BrinonHeHne pe3epBHOro KONMUPOBaHUS U aBaAPUITHOIO BOCCTAHOBJIEHUS paO0TOCIIOCOOHOCTH ONEPALlMOHHON CUCTEMBI M 0a3bl TaHHBIX

© oo N DR

Hcnonp30BaHue MPOrpaMMHBIX CPEICTB LI apXHUBHPOBAHUS HHPOPMAITUH.

25

Pa3zpnen 2 moayJis. ATMUHUCTPHMPOBAHHE ABTOMATH3MPOBAHHBIX (MH(POPMALMOHHBIX) CHCTEM B 3aIUILIECHHOM MCIIOJIHCHUH

289

M/IK.01.03 CeTn 1 cucTembl nepenauyu nHGopManuu

38

Pasnen 1. Teopust TeJIeKOMMYHMKAIMOHHBIX CeTEH

Tema 1.1. OCHOBHBIC OHATHUS U Conepxanue

olpezeNeHus Knaccudukanus cucreM cBsizu. CooO1eHus ¥ curHanbl. Busbl 31eKTpoHHBIX curHanoB. CeKTpaabHOe
npencraBieHue curuanos. [lapamerpsl curnanoB. O0bem U HH(POpPMALIMOHHAS eMKOCTh CUTHAJIA.

Tema 1.2. [Ipunnune! nepenauu Conepxanue

uH(OpMaIMU B CETAX M CUCTEMaxX CBA3M | HasHaueHue u npuHIMIBL opraHu3anuu ceteil. Kiaccudukanms cereil. MHOrOypOBHEBBIH MOAXOI.
[Iporokon. Uutepdeiic. CTex mpoTokonoB. TenekoMMyHHUKAIIMOHHAS Cpe/ia.

Conepxanue
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Tema 1.3. TunoBslie kaHabl IEpEAYN U
UX XapaKTepUCTUKU

Kanan mnepemaun. CereBod TpakT, TpyHIoOBOM KaHajd mepenadd. Ammaparypa IHQpPOBBIX
IJIE3UOXPOHHBIX cucTeM nepeaadn. OCHOBHBIE TapaMeTPbl U XapaKTEPUCTUKKU CUTHAJIOB. Y IPOIIEHHAS
cxeMa opraHuzanuu kanaiga TY

TeMaTuKa NPAKTHYECKUX 3AHATHI U J1a00PaTOPHBIX padoT

Pacuer HpOHYCKHOﬁ CIIOCOOHOCTH KaHajla CBSI3U

Pasnen 2. CeTu nepenayu JaHHbBIX

Tema 2.1. ApxutexTypa 1 NPUHLIMIIBI
paboThI COBPEMEHHBIX CETEH Nepeaayun
JAHHBIX

Conepxanue

CrtpykTypa u xapakrepucTuku cereil. CrnocoObl KOMMYTallMU U Nepeaayuu JaHHbIX. Pacnpenenenue
GYyHKIMI 110 cUcTeMaM CeTH U ajpecalus nakeToB. MapuipyTusanus U yrpaBieHHe IOTOKAMHU B
CETAX CBSI3U.

[IpoTokoibl 1 UHTEPPEHCH YIIpaBICHHUS KaHAJIAMH B CEThIO TIepeladn TaHHBIX.

TemaTHka NpaKTHYeCKUX 3aHATHH U J1a0OpPaTOPHBIX padoT

14

Kondurypuposanue cereBoro narepdeiica paboueii cTaHIIUN

KondurypupoBanue cereBoro nurepgeiica MapupyTusaropa no npotokoiny IP

Koppekuus npoGiem nntepdeiica MapuipyTuzaropa Ha GU3NIECKOM U KaHAJIbHOM YPOBHE

JluarHocTHKa U pa3pelieHue mpoodaeM CEeTeBOro ypOBHS

Jlnarnoctuka u pazpelieHue npooaemM NpoTOKOJIOB TPAHCIIOPTHOTO YPOBHS

Jlnarsoctuka u pa3pelieHue npodaeM NPOTOKOIOB MPUKIAIHOTO YPOBHS

Tema 2.2. becnipoBO/IHbIE CUCTEMBI
nepeaavn JaHHbIX

Conepxanue

BecnipoBonubie kaHaisl cBsizu. becipoBoanbie cetn Wi-Fi. [Ipenmymiecta u 061acTb NpUMEHEHUS.
OcHOBHBIE 3NIEMEHTHI OecripoBOIHBIX ceTeil. CtanaapThl OecipoBoHbIX ceTel. Texnonorus WIMAX

TemaTnka NpakKTHYECKUX 3aHATHH U J1a00PATOPHBIX padoT

Hactpoiika Wi-Fi mapiipytuszaropa

Tema 2.3. CoTOBBIE U CITyTHUKOBBIE
CUCTEMBI

Copep:xxanue

[Tpuniuns! pyHKIMOHUPOBaHUS cucTeM coToBoi cBs3u. Crangaptsl GSM u CDMA. CriyTHUKOBBIE
CUCTEMBI NIEPEIAUYN JaHHBIX.

IIpumepHasi TeMaTHKa camMocTosiTe1bHON padoTsl npu n3ydyennu MJ/IK.01.03

1. Hacrpoiika Wi-Fi mapmpyTu3zatopa
2. U3ydeHue ceTeBBIX yTHUIIHT
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3. Kondurypuposanue cereBoro narepderica
4. MapupyTu3anus 1 ynpasjieHUue MOTOKaMU B CETAX CBS3U

IIpome:xxyrounas arrecrauust mo M/IK.01.03 4
Y4yeOHas npakTuka pasaena 1 moxyuas 16
Buabl pador:
1. Wsydenue uHTEpdEiica BUPTYATbHBIX MAITUH
2. YcraHOBKa HAacCTpoiika paboTa B BUPTyaJbHON MalllHE
3. Hacrpoiika Wi-Fi mapmpyTtuzaropa
4. VI3yueHue CeTeBbIX YTHIIUT
5. Koudurypuposanue cereBoro uHTepdeiica
6. MapmpyTuzanus u yrpaBJIeHUE TIOTOKaMH B CETSIX CBSI3U
7. Bpluncnenne SHEpProeMKOCTH CUTHAJIOB
M/IK.01.04 Dxcniiyatanusi aBTOMATH3UPOBAHHBIX (MH(GOPMALMOHHBIX) CUCTEM B 3allIMILIEHHOM HCIIOJTHEHUH 96
Paspnen 1. PazpadorTka 3a1MIIeHHBIX ABTOMATH3UPOBAHHBIX (MHGOPMALIMOHHBIX) CHCTEM
Tema 1.1. OcHOBBI HH(POPMAITMOHHBIX Conepxanue 6
CHCTEM KaK 0OBEKTa 3alIHTHI. [Tonsarue aBromaruzupoBanHoi (MH(poOpMaroHHOK) cuctembl OTinunTensbHble yepThl AC Hanbonee
4aCTO UCHOJIb3YEMBIX KJIacCH(PUKAIMA: TI0 MaciuTaly, B 3aBUCMOCTH OT XapakTepa
MH(POPMALIMOHHBIX PECYPCOB, TI0 TEXHOJIOTUN 00paObOTKHU TaHHBIX, TI0 CIIOCO0Y AOCTYyNa, B
3aBUCHUMOCTH OT OpraHM3alMi CUCTEMBI, IO XapaKTepy HUCII0JIb30BaHUs HH(pOpMalnu, o cdepe
npumenenus. [Ipumepsr oonacreit npumenenus AVC. Ipoueccst B AUC: BBOa, 00paboTka, BHIBOS,
obpatHas cBs3b. TpeboBanus kK AUC: THOKOCTh, HaJIEKHOCTH, 3PPEKTUBHOCTH, 0€3011aCHOCTb.
OcHOBHBIE 0COOEHHOCTH COBpeMeHHbIX PoeKToB AV C. DneKTpoHHbII TOKYMEHTOOOOPOT.
TemaTnka NPpaKTHYECKUX 3aHATHH U J1a00PATOPHBIX padoT 2
PaccmoTtpenue npumepoB GyHKIIMOHUPOBAHHS aBTOMAaTU3UPOBAHHBIX HH(POPMAIIMOHHBIX CUCTEM
(ETAUC, Poccuiickas Topropasi cucremMa, aBTOMaTU3MPOBaHHAA HHPOPMALIMOHHAS CUCTEMA
KOMITAHUH )
Tema 1.2. XKu3HEHHBIH UK Copep:xanue 6
ABTOMAaTU3HPOBAHHBIX CUCTEM [Tonsitue xuznennoro uukina AVC. [Ipoueccs! xu3znenHoro nuukina ANUC: ocHOBHBIE,

BCIIOMOTaTeNIbHbIE, Opranu3anuonubie. Ctaauu sxu3HenHoro uukia AVUC: monenupoBanue,
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yIpaBlieHUuE TPEOOBAHUSIMU, aHAIIU3 U TIPOSKTUPOBAHNE, YCTAHOBKA M CONPOBOXKIeHUE. Mogenu
sxn3aennoro mukiaa AVC.

3amauu ¥ ATarbl MPOSKTUPOBAHS aBTOMATU3UPOBAHHBIX CUCTEM B 3aIIUIIICHHOM UCTIOJTHCHUH.
Mertononoruu npoektupoBanus. Opranuzaius padboT, GyHKIIUH 3aKa34MKOB U pa3pabOTIHKOB.

TpeOGoBaHMs K aBTOMAaTU3UPOBAHHON CHCTEME B 3aIIUIIIEHHOM HCIIOTHEHUU. PaOOThI HA CTaIUAX U
JTanax Co3JaHHs aBTOMATHU3UPOBAHHBIX CUCTEM B 3alllMIIICHHOM HCTIOJIHEHUU. TpeboBaHus 10 3aIIuTe
CBEJICHUI O CO3/1aBa€MOM aBTOMAaTU3HUPOBAHHON CUCTEME.

TeMaTuKka NPAKTHYECKUX 3AHATHI U J1a00PaTOPHBIX padoT

Pa3paboTka TexHHMUECKOro 3aJjaHus Ha IPOEKTUPOBAHUE aBTOMATU3UPOBAHHOMN CHCTEMBI

Tema 1.3. Yrpo3sl 6e30macHOCTH
MHOPMAIMY B aBTOMAaTU3UPOBAHHBIX
cucTeMax

Conepxanue

[TorenmanpHbIe YTpO3bl 0€30MaCHOCTH B aBTOMATH3UPOBAHHBIX CUCTeMaX. VICTOYHUKH U OOBEKTHI
BO3/€UCTBUS yrpo3 Oe3zomacHocTy nHpopMmarmn. Kpurepun kinaccupukamuu yrpos. MeTobl OleHKH
OIaCHOCTH yrpo3. bank gaHHBIX yrpo3 0e3omacHocTy HHpOpMaIu

[MonsTue ys3BuMoctr yrpo3sl. Kimaccudukamms ysi3BUMOCTEH.

TemaTnka NPaKTHYECKUX 3aHATHH U J1a00PATOPHBIX padoT

KareropupoBanre HHPOPMAIMOHHBIX PECYPCOB

Amnanu3z yrpo3 6e€301nacHOCTH HHPOpPMaLUU

[Toctpoenue Mmonenu yrpo3

Tema 1.4. OCHOBHBIE MEpHI 3aLUTHI
nH(pOpMaIIUK B aBTOMATU3UPOBAHHBIX
cucTeMax

Conepxanue

OpFaHI/ISaL[I/IOHHBIC, IIpaBOBLIC, IIPOrPAMMHO-AIIIIAPATHBIC, KpI/IHTOFpaQ)I/I‘IeCKI/Ie, TCXHUYCCKUC MCPbI
3alllUThI I/IH(I)OpMaLII/II/I B aBTOMATHU3UPOBAHHBIX CUCTCMAX.

HopmatuBHO-npaBoBas 6a3a [uis onpeeneHus: Mep 3aluTbl HHQOpMaIui B aBTOMaTU3UPOBAaHHbIX
WH(POPMALMOHHBIX CHCTEMaxX M TPeOOBaHUN K HUM

Tema 1.5. Coaeprkanue u nopsI0K
skcruryatanuu AC B 3alIMIIEHHOM
HCIIOJIHEHUHU

Conepxanue

12

Nnentuduxanus n ayreHTUGUKAINSA CyOBEKTOB IOCTYIMAa U 0OBEKTOB JAOCTYTIA.
VYnpasieHue 10CTyNoM CyObEKTOB JIOCTYyIa K 00bEKTaM J0CTyIa.

OrpanndeHue NporpaMMHO cpeapbl.
3amuTa MamMHHBIX HOCUTENEH nHOopMaIn

Perucrparnus cobbiTuit 6e30macHOCTH
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AHTUBHpYCcHas 3anuTa. OOHapy)KeHHE TPU3HAKOB HATMYHS BPSJJIOHOCHOTO MTPOTPAMMHOTO
obecrnieuenus. Peanm3anus anTuBupycHOU 3ammThl. OOHOBIICHNE 0a3 JAHHBIX TPU3HAKOB
BPEIOHOCHBIX KOMITBIOTEPHBIX MPOTPAMM.

OGHapy>xeHue (IIpeaoTBpaIieHue) BTOPIKEHUH

KonTtpons (ananu3) 3amuineHHocTd HHGopMaum
Obecnevenue 1ET0CTHOCTH HHPOPMALMOHHONW CUCTEMBI U MH(OpMaIu
OOGecrneueHue JOCTYTHOCTH HH(POPMAITUN

Texnonoruu Buptyanuzanun. Llens co3manus. 3aqauun, apXuTeKTypa U OCHOBHBIE (DyHKITHH.
[Ipenmy1iecTBa OT BHEIPEHHUS.

3amura TEXHUUYECKUX CPECTB.
3amura HHPOPMALMOHHONW CUCTEMBI, €€ CPEJICTB, CUCTEM CBSI3U U MEpeauul TaHHBIX

Pe3CpBHOC KOIMMUPOBAHUEC U BOCCTAHOBJICHHUC JaHHBIX.

ConpoBoxk/IeHHE aBTOMAaTU3UPOBAHHBIX CUCTEM. YTIpaBICHUE PUCKAMH U UHIIUACHTAMU YTIPABICHHUS
0€30ITaCHOCTHIO.

Tema 1.6. 3amura nadopmarum B
pacnpeeeHHbIX aBTOMATU3UPOBAaHHBIX
cUcTeMax

Conepxanue

MexaHu3MBbl U METO/IbI 3aIUTHI MH(OPMALIUY B paclpeAeleHHbIX aBTOMAaTU3UPOBAHHBIX CUCTEMAX.
ApXUTEKTypa MEXaHU3MOB 3aIUTHI PACIIPECIICHHBIX ABTOMAaTU3UPOBAHHBIX CUCTEM. AHAN3 U
CUHTE3 CTPYKTYPHBIX M (PYHKIIHOHATBHBIX CXEM 3aIIUICHHBIX AaBTOMAaTU3UPOBAHHBIX
MH(OPMAIIMOHHBIX CUCTEM.

Tema 1.7. OcobenHocTu pazpaboTKu
MH(GOPMAIIMOHHBIX CHCTEM
MEePCOHAIBHBIX JTaHHBIX

Conepxanue

OO6mue TpeGoBaHUs 0 3alTUTE TIEPCOHATBHBIX JaHHBIX. COCTaB U COACpIKaHNUE OPTraHU3aIMOHHBIX 1
TEXHUYECKUX MEP IO 3aIUTe HH()OPMAITMOHHBIX CUCTEM MEPCOHANIbHBIX JaHHbIX. [Topsaok BeIOOpa
Mep 10 00ecTieueHU 0 OE30MaCHOCTH MEPCOHATBHBIX TaHHBIX. TpeOoBaHuUs MO 3alUTE MEPCOHATBHBIX
JTAHHBIX, B COOTBETCTBUHU C YPOBHEM 3alIUILIEHHOCTH.

TemaTnka NpakTHYECKUX 3aHATHH U J1a0OpPaTOPHBIX padoT

Omnpenenenust ypoHs 3amuinenHocta UCIIJIxH u BeiOop Mep o obecneueHuto 6e3omnacuoctu [1/1H.

Paznen 2. 3KCHJ’IyaTaIIHﬂ AU IICHHBIX aBTOMAaTU3UPOBAHHBIX CUCTEM.
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Tema 2.1. OcOOEHHOCTH KCILTyaTaIlMN
ABTOMATHU3HWPOBAHHBLIX CUCTCM B
3aIIUICHHOM UCIIOJHEHHH.

Conepxanue

Ananu3 nHPOPMALMOHHON HHPPACTPYKTYPHl aBTOMATU3UPOBAHHOW CUCTEMBI M €€ O€30MacCHOCTH.

MeTopl MOHUTOPUHTA U ayAUTA, BBISIBICHUS YIpo3 HH(OPMAIIMOHHON 0€30MacHOCTH
ABTOMAaTHU3UPOBAHHBIX CUCTEM.

Copneprxanue U OPSIIOK BBITIOTHEHUS pa0OT 110 3a1uTe HHGOpMAIK TPU MOJICPHU3AIIH
ABTOMATU3UPOBAHHON CUCTEMBI B 3aLIHIIICHHOM HCIOIHEHUN

Tema 2.2. AaMuHHUCTpUpPOBaHUE
aBTOMAaTU3UPOBAHHBIX CUCTEM

Conepxanue

3anaun ¥ QyHKIUM aJMUHUCTPUPOBAHMS aBTOMAaTU3UPOBAHHBIX CUCTEM. ABTOMATU3ALUS YIIPABICHUS
ceTblo. Opranu3zanus aIMUHUCTPUPOBAHUS ABTOMAaTU3UPOBAHHBIX CUCTEM. A TMUHUCTPATUBHBIN
NepcoHal U paboTa ¢ OJIH30BATEISIMA. Y IIPaBIICHUE, TECTUPOBAHKE U SKCILTyaTaIlHs
aBTOMAaTH3UPOBAHHBIX ccTeM. MeTobl, CIOCOObI U CpeACTBa 00ECIIeUeHNs 0TKa30yCTOHUMBOCTH
aBTOMAaTU3UPOBAHHBIX CUCTEM.

Tema 2.3. JledarenbHOCTh EpcoOHANa 1O
9KCILTyaTalluy aBTOMAaTU3UPOBAHHBIX
(nH(pOpPMAITOHHBIX) CHCTEM B
3aIUIIIEHHOM UCIIOJIHEHUN

Conepxanue

CopeprxaHue U IOPSAIOK EATEIHHOCTH MEePCOHANA MO AKCIUTyaTaI[uH 3aIIUIICHHBIX
ABTOMATH3MPOBAHHBIX CHCTEM U TIOJICUCTEM OS30TIaCHOCTH aBTOMATU3UPOBAHHBIX cucTeM. O0Ime
00513aHHOCTH aJIMUHUCTPATOpa HHPOPMAIMOHHON 0€30MaCHOCTH ABTOMATU3UPOBAHHBIX CHCTEM.

Tema 2.4. 3ammuTa ot
HECaHKIIMOHUPOBAHHOTO JIOCTyTA K
nHpopmarun

Conepxanue

Ocuosubie npuHIUIGI 3amuThl oT HCJI. OcHoBHbIe criocoObt HCI. OcHOBHBIEC HaNpaBiIeHUS
obecnieuenus 3amuTel T HCJI. OCHOBHBIE XapaKTEepUCTUKU TEXHUUYECKUX cpeacTB 3amuThl oT HC/I.
Opranuzanus padot no 3amure ot HC/I.

Knaccudukanus aBromatu3upoBaHHbIx cucteM. TpeboBanus no 3amute uapopmarmu ot HCI nst
AC

Tpeb6oBanus 3amuimenHoctd CBT or HC/L k undopmariu

TpeboBaHus K CpeaCcTBaM 3allIUThI, 0OecreurBarouM 0e3onacHoe B3aumoeiictaue cereit OBM, AC
MMOCPEACTBOM YIIPABJIICHHUA MCKCCTCBBIMU ITOTOKaAaMHU I/IH(];)OpMaHI/II/I, " pCaIM30BaAHHBIX B BUAC M5

IIpomexyTounas arrecranusi mo M/IK.01.04

Tema 2.5. C3U ot HCJ]

‘ Conepxanue
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Ha3nauenue 1 0CHOBHbBIE BO3MOKHOCTH CUCTEMBI 3aLIUTHI OT HECAHKLIIMOHUPOBAHHOTO JJOCTYTIA.
ApXUTeKTypa U cpelcTBa yipasneHusa. O0uue npuHIuis! ynpasieHusi. OCHOBHbIE MEXaHU3MBI
3aIUTHI. YTpaBiieHHe ycTporicTtBamu. KoHTpob anmapaTHol KOH(DUTypauy KOMIIbIOTEpa.
N3buparensHOE pa3rpaHUYEHUE JOCTYNA K YCTPOHCTBAM.

YmpasieHue JOCTYIOM U KOHTPOJb TiedaTu KoHpuaeHnanpbHoi nHpopmarmu. [IpaBuna paboTsl ¢
KOH(UICHIIMATBbHBIMU pecypcamu. HacTpoiika MexaHn3ma MmoJIHOMOYHOTO YIPaBIEHUS TOCTYIIOM.
Hacrpoiika peructpanuu coObITUNA. YTIpaBIeHUE PEKUMOM MTOTOKOB. YTIPABICHUE PEKUMOM

KOHTPOJIS 1eYaTu KOH(UIeHIIMAIbHBIX JOKYMEHTOB. YIpaBieHue rpudamMu KoH(UACHIIHAIEHOCTH.

OGecmneueHue 1eI0CTHOCTH HH(GOPMAIIMOHHON CUCTEMBI K HH(POPMAITUN

[{eHTpann30BaHHOE YNPABIECHUE CUCTEMOM 3aINTHI, ONIEPATUBHBI MOHUTOPUHT U aYJUT
0€30I1aCHOCTH

TemaTnka NPaKTHYECKUX 3aHATHH U J1A00PaATOPHBIX PadoT

14

VYcranoska u Hactpoiika C3U or HC/|

3amuTa BXoAa B cucteMy (MACHTU(UKAIMS U ayTeHTU(UKAIMS T0Ib30BaTeNeH)

Pasrpannuenue nocryna K ycrpoicTBam

VYnpasieHnue 10CTynom

Hcnons3oBanue MPUHTCPOB IJIA IICYaTU KOH(bI/IZ[eHI_II/IaHLHLIX JAOKYMCHTOB. KOHTpOHb IeyaTtu

Hactpoiika cucremsl 1Jid 3a1a4 ayaura

Hactpoiika KOHTpOJIA IETOCTHOCTH U 3aMKHYTOM IPOrPaMMHON CpEbI

[leHTpaM30BaHHOE YIPABICHUE CHCTEMOM 3allUThI, ONIEPATUBHBIA MOHUTOPUHT U ayIHUT
0€e30I1aCHOCTH

Tema 2.6. Dxcrimyaranus cpeicTs
3alIUThl HH(OPMAIMK B KOMITBIOTEPHBIX
CeTsX

Conepxanue

HOp?II[OK YCTAaHOBKH M BBOJA B SKCITyaTalluIO CPECACTB 3alIUThI I/IH(i)OpMaHI/II/I B KOMITIBIOTCPHBIX
CCTAX.

[TpyHLIMITEI OCHOBHBIX METOAOB OpraHU3aIlMH U MIPOBEICHUSI TEXHUYECKOTO OOCITYKUBAHUS
BBIUHUCIUTENbHON TEXHUKHU U IPYTHX TEXHUYECKUX CPEICTB MH(OpMaTH3aluu

JlnarHocTrka KOMIOHEHTOB CUCTEM 3alllUThl MHPOPMALIMU aBTOMATU3UPOBAHHBIX CUCTEM,
yCTpaHEHUE OTKA30B U BOCCTAHOBJIEHHE Pa0OTOCIIOCOOHOCTH aBTOMAaTU3UPOBAHHBIX
(uH(OPMAIIMOHHBIX) CHCTEM B 3alIUIIEHHOM HCIIOJTHEHUN
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HacTpoiika n ycTpaneHre HeHMCIIPaBHOCTH IPOTPAMMHO-AIIAPATHBIX CPEJCTB 3alIUTH HH(OpMaIiy B
KOMITBIOTEPHBIX CETAX M0 3aIaHHBIM IIpaBUJIaM

TeMaTuKka NPAKTHYECKUX 3AHATHI U J1a00PaTOPHBIX padoT

yCTpaHeHI/Ie OTKa30B U BOCCTAHOBJICHHUC pa6OTOCHOCO6HOCTI/I KOMIIOHCHTOB CHUCTCM 3allIUThI
I/IH(l)OpMaI_II/II/I ABTOMATU3HUPOBAHHBIX CUCTCM

Tema 2.7. JlokyMeHTanus Ha Conepxanue

3alUIIAEMYI0 aBTOMaTU3UPOBAHHYIO
CUCTEMY

OCHOBHBIC IKCIUTyaTaIlMOHHBIC JOKYMEHTHI 3aIIUIIICHHBIX aBTOMaTH3UPOBAaHHBIX CUCTeM. Pa3paboTka
U BEJCHME HKCIUTYaTAal[MOHHOMN TOKYMEHTAIIUY 3alIUIIEHHBIX aBTOMATU3UPOBAHHBIX CUCTEM. AKT
BBOJIa B OKCIUTyaTalllio Ha aBTOMAaTU3UPOBAHHYIO cucTeMy. TeXHUYEeCKUI MacnopT Ha 3alIUIAeMyI0
ABTOMATHU3UPOBAHHYIO CUCTEMY.

TemaTnka NpaKTHYECKUX 3aHATHH U J1a0OPaTOPHBIX padoT

O(l)OpMJ'IeHI/Ie OCHOBHBIX 3KCINTYaTAallMOHHBIX JTOKYMCHTOB Ha aBTOMATU3HPOBAHHYIO CUCTCMY.

IIpumepHasi TeMaTHKa caMOCTOsITeIbHON padoTsl npu n3yyennu MJIK.01.04

1. Pa3paboTka KOHIIETIIIMY 3aIIUTHl aBTOMATU3HUPOBAHHON (MH()OPMAITMOHHON) CHCTEMBI

2. Ananu3 6aHKa JaHHBIX yrpo3 0e30macHoCTH UH(OpMaLK

3. Aranmus xypHana ayauta OC Ha paboyem mecTe

4. IocTpoeHre CBOAHON MaTPUIIbI YTPO3 aBTOMATU3UPOBAHHON (MHPOPMAIIOHHOM) CUCTEMBI

5. AHanu3 noiuTHK 6€30MacCHOCTH MH(POPMALIMOHHOTO 00BEKTa

6. 3yueHne aHaTUTUYECKUX 0030pOB B 00JaCTH MOCTPOEHUS CHCTEM 0€3011acCHOCTH

7. AHanmM3 mporpaMMHOTO 00ECTIeYeHHS B 00JIACTH ONPEACTICHNs] PUCKOB HH(POPMAITMOHHOW 0€30MaCHOCTH U MPOEKTUPOBAHHSI O€30MaCHOCTH
uH(pOopMaIuu

Ipome:xxyrounas arrecrauust mo M/IK.01.04

Y4eOHas npakTuka pasgena 1 monyJus

Buasbi pador:

1. DOkcruyaranys HHPOPMAITMOHHBIX CHUCTEM

2. Merons! u cpencta npoektupoBanus MC

3. KowmmekcHas pabota

4. PacnipeneneHHbIe CHCTEMBI 00pa0OTKH HHPOPMALIUT

16
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MAK.01.05. DxcruryaTtauusi KOMIbIOTEPHBIX ceTel

106

Pasznen 1. OcHOBBI Hepesayn JAHHBIX B KOMIIBIOTEPHBIX CETAX

Tema 1.1.
Moenu ceTeBOro B3aUMOAEHCTBUA

Conepxanue

Mopguens OSI. Yposuu mozenu OSI. B3aumozeiictBue Mexay ypoBHAMU. HKaNCyIsAUs TaHHBIX.
Onucanue ypoBHeit moaenu OSI.

Mopnens u crek nporokosioB TCP/IP. Onucanue yposueit mogenu TCP/IP.

TemaTnka NPaKTHYECKUX 3aHATHH U J1a00PATOPHBIX padoT

W3yueHne 311eMEHTOB KaOeIbHOM CUCTEMBI.

Tema 1.2.
®uznyeckuil yposenb Mojaenu OSI

Conepxanue

Ilonsarue nuauu 1 KaHana cBs3u. Curnaiabl. OCHOBHBIC XapaKTCPUCTUKU KaHaJla CBA3H.

MeTO,I[BI COBMCCTHOI'O UCITIOJIb30BAHUA CPCABI IICPEAAYN KaHaJla CBA3HU. MYJ'IBTI/IHJICKCI/IpOBaHI/IC nu
MCTOAbI MHOKCCTBCHHOT'O JOCTYIIA.

ONTOBOJIOKOHHBIE JIMHUH CBSI3U

Cranpaptel kabeneil. DnekTpudeckas MpoBOIKA.

BecnipoBoanas cpena nepenayu.

TeMaTuKka NPAKTHYECKUX 3AHATHI U J1a00PaTOPHBIX padoT

Co3nanue cereBoro kabelnst Ha OCHOBE HedIKpaHUPOBaHHOM BUTOM mapel (UTP)

CBapka ONTHYECKOTO BOJIOKHA

Tema 1.3.
Tonosorus KOMIBIOTEPHBIX CETEH

Conepxanue

ITousgrue Tomoyiornu cetu. CeTeBoe 060py,HOBaHI/Ie B TOIIOJIOI'KH. O630p CETEBBIX TOIOJIOTHH,

TemaTnka NpaKTHYECKUX 3aHATHH U J1a0OpaTOPHBIX padoT

Pa3paboTka Tomonoru cetu HeOOIBIIOTO MPEATIPUITHS

ITocTpoeHnne 0THOPAHTOBOM CETH

Tema 1.4.
Texnonoruu Ethernet

Copep:xxanue

O0630p TEXHOJIOTHI TOCTPOEHUS JIOKABHBIX CETEH.

Texnonorust Ethernet. ®usnueckuii ypoBeHb.

Texnonorus Ethernet. Kananbhsiil ypoBeHb

TeMaTuKka NPAKTHYECKUX 3AHATHI U J1a00PaTOPHBIX padoT
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http://learn.dlink.ru/mod/lesson/view.php?id=582&pageid=1693
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http://learn.dlink.ru/mod/lesson/view.php?id=582&pageid=1696
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http://learn.dlink.ru/mod/lesson/view.php?id=582&pageid=1723
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Nsyuenune anpecanuu kananpHoro yposus. MAC-aapeca.

Tema 1.5. TexHomoruu komMmmyTauuu

Conepxanue

AJIrOpUTM MpO3pavyHoOro Mocta. Metoasl koMmMmyTauuu. TexHOIOruu KoMmMyTanuu u Mmojess OSI.

KOHCprKTI/IBHOG HCIIOJIHCHUC KOMMYTAaTOPOB. dusznyeckoe CTCKUPOBAHUC KOMMYTATOPOB.
HpOFpaMMHOC obecneucHue KOMMYTaTOPOB.

OO01m1re MpUHIUIIBI CETEBOTO au3aiiHa. TpexypoBHEBas uepapxudeckas MOJeIb CETH

Texnonorus PoweroverEthernet

TemaTnka NpakKTHYECKUX 3aHATHH U J1a00PATOPHBIX padoT

Cozlanne KOMMYTUPYEMOU ceTH

Tema 1.6. Ceresoii nporokoun IPv4

Conepxanue

CereBoii ypoBenb. [Iporokoi [P Bepcuu 4. O0mue GyHKIIUN KITACCOBOM U OECKIIACCOBOM apecalnu.
Briaenenue agpecos.

Mapupyruzauus nakeros [Pv4

[TpoTOKOJIBI IMHAMUYECKOH MapIIpyTH3aLUU

TemaTHka NpaKTHYeCKUX 3aHATHH U J1a0OpPaTOPHBIX padoT

Nsyuenune IP-agpecanum.

Tema 1.7. CkopocTHbIE U O€CIIPOBOHbBIE
ceTu

Conepxanue

Cetpb FDDI. Cets 100VG-AnyLAN
CBepXBBICOKOCKOPOCTHBIE CETH
becnipoBoaHbIE ceTn

TemaTnka NpakTHYeCKUX 3aHATHH U J1a0OpaTOPHBIX padoT

Hactpoiika 6ecripoBoIHOTO CETEBOr0 000PYI0BaHUS

Pa3zpgen 2. TexHo10rum KOMMyTALIMM M MApLIPYTH3aluM coBpeMeHHbIX ceTeil Ethernet

Tema 2.1.
OCHOBBI KOMMYTAaIUU

Copnep:xxanue

@YHKIIMOHUPOBAHNE KOMMYTATOPOB JIOKAJIbHON CETH. APXUTEKTypa KOMMYTaTOpoB. THIIbI
uHTEp(PEeicoB KOMMYTaTOPOB.
YnpasieHrue NoTOKOM B MOJIYIYIIJIEKCHOM U AYTUIEKCHOM PEKUMax.

XapakTepHUCTUKHU, BIUSIONINE HAa TPOU3BOAUTEILHOCTE KOMMYTAaTOpOB. O030p (PYHKIIMOHATBHBIX
BO3MOXHOCTE KOMMYTaTOPOB
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TemaTrka MPakTUYECKUX 3aHITHIA U JJA0OPATOPHBIX paboT

Pabota ¢ 0OCHOBHBIMH KOMaHaMH KOMMYTaTOpa.

Tema 2.2.
HauanpHas HacTpoiika KOMMyTaTopa

Copep:xxanue

CpenctBa ynpasieHus kommyTtaropamu. [loakimodeHne Kk KoHCou uHTepdelica KOMaHAHOW CTPOKU
kommyTartopa. [loaximtouenne k Web-untepgeiicy ynpasieHHss KOMMYTaTopa.

HavanpHas KoHQUrypamus KoMMyTaTopa. 3arpy3ka HOBOTO IMPOrPaMMHOT0 00ecieueHus Ha
KOMMYTATop. 3arpy3Ka 1 pe3epBHOE KOMMPOBAHNE KOH(DUTYPALIUH KOMMYTaTOpa.

TeMaTHKa MpPaKTHYECKUX 3aHATHI H JIAGOPATOPHBIX padoT

Komaniel 00HOBIIEHHSI TPOrPaMMHOTO 00ecreueHus] KOMMyTaTopa 1
COXPaHEHMsI/BOCCTAHOBIIEHUS KOH(UTYPAallMOHHBIX (paiijioB

Komanne! ynpaBnenus tabnuiamu kommytanud MAC- u IP-
aapecoB, ARP-Tabmuipt

Tema 2.3.
Bupryanbshbie nokanbhbie cetu (VLAN)

Conepxanue

Tunst VLAN. VLAN na ocHose noptoB. VLAN Ha ocHoBe crannapra I[EEE 802.1Q. Cratuueckue n
nuHamuyeckue VLAN. [Tpotokon GVRP.

Q-in-Q VLAN. VLAN Ha ocHoBe nopToB U 1poTokoiioB — ctanaapt IEEE 802.1v. ®ynkuus
TrafficSegmentation

TemaTnka NPaKTHYECKUX 3aHATHH U J1a00PATOPHBIX padoT

Hacrtpoiika VLAN na ocHoBe ctangapra IEEE 802.1Q

Hactpoiika npotokona GVRP.

Hactpoiika cermenTanuu tpaduka 6e3 ucnonb3oanuss VLAN

Hacrpoiika dyuakuuun Q-in-Q (Double VLAN).

CamocrosrensHas padora no co3ganuto JIBC Ha ocHoBe cranmpapra IEEE 802.1Q.

Tema 2.4.
OYHKIMH MTOBBIIIEHUS HAJIEKHOCTH U
HpOI/I3BO)II/ITeJ'IBHOCTI/I

Conepxanue

[Iportokon Spanning Tree Protocol (STP). Vsa3sumoctu nmporokona STP.

Rapid Spanning Tree Protocol. Multiple Spanning Tree Protocol.

JlononHuTtenbHble (PYHKIMM 3aIUTHI OT METeNb. ATPErHpOBAHNE KAaHAJIOB CBS3H.
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TemaTnka NPaKTHYECKUX 3aHATHH U J1a00PATOPHBIX padoT

Hacrpoiika mpotokomnoB ces3ytomiero nepesa STP, RSTP, MSTP.

Hactpoiika ¢pynkimu 3ammtel oT oOpasoBanus nerens LoopBackDetection

ArperupoBaHue KaHaJOB.

Tema 2.5.
Anpecaiusi CETeBOTO YPOBHS U
MapuIpyTU3alus

Conepxanue

00630p aapecaruu cereBoro yposHs. @opmupoBanue mojcereit. beckimaccoas anpecarus [Pv4.
Crnioco6s! koHpurypauuu [Pv4-anpeca.

[Iporokoin [Pv6. ®opmupoBanue uaeHTHPUKATOpa HHTEpdEica.
Crioco6s1 koHpurypanuu [Pv6-anpeca.

[TnanupoBanue noacereit [IPv6. [Iporokon NDP.

[TonaTre MapupyTusanuu. J{UCTaHIIMOHHO-BEKTOPHBIE POTOKOJIBI MapupyTtusanuu. [Iporokon RIP.

TeMaTuKka NPAKTUYECKUX 3AHATUI U J1a00PATOPHBIX padoT

OcHOBHBIE KOH(PUTYpaIMK MapLIpyTHU3aTOpa.

Pacmmpennbie KOHGUrypauu MappyTu3aTopa.

Pa6ora ¢ nmporokonom CDP.

Pa6ota ¢ mpotokosiom TELNET. Pa6ota ¢ nporokonom TFTP.

Pa6ota ¢ mpotokosiom RIP.

Pa6ora ¢ mpotokosniom OSPF.

Kondurypuposanue ¢pynkuun mapmpytuzatopa NAT/PAT.

Kongurypuposanue PPP u CHAP.

IIpome:xyrounas arrecrauust mo M/IK.01.05

Tema 2.6.
KauecTtBo o6cmy:xuBanus (QoS)

Conepxanue

Mopnenu QoS. Ilpuopuresanus nakeroB. Kinaccudukamus nakeroB. MapkupoBKa MakeToB.

VYnpaneHue neperpy3kamMyu U MEXaHU3Mbl 00CITyKUBaHUA ouepeei. MexaHu3M IpeaoTBpaleHHs
neperpy3ok. Konrposs nosocs! nponyckanus. IIpumep Hacrpoiiku QoS.

TemaTnka NpakTHYECKUX 3aHATHH U J1a0OpaTOPHBIX padoT

Hacrpoiika QoS. ITpuopuru3zamus tpadurka. YpapieHue MOI0COH MPOITyCKaHUS
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Tema 2.7.
OyHKIIH obecrieueHus 0€30aCHOCTH U
OrpaHHYCHUS JTOCTYIA K CETH

Conepxanue

Cnucku ynpasienus goctynom (ACL). @yHKIMM KOHTPOJISI Ha/l MOAKIIOYEHUEM Y3JI0B K TTOPTaM
KOMMYTAaTopa.

Aytentuduxanus noas3obareneid 802.1x. 802.1x Guest VLAN. @ynxiuu 3ammtel LITY
KOMMYTAaTopa.

TemaTnka NPaKTHYECKUX 3aHATHH U J1a00PATOPHBIX padoT

Crmcku ynpasnenus goctynom (AccessControlList)

KoHTposb Hast MOAKITFOYEHUEM y3JI0B K TopTaM KoMMmyTaropa. dynkuus PortSecurity.

KoHTpoJ1b HaJl MOAKIIOUCHUEM Y37I0B K optam kommyTtaTtopa. @yukiust IP-MAC-Port Binding

Tema 2.8.
MHoroajipecHasi pacchbliika

Conepxanue

Anpecanust MHOroaipecHoi IP-pacceuikun. MAC-aapeca rpynmnoBoi pacChbUIKH.

[Toamucka u o6cmyXuMBaHUE TPYNI. YTPaBIeHWE MHOTOAIPECHOM PACCHUIKONM Ha 2-M YPOBHE MOJICIIH
OSI (IGMP Snooping). ®yukrust IGMP FastLeave.

TemaTnka NPpaKTHYECKUX 3aHATHH U J1a00PATOPHBIX padoT

OTtcnexxruBanue Tpaduka MHOTOAIPECHON PACCHUIKH.

OrtcnexuBanue Tpaduka Multicast

Tema 2.9.
QyHKINN yIPABIECHUS] KOMMYTaTOpaMu

Conepxanue

VYpasieHne MHOKECTBOM KOMMYTaTtopos. IIpoTtokon SNMP.

RMON (Remote Monitoring). ®yuxkmus Port Mirroring.

TemaTnka NpakKTHYECKUX 3aHATHH U JIa00PATOPHBIX padoT

CDy'HKI_[I/II/I aHajinM3a CETCBOI'o Tpa(l)I/IKa.

Hactpoiika npoTokona ynpasieHus Tonojoruei cetu LLDP.

Pa3gen 3. MexcereBble IKPaHbI

Tema 3.1.
OCHOBHbIE IPUHIIUIIBI CO3/TAHUS
HaJIe)KHOU U Oe3ormacHoit UT-

UHPACTPYKTYPHI

Conepxanue

Knaccudukanus cereBbix atak. Tpuana 6ezonacuHoit UT-unppactpykrypsi.

YrpasieHue KOHQUTYpausaMu. YTIpaBieHue HHIUACHTaMH. Vconb30BaHue TpeThel TOBEpEHHOM
croponbl. Kpunrorpadudeckne MexaHu3Mbl 0€30MaCHOCTH.
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Tema 3.2.
MesxcereBble SKpaHbl

Conepxanue

TexHomornn MEXCeTeBBIX IKpaHOB. [lomuTHKa MexkceTeBoro skpaHa. MexcereBble IKpaHbI C
BO3MOXHOCTIMHU NAT.

Tononorus cetn IIpU UCIIOJIb30BAHNU MCKCCTCBBIX SKPAHOB. HHaHI/IPOBaHI/Ie " BHCAPCHUC
MCIKCCTCBOI'O 3KpaHa.

TemaTnka NPaKTHYECKUX 3aHATHH U J1a00PATOPHBIX padoT

OCHOBBI aAMMHUCTPUPOBAHUS MEKCETEBOTO KpaHa

COG,Z[I/IHGHI/IG JABYX JIOKaJIbHBIX ceTel MEKCETSBRIMU OKpaHaMHu

COBI[aHI/IC MMOJUTHKYU 0e3 IMPOBEPKU COCTOAHUS.

Coznanue MOAUTUK IS TpaAUIIMOHHOTO (Win ucxopsmiero) NAT.

Co3nanue monutuk A nyHanpasieHHoro (Two-Way) NAT, ucnonb3yst meroa pinholing

Tema 3.3.
Cucrembl 0OHapYKEeHUS U
MIPEIOTBPALLEHUS TPOHUKHOBEHHH

Conepxanue

OcnoBHoe HazHaueHue IDPS. Crioco6s! kimaccudukarym IDPS. Beioop IDPS. [lononmauTensabie
MHCTPYMEHTAJIbHBIEC CPENICTBA.

TpeGoBanus opranuzanuu kK Gpyakuuorupoanuio IDPS. Bo3moxxunoctu IDPS. Pa3zeeptriBanue [DPS.
CunpHble CTOPOHBI M OrpaHU4YeHHOCTH [DPS.

TemaTnka NPaKTHYECKUX 3aHATHH U J1a00PATOPHBIX padoT

OO0Hapy’keHHE U MPEOTBPAIICHUE BTOPKEHHM.

Tema 3.4.
[Ipuopuresamus Tpaduka u co3gaHue
aIbTePHATHBHBIX MAPIIPyTOB

Conepxanue

Coznanue anpTepHATUBHBIX MapLIPYTOB I0CTyMa B MHTepHET. [Iprnopuresanus tpaduka.

TemaTnka NPaKTHYECKUX 3aHATHH U JIa00PATOPHBIX padoT

COSI[aHI/IC AJIbTCPHATHBHBIX MapHIpyTOB € UCIIOJIb30BAHUCM CTaTHYCCKOM MapuIpyTru3danuu

I[IpumepHas TeMaTHka camMocTosiTeIbHON padoThl npu u3ydennu M/1K.01.05

aprwbdeE

®u3nuecKoe KOJMPOBAHUE C UCIIOJIb30BAaHUEM MAHYECTEPCKOTO KOJa
Jlorudeckoe KOAUPOBAHHE C UCTIOIB30BAHUEM CKPEeMOTUPOBAHUS
[ToaxrodeHne KIMeHTa K 0eCIIPOBOIHOMN CeTH B MH(MPACTPYKTYPHOM PEKUME
Orenka 6ecrpoBOTHOM JTHHUH CBSI3U

[IpoexTrpoBanus 6€CIIPOBOTHOMN CETH
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COop uHpOpMaIUHU O KIIMEHTCKUX YCTPONCTBAX

[InanupoBaHue MPOU3BOAUTEIILHOCTH U 30HBI JIEHCTBUS O€CTIPOBOHON CETH
[IpeanpoexTHOE 00CIEI0OBaHNE MECTA YCTAHOBKU OECIIPOBOTHOM CETH
O0ecrneyeHne 0TKa30yCTOMYHNBOCTH B OECITPOBOTHBIX CETAX

. Pe>xuMbl paboThl M OpraHu3aiys MUTaHus TOYEK JOCTyTa
. CermeHnTanus 6ecripoBOIHON ceTH

. Hactpoiika QoS

. ITocTpoekTHOE 00CIEI0BaHNE U TECTUPOBAHHUE CETH

. Coznanune ACL-cnncka

. HaGmronenue 3a tpadukom B cetn VLAN

. OnpesienieHne ys3BUMBIX MECT CETH

. Peanu3zanus GpyHkmii obecrieueHust 6€30MacHOCTH MOpTa KOMMYTaTopa
. UccnenoBanue Tpaduka

. Cozmanue CTpyKTypbl CETH OpraHU3aluu

. Onpezenenne TEXHUYECKUX TPeOOBaHUIMA

. MOHHUTOPUHT MPOU3BOIUTEILHOCTH CETH

. Co3anue muarpaMMbl JJOTHYECKOW CETH

. I[loaroroBka k 00ciIe1OBaHUIO OOBEKTA

. O6cnenoBanue 30HbI OECTIPOBOIHOM CBSI3U

. DopMyIMpoBKa OOITUX II€JIeH MTPOEKTa

. PazpaboTka TpeboBaHmii K ceTH

. AHanu3 cyniecTBYyIOUIeH ceTH

. Onpenenenne XapakTepUCTUK CETEBbIX MPUIIOKEHUI

. Anaym3 cereBoro Tpaduka

. Onpesenenre NpUOPUTETHOCTH Tpaduka

. U3ydeHue kauecTBa 00CITy)KUBaHUS CETU

. UccnenoBanue BnusiHus Bugeorpapuka Ha ceTh

. Onpenenenne NoTokoB Tpaduka, IOCTPOSHHUE JHUarpaMM MOTOKOB Tpaduka
. IlpumMeHeHne NpoeKTHBIX OrpaHUYEHHUN
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35. Onpenenenne MPOSKTHBIX CTPATETUN JJIST JOCTHKCHHS MaCIITAaOUPYEeMOCTH
36. Onpenenenue CTpaTeruii MOBBIIICHHS TOCTYITHOCTH

37. Onpenenenne TpeOOBaHUM K 00€CTIEUeHUIO O€30MacCHOCTH

38. Pa3pabdorka ACL-ciicKOB JUIsl peanu3aiii HaOOpOB MPaBUI MEKCETEBOTO dKpaHa
39. Ucnonn3oBanue CIDR nns obecniedyenus 00beAMHEHNS MapIIPYTOB

40. Onpenenenue cxemsl [P-anpecanun

41. Onpenenenue konuuecta [P-cereit

42. Coznanue TaOIUIIbI IS BBIICICHUS apecoB

43. CocTaBiieHHE CXEMBI CeTU

44, Ananu3 1iaHa TECTUPOBAHUS U BHITIOJTHEHUE TECTa

45. Co3nanue miiaHa TeCTUPOBAHUS ISl CETH KOMIUIEKCA 3/JaHuH

46. IlpoexkTupoBaHue BUPTYaIbHBIX YACTHBIX CETEH

47. Be3omnacHas riepeayda JaHHBIX B OECIIPOBOIHBIX CETAX

IIpomesxyTounas arrecranmus mo M/IK.01.05

IIpumepHBbIe BUABI CAMOCTOSATEIBLHBIX PA0OT NP U3YyYeHHHU pa3aesia 1 Mmoay.is

CucremaTnieckas mpopadOTKa KOHCIIEKTOB 3aHATHH, yUeOHOM U CIIeIIMAIbHON TEXHUYECKOH JIUTepaTyphl (Mo Borpocam K naparpadam, riiapam
yu4eOHBIX TOCOOUH, COCTABICHHBIM IPEIOIaBATEIIEM )

[ToaroroBka K nMpakTUYeCKUM padOTaM C UCTOIb30BAHUEM METOIUYECKUX PEKOMEHIAlMi TpernoaaBaress, ohopMiIeHHE MPaKTUIeCKUuX padoT,
OTYETOB K HX 3alIUTE.

Y4yeOHas npakTuka pasgena 1 moayus

Buasbi pador:

[IpoBenenue ayiura 3allMIIEHHOCTH aBTOMaTU3UPOBAHHON CUCTEMBI.

YcraHoBKa, HACTPOMKA U AKCILTyaTalldsl CETEBBIX OMEPALMOHHBIX CUCTEM.

JlnarHocTrka COCTOSIHUS MOICUCTEM 0€30MacCHOCTH, KOHTPOIIb HATPY3KU U PEKUMOB paObOThI CETEBOM OMEPaIlHOHHON CUCTEMBI.

Opranu3zanys padoT ¢ yI1aJleHHBIMU XPaHUIUIIAMU JTAaHHBIX U 0a3aMu JaHHBIX.

Opranu3zanys 3alMIleHHON Iepeaun JaHHBIX B KOMIIBIOTEPHBIX CETSX.

Brimonnenue MOHTa)ka KOMIBIOTEPHBIX CETEH, OpraHu3anus U KOH(DHUTYpUPOBaHHWE KOMITBIOTEPHBIX CETEW, YCTAaHOBIEHHE U HACTpPOWKa
rapamMeTpoB COBPEMEHHBIX CETEBBIX TPOTOKOIIOB.

7. OcymiecTBlieHUE TUATHOCTUKHA KOMITBIOTEPHBIX CETEH, OmMpe/esieHne HEHCIPABHOCTEH M COOEB TOJCUCTEMBI 0€30MIaCHOCTH U YCTPAaHECHUE
HEUCIPABHOCTEI.

8. 3amosHEHHME OTYETHOM IOKYMEHTAIMU 110 TEXHHYECKOMY OOCITY)KHBAHUIO U PEMOHTY KOMITBIOTEPHBIX CETCH.

ook wdE
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9. Hacrpoiika mpaB goctyma.

10. OdopmieHre TeXHUYECKOH TOKyMEHTAllUH, TpaBuiia 0hoOpMIIEHHUS TOKYMEHTOB.
11. Hactpoiika anmapaTHOTO ¥ IPOrpaMMHOT0 00€CIICUEeHUs CETH.

12. Hactpoiika ceTeBOi KapThl, UMsI KOMIIBIOTEpa, pabouas rpyIia, BBeJICHHE KOMITboTepa B domain.
13. TIporpammHast JUarHOCTHKA HEUCTIPABHOCTEH.

14. AnmapaTtHas TUarHoCTUKa HEMCIIPABHOCTEH.

15. Ilouck HencnpaBHOCTEN TEXHUYECKUX CPENICTB.

16. BeinmonHeHWe AEUCTBUI MO YCTPAHEHUIO HEUCITPABHOCTEH.

17. Ucnonbs30BaHnEe aKTUBHOTO, TACCUBHOT'O 000PY/I0BAHUS CETH.

18. YcrpaHeHue napa3uTHPYOIIEH Harpy3Kd B CETH.

19. TToctpoenue pu3muecKor KapThl JOKATHHOMN CETH.

20. Ycranoska WEBcepBepa

21. lmarnoctuka u oocimyxuBanne Web cepsepa

22. JlnarHocTHKa B 00ciyknBaHue (HanioBoro cepepa

23. lnarHocTrka u 00CITy>KMBaHHE TIOYTOBOT'O CEpBEpa.

24. Jlnarnoctuka u obcmyxxuBanue SQL — cepBepa

25. KondurypupoBanue web-cepsepa.

26. 3amyck, epe3aryck 1 OCTaHOB CepBepa.

27. B3zaumoeiictTBue ¢ 6a3aMu JaHHBIX.

28. YcraHoBka OpaHaMayapa.

29. CoxpaHeHHe ¥ BOCCTAaHOBJICHUE OOJIBITNX HAOOPOB IMPABHIL.

30. Obecneuenune 6€30MaCHOCTH.

31. AIMUHUCTPUPOBAHNE CEPBEPOB M pAOOIMX CTAHIIHH.

32. Opranu3anus I0CTyna K JOKaJIbHBIM ceTsM u VIHTepHeTy.

33. YcTaHOBKA M CONIPOBOXK/ICHUE CETEBBIX CEPBUCOB.

34. Pac4€T cTOMMOCTH CETEBOTO 000PYIOBAHUS U MPOTPAMMHOTO 00ECIICUCHHSI.

IIpou3BoaCTBEHHAS MPAKTHKA
Bunasbi patort:
1. VYwyactue B yCTaHOBKE U HACTPOIIKE KOMIIOHEHTOB aBTOMATHU3UPOBAHHBIX (MH(GOPMAIIMOHHBIX) CHCTEM B 3alIUIIIEHHOM HCIIOJTHEHUH B
COOTBETCTBUU C TPEOOBAHUSAMH IKCIUTYaTallMOHHON JOKYMEHTAIUH
2. OOciyxuBaHUE CPECTB 3aIIUTHI HH()OPMAIIMH PHUKIIATHOTO B CHCTEMHOTO ITPOrPAMMHOTO 00eCTICUeHUS
Hactpoiika nporpaMMHOro obecrneueHus ¢ coOIt0IeHueM TPeOOBaHUM IO 3alIUTe HHPOPMAIUH
4. Hactpoiika cpefCTB aHTUBUPYCHOM 3aIUTHI TSI KOPPEKTHON pabOTHI MPOrpaMMHOTr0 00ecIieYeH s 10 3aJaHHBIM I1a0JI0HaM
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5. HHCTpyKTaxX MOJIL30BaTENCH O COOIOICHUN TPEOOBAHHMIA 110 3aIUTE HHPOPMAITUH ITPU padOTe C MPOTrpaMMHBIM 00eCTIieYeHUEM

6. Hacrtpoiika BCTpOSHHBIX CPEACTB 3alIUThI HH(OPMAIIMK TPOTPAMMHOTO 00ECTICUSHHS

7. TlpoBepka GpyHKIIMOHUPOBAHHS BCTPOCHHBIX CPEJICTB 3aIIUThI HHPOPMALIUHU IPOTPAMMHOTO 00CCIICUCHUS

8. CaoeBpeMeHHOE OOHApYKEHHE MPU3HAKOB HAJTMUMUS BPEIOHOCHOTO MTPOrPAMMHOTO 00eCTIeUeHUs

9. OO6cmy>XuBaHHE CPEICTB 3aIUTHI HH(POPMAIUY B KOMITBIOTEPHBIX CHCTEMAX M CETSIX

10. O6cnyxuBaHrE CUCTEM 3aIUTH HH()OPMAITUK B aBTOMATH3UPOBAHHBIX CHCTEMaX

11. YyacTre B IpOBEICHUH PETIIAMEHTHBIX PadOT 10 AKCILTyaTallii CUCTEM 3alIUThI MHPOPMAIIUU aBTOMATH3HPOBAHHBIX CUCTEM

12. IIpoBepka pabOTOCIIOCOOHOCTH CUCTEMBI 3aIUTHI HH(POPMAIUK aBTOMATU3UPOBAHHOM CUCTEMBI

13. KoHTpOb COOTBETCTBUSI KOH(PHUTYPAIIMY CHCTEMBI 3alIUTHI MHPOPMAIIK aBTOMATH3HPOBAHHOW CHCTEMBI €€ IKCILTyaTaIl[HOHHON
JOKYMEHTAIIU!

14. KoHTposb cTaOUIBHOCTH XapaKTEPUCTUK CUCTEMBI 3alIUThI MH(OPMAIIMU aBTOMAaTU3UPOBAHHOM CUCTEMBI

15. Benenue TexHMUECKON JOKYMEHTAIMH, CBI3aHHOM C SKCIUTyaTalueil CUCTeM 3alliUThl HH(POpMALUK aBTOMATU3HUPOBAHHBIX CUCTEM

16. YuacTre B paboTax o 00eCTIeUYeHHIO 3aIUThl HH()OPMAIMH IPU BBIBOJAE U3 IKCIUTyaTal[ii aBTOMAaTH3UPOBAHHBIX CHCTEM

IK3amen no npogeccuonanbhomy mooyio (0eMoOHCmMPaAyUOHHBLIL IK3IAMEH)

12

Bcezo

680
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3. YCJIOBUSA PEAJIMZALIUUA ITPOI'PAMMBI
MPOPECCHUOHAJIBHOI'O MOAYJIA

3.1. lis peanu3auuy nNporpaMmsl npogeccuoHaJIbHOr0 MOAYJIsI

AOJIZKHBI OBITH MIPEYCMOTPEHBI CJIeyIolINe crennajbHble MOMelleHusl:

Peanuzamuss mporpamMmbl  TpeNIioniaraeT Hamu4yue ydeOHOTro KaOWHeTa,
nabopaTopuil ”HPOPMAIIMOHHBIX TEXHOJIOTUHM, IPOrpaMMHUpPOBaHUs U 0a3 TaHHBIX,

ceTell M cucTeM mepenadyd uHOOpPMAIMU, TNPOrPAaMMHBIX MW MPOrPAMMHO-
anmapaTHBIX CPEJICTB 3aIUTHl HHHOPMAITIH.

O6opynoBaHue yueOHOTO KabMHETa U pabounx MeCT KaOuHeTa:

pabouee MecTo MpenoaaBaTeis;
[I0CAJOYHbIE MECTa JJIsl 00yUaroLUXCs;
ayIMOBU3YaJIbHBIA KOMIUIEKC;

KOMIUIEKT 00y4aroliero Marepuasia (KOMIUICKT IIpe3eHTaIui).

O6opynoBanue 1a00paTopuu U pabounx MecT J1abopaTopuu HHPOPMAIIMOHHBIX
TEXHOJIOTU, TPOrpaMMUPOBaHUS U 06a3 TaHHBIX:

paboune Mecta Ha 0a3e BBIUMCIUTEIHHOM TEXHUKH, MOAKIIOYCHHBIC K
JIOKaJbHOM BBIYHMCIUTEILHON ceTu u nH(OPMAITMOHHO-
TEJIEKOMMYHUKAIIMOHHOU ceTu VIHTEpHET;

JTUCTPUOYTUB YCTAaHABJIMBAEMON ONEPAIlMOHHON CHCTEMBI,

BHUpTYyaJIbHas MallliHA U1 paOOTHI C ONEPAlIMOHHOM CUCTEMOM (TUTIEPBH30D);
CYBUI;

CASE-cpeacTBa 1j1s1 TpOSKTUPOBAHKS 0a3bl JaHHBIX;

WHCTPYMEHTAJIbHAS cpefia MPOrpaMMHUPOBaHNS,

MaKeT MPUKIIATHBIX TPOTPamMM.

Oo6opynoBanue nabopaTopuu U paboOyux MecT J1abOpaTopuu CEeTel U CUCTEM
nepenadn uHdopMaIuu:

paboune Mecta Ha 0a3e BBIUMCIUTEIHHOW TEXHHUKH, MOJKIIOYCHHBIC K
JIOKAJIbHOU BBIYMCIIUTEILHOMN ceTn " uH(pOpMaIIMOHHO-
TEJIEKOMMYHUKAIIMOHHOU ceTu VIHTEpHET;

CTEH/Ibl CEeTEH Tepeiauu JaHHbBIX;

CTPYKTYPUpPOBaHHAs KaOelbHasi CUCTEMA;

AMYJISITOP (AMYJISTOPHI) AaKTUBHOT'O CETEBOTO 00OPYI0BaHUS,
porpaMMHOE 00ECIICUCHHE CETEBOT0 00OPYI0BAHMUS.

Oo6opynoBanue mabopaTopuu u paboOYMX MeCT JIabOpaTOpHH MPOTPAMMHBIX U
MIPOTPaMMHO-AMITAPATHRIX CPEACTB 3aNTUTHI HH(POpPMAITUH:
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— paboune Mecta Ha 0a3e BBIUMCIUTEIBHOW TEXHUKH, MOJKIIOUEHHBIE K
JIOKaJIbHOU BBIYUCIIUTEIBHON ceTu 151 UH(}OPMAIMOHHO-
TEJIEKOMMYHHUKALIMOHHOM ceTh MHTepHeT;

— AHTUBHUPYCHBIN MPOTPAMMHBIN KOMILIEKC;

— MpOorpaMMHO-ammapaTHble  CpeACTBa  3allUThl  UHPOpMAUMU  OT
HECAaHKIIMOHUPOBAHHOTO JOCTYIa, OJOKUPOBKM JOCTyNla M HapyLICHUS
LIEJIOCTHOCTH.

3.2. UudopmannonHoe odecnievyeHne o0yueHmst

3.2.1. OcHOBHbIE NIEYATHbIE HCTOYHUKH

1. KnanoB C.A., UBanoBa H.IO., Mansixuna B.I'. OnepannoHHble CUCTEMBI,
CETHU U MHTEPHET-TEXHOJIOTUH — M.: M3aaTenbeckuil HEHTp «Akaaemusy, 2014.

2. Koctpos b. B., Pyukun B. H. CeTu u cuctemsl nepegaun uapopmaiuu — M.:
N3 parenbckuil HeHTp «Akanemus», 2016.

3. Kypuno A.Il., Munocnasckas H.I'., CenatopoB M.IO., Toncrtoit A.W.
VYnpapieHnue puckamMu HHQOPMAIIMOHHOW 0€30MacHOCTH. - 2-¢ u3l.- M.: ['opsuas
mmaus-Tenexkom, 2014.

4. MenbnukoB JI. MudopmanmonHass 0€30MaCHOCTh OTKPBITBIX CHCTEM. - M.:
dopym, 2013.

5. Onudep B., Omudep H. Komnbrorepusie cetu. [IpuHUUINBI, TEXHOIOTHH,
MPOTOKOJIBL. Y4eOHUK, 5-¢ uznanue — [lutep, 2015.

6. Cununein C.B., barae A.B., Hamotun H.FO. OnepanuvonHbie cucTeMbl —
M.: U3natenbckuii neHTp «AkageMusi», 2013.

7. Cxkpunauk J[. A. OOmue BOMpPOCHl TEXHUYECKOH 3aIlUTHl MH(POPMAIUH:
yueOHoe mocobue / Ckpunauk J. A. —-M.: HurepHer-YHuBepcurer
Nudopmarmonnsix Texunonoruit (MHTYUT), 2016.

8. Tanenbaym 3., Yazepomn J[. Komnbiotepusie cetu. 5-e u3z. — [lurep, 2013.

3.2.2. /lonoJIHUTEIbHbIE eYaTHbIe HCTOYHUKM:

1. bezboroB A.A., SxoineB A.B., MaprembsnoB H).®. be3omacHOCTh
onepaMoHHbIX cucrem. M.: I'enmmoc APB, 2008.

2. boprcoB M.A. OcoOeHHOCTH 3alUTH IEPCOHATBHBIX JaHHBIX B TPYIOBBIX
otHomeHusX. M.: JIubpokom, 2012. — 224 c.

3. bpoitno B.JI. BwuncnurtenbHble CUCTEMBI, CETH U TEICKOMMYHUKAIIUU:
YueOHuk s By30B. 2-¢ u3f. - CII6.: [Tutep, 2006 - 703 c.

4. I'yoenxoBA.A.NudopmarmonHass 0€30MaCHOCTh BBIYUCIUTEIBHBIX CETEH:
yuae0. mocobue / A. A. I'ybenkos. - Caparos: CI'TY, 2009. - 88 c.
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5. Hewtren X. M., Heiren II. JIx., Yoduec [I. P. OnepanrioHHbIe CUCTEMBI.
Yacte 1. OcHoBel 1 ipuHLMIEl — M.: bunowm, 2011. — 1024 c.

6. detiten X. M., Heiren I1. k., Yoduec J[. P. OneparmoHabie CHCTEMEI.
YacTts 2. PacnipeneneHHble CUCTEMBI, CETH, Oe30macHoCcTh — M.: bunowm, 2011. — 704
C.

7. Usanos B.U., I'opauenko B.H., Tlomos I'.H. [{udpoBsie u anasorossie
cucteMsl repenayu: YueoHuk.-M.: l'opsiuas munus-Tenekom., 2008

8. Kodnep M., Linux. [Tonnoe pykoBoactso — [Iutep, 2011. — 800 c.

9. Kymakos B.I'., T'arapun M.B., u np. Undopmanmonnas 6e30macHOCTh
TEJIEKOMMYHHUKAIIMOHHBIX CUCTEM. ¥Y4yeOHoe nocobue.-M.: Paano u cBa3p, 2008

10. Jlanonuna O.P. OcHOBBI ceTeBOil 0e30macHOCTH: KpunTorpaduueckue
QITOPUTMBI U TIPOTOKOJIBI B3aUMOJICHCTBUA: YueOHoe mocobue. - 2-€ u3l., UCIp. -
M.: Untepuet-Yuusepcurer UT; BUHOM. JlaGoparopus 3uanuii, 2007.- 531 c.

11. Mak-Knap C., Ckembpeit [Ix., Kypti JI. Cexkpersl xakepoB. be3omacHoctb
ceTeu — rotoBbie pelieHus, 4-e u3a. — M.: Bunbsamc, 2004. — 656 c.

12. Mamox A.A., IMasusun C.B., Iloroxwn H.C. Bsenenue B 3ammury
uH(pOpMallMK B aBTOMAaTU3UPOBAHHBIX cucTeMax: Yueb. [locobue nmst By30B. - 3-€
u3a., crep. M.: lN'opsiuas nmunus, 2005.- 147 c.

13. IMapteika T. JI., [Toro 1. U. OnepanrionHbIe CUCTEMBI, CPEIIbI U 000JIOUKH:
yue0. noc. s ctyaeaToB CI1IO — M.: @opym, 2013. — 544 c.

14. TlnaronoB, B. B. IlporpammHo-amnmapaTHbie CpeaCcTBa OOECHCUCHUS
UH(GOPMaLlMOHHON 0€30MaCHOCTH BBIUMCIMTENBHBIX ceTel: Yuel. mocolue ams
CTyA. BbIcHIL. yueb. 3aBeaenuii / B. B. Ilnaronos. — M.: Axagemus, 2006. — 240 c.

15. PyccuHoBu4 M., CoJsioMOH ., Buytpennee YCTPOMCTBO
MicrosoftWindows. OcHOBHbIE MOJACHCTEMBI OINEpaAIMOHHON cucTembl — lluTep,
2014. - 672 c.

16. CeBepun B. KowmrmuiekcHas 3amura uHHQOpMaluMd Ha MPEANPUSITHH.
M.: T'oponer, 2008. — 368 c.

3.2.3. [lepuoanyeckue U3IaHMIA:

1. Kypnanet Chip/Yun: XypHanm o0 KOMIOBIOTEPHOM TEXHUKE IS
po(eCCUOHAIOB U OIBITHBIX MOJIb30BATEIIEH;

2. Kypnanet  3amura  wHbopmammu.  Wucaiin:  MudbopmarmoHHO-
METOIUICCKHUH JKypHaT

3. Undopmanmonnass 6€30mMacHOCTh PETHOHOB:  HayuyHo-TpakTH4ecKuit
KypHaJ
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4. Bonpocsl K1OepOe30MacHOCTH. Hayunsiii, IIEPUOINYECKUN,
UH(OPMALIMOHHO-METOUUECKHUM KypHaI ¢ 0a30BOM crienuanusaiuei B o0nacTu
uHpopmanmonHoi 6ezomacuoctu. URL: http://cyberrus.com/

5. bezomacHocTh UH()OPMAIIMOHHBIX TEXHOJIOTUM. [Tepnognueckui
pelieH3upyembiii HayuHbIi xxypHan HASY MU®U. URL: http://bit.mephi.ru/

3.2.4. DJIeKTPOHHbIEC HICTOYHUKH:

1. UudopmanmoHHoO-ClipaBOYHasi CHUCTEMa [0 JIOKYMEHTaM B 00JacTu
TEXHUYECKOH 3amuThl nHGopMammu WWw.fstec.ru
WNudopmanmonHblii moprai mo 6e3omnacHoctd WWW.SecuritylLab.ru.
OO6pa3oBarenbHbIE TTOPTATBI IO PA3TUYHBIM HampaBlIeHUSIM 00pa3oBaHUS U
tematuke http://depobr.gov35.ru/
Poccuiickuii OnomeTpruecKuit mopran WWw.biometrics.ru

w ™

Caiir xxypnana Mudopmarmonnas 6e3omacHocTs http://www.itsec.ru —
Caiit HayuHoii asiektponHoi oubnmuorekn Www.elibrary.ru
CrpaBouHo-npaBoBas cucteMa «I apant»» Www.garant.ru
CrpaBouHo-npaBoBas cucreMa «KoncymnpranT [Timrocy www.consultant.ru

© o No Bk

QenepasibHass ciayx0a IO TEXHUYECKOMY U OSKCIOPTHOMY KOHTPOJIIO

(PCTIK Poccun) www.fstec.ru

10.Denepanphbiii mopran «MHpOpManOHHO-KOMMYHUKAITIOHHBIE TEXHOJIOTHH
B oOpaszoBanum» htpp\\:www.ict.edu.ru

11.®enepanbhubiii mopran «Poccuiickoe odOpasoBanre WwWw.edu.ru

3.3. Oco0eHHOCTH OOy4YeHUS HHBAJMAOB H JIMI € OrPAHUYEHHBIMHU
BO3MOKHOCTSIMH 310POBbS

VYyeOHble 3aHSATUS MHBAIMIOB M JIUIl C OTPAHUYCHHBIMU BO3MOXKHOCTSMHU
3JI0POBbSl OPTaHU3YIOTCSI COBMECTHO C JPYrUMU OOYYaIOIUMHCS B YYEOHBIX
rpynmnax, a Takke HHJIMBUIyaJIbHO, B COOTBETCTBUU C TpaUKOM MHAMBUAYATbHBIX
3aHATHUM.

[Ipu 3TOM HEOOXOIUMO YUUTHIBATH HECKOJIBKO ACIIEKTOB:

- OCOOCHHOCTH HO30JOTHUH OOYYalOIIMXCS WHBAJUAOB H JIMI C
OrpaHU4YECHHBIMHA BO3MOKHOCTSIMU 3/10POBbS;

- ICUXO3MOILIMOHAIBHOE COCTOSIHUS 00Y4arOIIUXCS;

- IICUXOJIOTHYECKHI KIIMMAT, KOTOPBIW CIIOKUIICS B CTYJECHUECKOW TPYyIIIIE;

- HACTPOM OTIENbHBIX OOYYAarOUIMXCS M TPYMIbl B LIEIOM Ha MPOLECC
oOyJeHus.

[Ipu opranuzanuu y4yeOHBIX 3aHATUNA B y4EOHBIX TpYMIaxX HCIOJIb3YIOTCS
COLIMAJIbHO-aKTUBHBIE U  pe(IIEKCUBHBIE METOJbl O0OY4YEHUS, TEXHOJIOTHUHU
COLIMOKYJITYPHOM peadMiIuTaluu ¢ LEeIbl0 OKa3aHWs MOMOIIU B YCTaHOBIIEHUU
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MOJIHOIEHHBIX ~ MEXJIMYHOCTHBIX  OTHOIICHWM,  CO3JAaHUs  KOM(OPTHOTO
MICUXOJIOTMYECKOT0 KJIIMMATa B TPYIIIIE.

B oOpasoBarenpHON  NEATEIBHOCTH  MPHUMEHSIOTCS  MaTepuajbHO-
TEXHUYECKOE OCHAILIEHUE, CIEeHUATM3UPOBAHHBIE TEXHUUECKUE CPe/ICTBa MpUeMa-
nepegayn yueOHol mH(opManuu B JOCTYNMHBIX (Gopmax g oOydarommxcs ¢
pa3IUYHBIMH OCOOEHHOCTSIMU 3/I0POBbsI, JJIEKTPOHHBIE 00pa30BaTEIbHbIE PECYPCHI
B JJalITUPOBAHHBIX (POpMaX.

Crneunrduka oOydyeHHs] WHBAIUIOB W OOYYAIOIIUXCS C OrpaHUYCHHBIMU
BO3MOYKHOCTSIMH 3JI0POBbsI NPEAIOJIAracT HMCIOJb30BAHUE HIPOBOTO, MPAKTHUKO-
OPUEHTHPOBAHHOIO, 3aHMMATEJIBHOIO MaTepuaya, KOTOpBhIM HEOOXOAUM IS
MOJIy4eHUsS] 3HAHUN U (POopMUpOBaHUS HEOOXOJIMMBIX KomreTeHimi. [loaroroka
OOy4arolUMHUCS 3aJaHuil JUIsl y4eOHBIX 3aHATUN MOJDKHA COYeTaTh YCTHBIE U
nUChbMEHHBIE ()OPMBI B COOTBETCTBHH C UX OCOOECHHOCTSIMU 3/IOPOBBSI.

Jiis Toro 4TtoOBl NpeNOTBpallaTh HACTyIUIEHUE Y OOyyaroummxcs ¢
WHBAJIMJHOCTBIO M OOYyYarOmIMXCsl, HMMEIOIIMX OrPAHMYEHHBIE BO3MOKHOCTH
3I0pOBbs, OBICTPOrO YTOMJIEHHSI MOKHO MCIOJIb30BaTh CIEIYIOLIME METOJbI
paboThI:

- YepeI0BAHNE YMCTBEHHOW U MPAKTUYECKOMN AESATENbHOCTH;

- IPENOIHECEHHE MaTepuaja C UCIOJIb30BAHUEM CPEICTB HATJIAIHOCTH;

- HWCIOJIb30BaHHWE TEXHUYECKUX CPEACTB OOydYeHHUs, dYepelloBaHue
NpeabsBIsieMO Ha cilyX UWHGOpPMAIMM €  HarJIsHO-IEMOHCTPAIMOHHBIM
MaTepHaJIOM.

[Ipy OcBOEHMM JUCUMIUIMH WHBAIWAAMU W JIMIIAMU C OTPaHUYEHHBIMU
BO3MOXKHOCTSIMU 3710POBbsI 00JIBLIIOE 3HAYEHHUE JJOJIKHO OTBOAUTHCS IPOBEIECHUIO C
HUMH WHJIUBUIYAJIbHOW pabOThI CO CTOPOHBI MpenojiapaTencii. B uHauBuyaibHYIO
paboTy BKITIOUACTCS:

-  UHAUBUIyalbHas ydyeOHas paboTa (KOHCYJbTAallMH), TO €CTh
JOTIOJTHUTENBHOE Pa3bsSICHEHHE Y4YEOHOro marepuaia U yriayOJIeHHOEe H3ydeHHe
MaTepuasa ¢ TEMU 00y4aroIMMUCs, KOTOPbIE B 3TOM 3aHHTEPECOBAHBI;

- UHJIMBHUlyaJIbHasl BOCIIUTATEIbHAS padoTa.

Oco0enHocTH 00y4YeHHs1 O00yYAKIIMXCA C HAPYUIEHMSIMH OIIOPHO-
JABUTaTeJILHOIO0 annapara.

Jist  oOydaromierocsi, HMMEIONIET0 HapyIICHUs OMOPHO-IBUTaTEIbLHOTO
ammapara, He0OX0JUMO TIOCOBETOBATh HMCIIOJIL30BAaTh BCIIOMOTATEIbHBIC CPEACTBA
JUTSl yCBOCHUS POTPaMMBbI, HAITPUMEDP, TUKTO(POH U APYTHUE DIEKTPOHHBIE HOCUTENN
uHdopmauu.

[Ipu mpoBeneHWN ayIUTOPHBIX 3aHATHH C OOYYAIOMIUMHUCS, WUMEIOIIUMH
OCIIO)KHEHHSI C MOTOPUKOU PYK, BO3MOKHO MCTIOJB30BAHME CIACAYIOMNX BAPUAHTOB
paboThI:

- o0ecreyeHre 00yJaromuXcs JIEKTPOHHBIMU TEKCTAaMHM JICKITUA U 3aJaHUH K
Y4COHBIM 3aHSITHUSIM;
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- UCIOJIb30BAaHUE TEXHUYECKUX CPENCTB (hUKCAIMU TEKCTa (TUKTO(OHBI) C
MOCJIEIYIOUIUM COCTABJICHUEM TE3UCOB JIEKIIMH B XOJE CAMOCTOSATEIbHON paboThI
00y4Jaromierocs, KOTOPbIe OHU BITOCJICICTBUHA MOTYT UCIIOIH30BATh MPHU MOTOTOBKE
Y OTBETaX Ha yUCOHBIX 3aHATHUSIX.

OnHuM U3 BUJOB paObOTHI 711 O0YUarOIIUXCSl, UCTIBITHIBAIOIIUX TPYIHOCTU B
MMUCHBME, MOXET OBITh, MIOJITOTOBKA K YICOHBIM 3aHATHSAM TaKUX 3aJIaHUN, KOTOPBIC
HE TpeOyloT OT HHUX HalucaHUs [UIMHHBIX TEKCTOB oOTBeToB. Haumbonee
ONTUMAJLHBIM BapUaHTOM TaKOTO 3a/1aHusl, BBIMOJHIEMOTO B MUCbMEHHOU (hopme,
MOKET CIIYKUTh TECTOBOE 3a/anue. Vcnonb30BaHne TeCTUPOBAHUS 00YUAIOIIUXCS
HE00XO0MMO COBMENIATh C OOCYK/IEHUEM BapUaHTOB OTBETOB.

KoHTposib 3HaHMI1 MOKHO BECTH KaK B YCTHOM, TaK U B TUCbMEHHOM BUJIE.

Oco0eHHOCTH 00yUeHHUA 00YUAKOIIMXCS ¢ HAPYIICHUEM CJIyXa.

[Ipu opranuzamuu oO0pa3oBaTeIBLHOTO TIpoliecca €O  CiaabOCIbIIIAIICH
ayIUTOpUEH  PEKOMEHJYETCS HCIOJIb30BaTh  CICAYIOIIME  IEJaroruuecKue
MIPUHIINIIBI:

- HarJISITHOCTH MPENoJaBaeMoro MaTepuana;

- UHAUBUIYJILHOTO TTOAX0/1a K KaXA0My 00y4JaronieMycs;

- UCTI0JIb30BaHUs MH()OPMAIIMOHHBIX TEXHOJIOTHH;

- MCIOJIb30BaHUsI Y4eOHBIX MOCOOWH, aJanTUPOBAHHBIX JUISI BOCHPUSITHS
0Oy4YaroIIMMUCS C HApYIICHUEM CITyXa.

OOyuaromeMycsi ¢ HapylIeHUEeM ClyXa CJIeAyeT MPEIOKHUTh 3aHATh MECTO
Ha MepeHUX MapTax ayJAUuTOPHUH, a MPENOoIaBaTeII0 OOJIBIIIE BPEMEHU HAXOAUTHCS
psAgoM C paboyuM MECTOM 3TOro OOYYaroIIerocs. YYHUThIBas, 4YTO TaKue
oOyJaromiecs JIydine MOHUMAIOT MO ry0aM, JKelaTeabHO PacroyiaraTbCs K HUM
JIUIIOM, TOBOPUTH TPOMKO U YETKO.

JIns  MOBBIIEHUS]  ypOBHS ~ BOCHpUSITHS  y4yeOHOM  uHopmaiuu
OoOyJarolmMuMHUCs paccMaTpUBa€MOW TPYMIbl, PEKOMEHAYETCS MPUMECHEHUE
3BYKOYCWJIMBAIOIIEH anmnaparypbl, MyJIbTUMEIUUHBIX U APYTUX cpelicTB. CI0KHbBIC
JUIs TIOHUMaHUSI TeMbl CIEyeT CHa0XaTh KaK MOKHO OOJBIIMM KOJIHMYECTBOM
HarsiiHoro Marepuana. Oco0yro pojib B 00y4EHUU JIUI] C HAPYIIEHHBIM CIIYXOM,
UrparT Bujeomarepuainsl. [10 BOZBMOXHOCTH, peabsaBisieMas BUaeonHopmaIus
MOXKET COMPOBOXAATHCS TEKCTOBOW OErymieil CTpOKONW WM CYpJ0JIOTHYECKUM
MIEPEBOJIOM.

KonTpons 3HaHMI 00ydYaromMXCsl yKa3aHHOW HO30JIOTUM MOXET BECTHUCH
MPEMMYIIECTBEHHO B IHCbMEHHOM BHUJAE, HO Ji1 pa3BUTUS YCTHOW peuH,
PEKOMEHyeTCsl TIPEIOKHUTh 00yJaromeMycsl paccka3aTh OTBET Ha 3a/laHhE B
Te3Ucax.

Oco0enHOCTH 00Y4YeHU 00YHAIOIIMXCS C HAPYILIEHUEM 3PEeHUS.

Cneunduka o0ydeHHS CIIA0OBUIAIINX OOYYAIOMIMXCS 3aKI0YaeTcs B
CIEAYIONIEM:

- HCOOXOAMMO JTI03UPOBATh YUEOHYIO HATPY3KY;
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- MPUMEHATH ClenuagbHble (GOPMBI U METOJIbI OOyUYEHHUS, TEXHUYECKUE
CpEIICTBA, TO3BOJISIONINE BOCIPUHUMATH MH(POPMAIHMIO, a TaKXKE ONTHYCCKHE W
TUdIOTIe TArOTHYECKHE YCTPOMCTBA, PaCIIHPSFOIITHIE MI03HABATEIILHBIC
BO3MOXXHOCTH O0y4aromuxcs;

- YBEIMYMBATh HMCKYCCTBEHHYIO OCBEIICHHOCTh TIOMEIICHUN, B KOTOPBIX
3aHUMAIOTCS 00YJArOITUECs C TTOHMKCHHBIM 3PEHUEM.

[Ipu 3putenbHOl paboTe y c1aboBUASIINX 00yUYarOIIMUXCs OBICTPO HACTYMAET
YTOMJIEHHE, YTO CHHUXAeT HUX paboTOCIOCOOHOCTh, MO3TOMY HEO0OXOAMMO
MIPOBOIUTH HEOOJIBIITNE TIEPEPHIBLI WK TIEPEKITIOYCHUE padodeii aKTUBHOCTH.

[Ipu yTeHUU AeKUUN, CTAOOBUASIIUM OOYUYAIOIIMMCS CJIEAYyeT pa3perinTh
HCIIOJIb30BaTh 3BYKO3AIMMCHIBAIONINE YCTPOMCTBA U KOMIBIOTEPHI, KakK CIOCO0
KOHCIICKTUPOBaHUsI, BO BpeMs 3aHATHA. HeoOXomuMo KOMMEHTHPOBATH CBOU
JKECThl U HAJMUCU HAa JIOCKE W MepeaBaTh CIOBAMHU TO, YTO YaCTO BBIPAXKAETCS
MHMUKOH U KECTAMU.

I[Ipu paboTre HA KOMIIBIOTEPE CIIEAYyEeT HWCIOJIB30BaTh  MPHUHIIMIT
MaKCHUMAaJIbHOTO CHIDKEHUS 3PUTEIHHBIX HArpy30K, JO3WPOBAHHUE U YEPEIOBAHUC
3pUTEIBHBIX HArPY30K C APYTUMU BUIaMHU JiesITelIbHOCTU. Kpome Toro, Heo0Xo1uMo
WCITOJIB30BaTh  CIICIMAJIbHBIE  MPOTPaMMHBIE  CPEICTBA IS YBEIUYCHUS
M300paKEeHMsI Ha DKpaHEe WJIU JIUIS 03BYYMBAaHUS HH(POPMAIIUH.

[Ipu mpoBeneHur MPOUEAYPHl OLIEHUBAHUS PE3YJIbTATOB OOyUEHHUS
WHBAJIMJIOB U JIUIl C OTPAHUYEHHBIMU BO3MOKHOCTSMH 37I0pPOBbs 00ECIICUMBAECTCS
BBITIOJIHCHHUE CJICIYIONTUX JOMOJTHUTEIBHBIX TPeOOBaHMI B 3aBUCHUMOCTH OT
WHIUBUTyaJIbHBIX OCOOCHHOCTEN 00YyJaronuxcsi:

1. wabopmamss 1O TOPSJAKY MPOBEACHUS TMPOIEAYPhl OIICHUBAHUS
MPEIOCTaBIsACTCA B JOCTymHOW (opme (ycTHO, B THMCBMEHHOW ¢dopme, Ha
AJIIEKTPOHHOM HOCHTEIIe, B Ie4aTHOU (popMe yBEIMUEHHBIM MIPU(TOM U T.11.);

2. poctrymHas (opma IpeaocTaBieHUS 3aJaHHil OIEHOYHBIX CPEACTB (B
neyatHo ¢Gopme, B meuaTHOM ¢dopMe yBeIWYEHHBIM IMpudpToM, B Gdopme
AIEKTPOHHOTO JOKYMEHTA);

3. noctynHas (opma nmpenocTaBieHUsI OTBETOB Ha 3aJaHus (MMCbMEHHO Ha
Oymare, HaOOp OTBETOB Ha KOMIILIOTEPE, YCTHO U AP.).

[Ipn HEeoOXoaMMOCTU IJi OOYYAIOIMIUXCS ¢ MHBAIMIHOCTHIO M OOYYaromuxcs C

OTpaHUYCHHBIMU BO3MOKHOCTAMHU 340POBbA IIpoOCaAypa OUCHUBAHUS PC3YJIbTATOB
O6y‘{eHI/I$I M0 JUCHUINIMHC MOKCT IIPOBOAUTHCA B HCCKOJIBKO 3TAIlOB, a4 TAKIKC
MOKET OBITh MMpeaAOoCTaBJICHO JOIIOJHUTCIBHOC BPCMA I ITOATIOTOBKH OTBCTA Ha
3a4€TC NUJIN DK3aMCHC.
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4. KOHTPOJIb 1 OHEHKA PE3YJIbTATOB OCBOEHMUAA
MMPO®ECCHUOHAJIBHOI'O MOAYJIAA

Kox n HanmenoBanune

npodeCCUOHANIBHBIX U

O0IIMX KOMIICTCHIINH,
dbopMupyembie B paMKax

Kpurepun ouenku

MeToab! OIIEHKH

MOAYJS
I[IK 1.1. IIpowsBoauts | [leMoHCTpHpOBaTH TECTUPOBAHMUE,
YCTAaHOBKY M HACTPOMKY | YMEHUSI YCTAHOBKH M | SK3aMEH
KOMIIOHEHTOB HACTPOMKHU KBAJIM(PUKALIMOHHBIH,
aBTOMAaTU3HPOBAHHBIX KOMITOHEHTOB AKCIIEPTHOE  HAOIIOCHUE
(uH(OPMAIIOHHBIX) aBTOMATHU3UPOBAHHBIX BBITIOJTHEHUS
CHUCTEM B 3alIMIIEHHOM | (MH(GOPMAIIMOHHBIX) nabopaTopHbIX padoT,
UCIIOJIHEHUH B | CUCTEM B 3alIMILEHHOM | OKCIIEPTHOE  HAOJIOJEHUE
COOTBETCTBUU C | HICTIOJIHEHUU B | BBIIIOJIHEHHUS
TpeOOBAHUSIMU COOTBETCTBUU C | MPaKTHUYECKUX padoT,
AKCILTyaTallMOHHOM TpeOOBaHUAMU OLIEHKa peleHus
JOKYMEHTAL1U. IKCILTyaTallMOHHOM CUTYallMOHHBIX 3a/1a4,
JOKYMEHTALUU OLICHKA npouecca u
pEe3yNbTaTOB  BBINOJHEHUS
BUJIOB pabOT Ha MPAKTHKE
IIK 1.2. | IIposiBieHMEe yMEHHSI U | TECTUPOBAHMUE,
AJIMUHHUCTPUPOBATh NPAKTUYECKOTO  OMbITA | SK3aAMEH
IPOrpaMMHBIE U | aIMUHUCTPUPOBAHUS KBaJIM(PUKALIMOHHBIH,
IPOrpaMMHO- IIPOrpaMMHBIX U | OKCIIepTHOE  HaOJrofeHue
anmnapaTrHble IpOrpamMMHO- BBINIOJIHEHHUS
KOMITOHEHTBI anmnapaTHbIX 1a00paTOpPHBIX PadoT,
aBTOMATHU3UPOBAaHHOU KOMIIOHEHTOB AKCIIEPTHOE  HAOJIIOACHUE
(uH(OpMAaIOHHOI) aBTOMaTU3UPOBAHHOMN BBIIIOJIHEHHUS
CUCTEMBI B 3alIUIICHHOM | (MH()OPMAIIMOHHOMN) NPAKTUYECKUX padoT,

HUCIIOJTHCHHH.

CHUCTCMBEI B 3allIMIIICHHOM

OLICHKAa peuIiCHuA

UCITOJITHCHUH CUTYaIlMOHHBIX 33/1a4,
OLICHKa nporecca u
PE3YNBTATOB  BBITIOJHEHUS
BUJIOB pabOT HA MPAKTUKE
[IK 1.3. O6ecneuuBats | [IpoBeeHue  mepeyHs | TECTUPOBAHHUE,

OecriepeboitHyto paboTy

paboT 1o oOecrneYeHuto
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aBTOMATU3UPOBAHHBIX
(nH(pOPMAITMOHHBIX )
CHUCTEM B 3alUIICHHOM

WCTOJIHEHUH B
COOTBETCTBUU C
TpeOOBaHUSIMU
AKCIUTyaTallUOHHOM
JOKYMEHTALUU.

OecriepeCoitHONH PabOTHI
aBTOMATH3MUPOBAHHBIX
(mH(GOPMAITMOHHBIX )
CHUCTEM B 3alllUIICHHOM

VCIIOJTHEHUH B
COOTBETCTBUHU C
TpeOOBaHUSIMU
AKCIUTyaTallMOHHOM
JIOKYMEHTALUU

HK3aMEH
KBaJIN(DUKAIIMOHHBIH,
AKCIEPTHOE  HAOJIOZCHUE
BBITIOJTHCHUS
J1a00paTOPHBIX PadoT,
AKCIIEPTHOE  HAONIOJCHUE
BBITIOJTHCHUS
MPaKTUYECKUX padoT,
OLIEHKa peIIeHHs
CUTYAIlMOHHBIX 3a/1a4,
OIICHKA nporecca "
pPE3yNbTAaTOB  BBITIOJHEHUS
BUJIOB PabOT Ha MPAKTHKE

[IK 1.4. OcymecTBasiTh
MPOBEPKY TEXHUYECKOTO
COCTOSIHUS, TEXHUYECKOE
o0cITyKuBaHUE u
TEKYILIUN PEMOHT,
YCTpaHITh  OTKa3bl U
BOCCTaHABIIMBATh
paboTOCTIOCOOHOCTH
aBTOMAaTU3UPOBAHHBIX
(MH(MOPMALIMOHHBIX )
CHUCTEM B 3alUIIEHHOM
WCIIOJIHECHHH.

[IposABnsATH 3HaHHUSA WU
YMEHUS B  TPOBEPKE
TEXHUYECKOTO
COCTOSIHUS, TPOBEACHUHN
TEKyIIEro pEeMOHTAa U
TEXHUYECKOT O
o0CITy)KHBaHUS, B
YCTpAaHEHUH OTKAa30B H
BOCCTAHOBJICHUH
paboTocrocoOHOCTH
aBTOMAaTU3UPOBAHHBIX
(MH(pOPMALIMOHHBIX )
CUCTEM B 3allUIEHHOM
WCITOJTHCHUH

TECTHUPOBAHUE,

9K3aMEH
KBaJTM()UKAIIMOHHBIH,
AKCIEPTHOE  HAONIOZCHUE
BBITIOTHCHUS
nabopaTopHBIX pabdoT,
DKCIIEPTHOE  HAOJIO/ICHUE
BBITIOJTHEHUS
NPAKTUYECKUX paloT,
OIICHKA pereHus
CUTYAIlMOHHBIX 33124,
OIICHKA nporecca U
pPE3yJIbTaTOB  BBINOJIHEHUS
BUJIOB pabOT Ha MPAKTHKE
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